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ABSTRACT
Cloud computing is speculated as the next generation architecture of IT enterprises, providing efficient remote access to
massively scalable data storage and application services. While this outsourced storage and computing technique can potentially
bring great economical savings for data owners and users, its benefits may not be fully realized due to wide concerns of data
owners that their private data may be spontaneously exposed or handled by cloud providers. Although end-to-end encryption
techniques have been proposed as secure solution for secure cloud data storage, a primary challenge toward building a fullfledged cloud data service remains how to effectively support flexible data utilization services such as search over the data in a
privacy-preserving manner. In this paper, we identify the system requirements and challenges toward achieving privacy-assured
searchable outsourced cloud data services, usable design and practically efficient search schemes for encrypted cloud storage. We
are presenting a general methodology for these using searchable encryption techniques, which allows encrypted data to be
searched by users without leaking information about the data itself and user’s request. Enabling public audit ability for cloud
storage is of critical importance so that users can use up to a third party auditor (TPA) to check the integrity of outsourced data
and can be worry free. To efficiently introduce an effective TPA, the auditing process should bring in no new vulnerabilities
towards user data privacy, and help to avoid additional online burden to user. We propose a secure and efficient cloud storage
system supporting privacy-preserving public auditing. We will further extend our result to enable the TPA to perform audits for
multiple users simultaneously and efficiently.
Index Terms—CS,CSP,TPA etc

1. INTRODUCTION
Cloud computing is a long termed vision of computing as a utility, where cloud customers can remotely store their data
into the cloud as to enjoy the on-demand high quality application and services from a shared pool of configurable
computing resources [2]. The benefits brought by this new technique include but are not limited to relief of the burden for
storage management, universal data access with independent geographical locations, and avoid an expenditure on
hardware, software, and personnel maintenance, etc., [3]. As Cloud Computing becomes prevalent, more and more
sensitive information are being centralized into the cloud, such as e-mails, personal health records, company finance data,
and government documents, etc. The fact that data owners and cloud server are no longer in the same trusted domain may
put the outsourced unencrypted data at risk [4] the cloud server may leak data information to unauthorized entities [5] or
even be hacked [6]. It follows that sensitive data have to be encrypted prior to outsourcing for data privacy and combating
unsolicited accesses. However, data encryption makes effective data utilization a very challenging task .We aim at
deploying the most fundamental data services including data management and data utilization, with built-in reliability
and privacy assurance as well as high level service performance, usability, and scalability. Firstly, in addition to major
cloud infrastructure providers, such as Amazon, Google, and Microsoft, more and more third-party cloud data service
providers are emerging which are dedicated to offering more accessible and user friendly storage services to cloud
customers. Secondly, to protect data privacy and combat unsolicited access in the cloud and beyond, sensitive data, e.g.,
emails, personal health records, tax documents, financial transactions, etc may have to be encrypted by data owners before
outsourcing to the commercial public cloud.

2. RELATED WORK
Literature survey
Traditional searchable encryption has been widely studied as a cryptographic primitive, with a focus on security definition
formalizations and efficiency improvements. Song et al. first introduced the notion of searchable encryption. They
proposed a scheme in the symmetric key setting, where each word in the file is encrypted independently under a special
two-layered encryption construction. Thus, a searching overhead is linear to the whole file collection length. Goh
developed a Bloom filter-based per-file index, reducing the workload for each search request proportional to the number
of files in the collection. Chang and Mitzenmacher also developed a similar per-file index scheme. To further enhance
search efficiency, Curtmola et al. proposed a per-keyword-based approach, where a single encrypted hash table index is
built for the entire file collection, with each entry consisting of the trapdoor of a keyword and an encrypted set of related
file identifiers. Searchable encryption has also been considered in the public-key setting. Boneh et al. presented the first
public key- based searchable encryption scheme, with an analogous scenario. In their construction, anyone with the public
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key can write to the data stored on the server but only authorized users with the private key can search. As an attempt to
enrich query predicates, conjunctive keyword search over encrypted data have also been proposed. Aiming at tolerance of
both minor typos and format inconsistencies in the user search input, fuzzy keyword search over encrypted cloud data has
been proposed by Li et al. in [9]. Very recently, a privacy-assured similarity search mechanism over outsourced cloud data
has been explored by Wang et al. in [11]. Note that all these schemes support only Boolean keyword search, and none of
them support the ranked search problem which we are focusing on in this paper. Following our research on secure ranked
search over encrypted data, very recently, Cao et al. [10] propose a privacy-preserving multi keyword ranked search
scheme, which extends our previous work in [1] with support of multi keyword query. They choose the principle of
“coordinate matching,” i.e., as many matches as possible, to capture the similarity between a multi keyword search query
and data documents, and later quantitatively formalize the principle by a secure inner product computation mechanism.
One disadvantage of the scheme is that cloud server has to linearly traverse the whole index of all the documents for each
search request, while ours is as efficient as existing SSE schemes
EXISTING SYSTEM
Traditional searchable encryption schemes allow a user to securely search over encrypted data through keywords without
first decrypting it, these techniques support only conventional Boolean keyword search, without capturing any relevance
of the files in the search result. When directly applied in large collaborative data outsourcing cloud environment, they
may suffer from the following two main drawbacks. On the one hand, for each search request, users without preknowledge of the encrypted cloud data have to go through every retrieved file in order to find ones most matching their
interest, which demands possibly large amount of post-processing overhead, On the other hand, invariably sending back
all files solely based on presence/ absence of the keyword further incurs large unnecessary network traffic, which is
absolutely undesirable in today’s pay-as-you-use cloud paradigm.
PROBLEM STATEMENT
Presenting a general methodology for searchable encryption techniques, which allows encrypted data to be searched by
users without leaking information about the data itself and user’s request with Security.
OBJECTIVE AND SCOPE
Paillier algorithm for encryption The schemes based on RSA related assumptions take advantage of the fact that RSA is a
(Conjunctive)trapdoor function.
Implementation of following functions.
 Secure search
 Secure View with Upload & Download Log maintained by time.
SYSTEM DESIGN

Fig 1: System Design
PROPOSED SYSTEM
Design Goals
To enable privacy-preserving public auditing for cloud data storage under the mentioned model our protocol design
should achieve the following security and performance guarantees.
1) Public audit ability: to allow TPA to verify the correctness of the cloud data on demand without retrieving a copy of
the whole data or introducing additional online burden to the cloud users.
2) Storage correctness: to ensure that there exists no cheating cloud server that can pass the TPA’s audit without indeed
storing users’ data intact.
3) Privacy-preserving: to ensure that the TPA cannot derive users’ data content from the information collected during
the auditing process.
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4) Batch auditing: to enable TPA with secure and efficient auditing capability to cope with multiple auditing
delegations from possibly large number of different users simultaneously.
5) Lightweight: to allow TPA to perform auditing with minimum communication and computation overhead.Using
Cloud Storage, users can remotely store their data and enjoy the on-demand high quality applications and services
from a shared pool of configurable computing resources, without the burden of local data storage and maintenance.
However, the fact that users no longer have physical possession of the outsourced data makes the data integrity protection
in Cloud Computing a formidable task, especially for users with constrained computing resources. Moreover, users should
be able to just use the cloud storage as if it is local, without worrying about the need to verify its integrity. Thus, enabling
public audit ability for cloud storage is of critical importance so that users can resort to a third party auditor (TPA) to
check the integrity of outsourced data and be worry-free. To securely introduce an effective TPA, the auditing process
should bring in no new vulnerabilities towards user data privacy, and introduce no additional online burden to user. In
this paper, we propose a secure cloud storage system supporting privacy-preserving public auditing. We further extend
our result to enable the TPA to perform audits for multiple users simultaneously and efficiently. Extensive security and
performance analysis show the proposed schemes are provably secure and highly efficient.

Fig 2: Third Party auditing system
The System and Threat Model
Cloud data storage service involving three different entities, as illustrated in Fig. 1: the cloud user(U), who has large
amount of data files to be stored in the cloud; the cloud server (CS), which is managed by the cloud service provider(CSP)
to provide data storage service and has significant storage space and computation resources (we will not differentiate CS
and CSP ) the third party auditor(TPA),who has expertise and capabilities that cloud users do not have and is trusted to
assess the cloud storage service reliability on behalf of the user upon request. Users rely on the CS for cloud data storage
and maintenance. They may also dynamically interact with the CS to access and update their stored data for various
application purposes. To save the computation resource as well as the online burden, cloud users may resort to TPA for
ensuring the storage integrity of their outsourced data, while hoping to keep their data private from TPA.
Privacy-Assured Searchable Cloud Storage
Architecture

Figure 3: System architecture for searchable cloud data
storage services.
A general cloud data storage service architecture involving three (types of) entities
 Data Owner( Data Contributor)
 Data User
 Cloud service provider(CSP)
The data owner (or data contributor) is one or multiple entities who generate and encrypt data, and upload them to the
cloud server. The owner can be either an organization or an individual. The cloud server belonging to a CSP possesses
significant storage and computation resources, and provides them to end users in a pay-per-user manner. There are one or
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more data users in the system, who may need to perform queries over the outsourced data in order to extract useful
information. In addition, in order to enable public auditing, a third party auditor can be employed, which is discussed in
[3] and is outside the scope of this article. The owner’s data are encrypted end-to-end using secret keys created by
him/herself, and a searchable index is usually created and encrypted along with the outsourced data. To allow data access
and search by users ,the data owner usually generates and distributes search tokens(or trapdoors), which are encrypted
queries to users, either actively or upon users’ requests. When a user wants to gain file access or initiate a query, he/she
submits a corresponding token to the server, who then returns a matching set of documentation an encrypted format.
PROPOSED ARCHITECTURE

Fig 4: Proposed Architecture
Mathematical Model
Let N=pq where p and q are large prime numbers.
Ǿ(N) = (p-1)(q-1)= |Z*N|
λ(N) = lcm(p-1,q-1)
|Z*N| = Ǿ(N2) = N Ǿ(N)
∀x є Z*N2 Following relations are true.
xλ(N) = 1 mod N yλ(N) = 1 mod N2
Given encrypted bit representations
[x0]……..[xm-1] and [y0]……[ym-1] of two numbers x & y
Equality and comparison circuits compute
[x=y] or [x<y]
Let m+k+log2 n < log2 N on input [x] where 0≤x< 2m the LBS protocol computes
[x0]…..[xm-1] securely. LBS jointly generates a random value [r] and to decrypt such that
1) Y= x+r is statistically indistinguishable from random.
2) [x0]……..[xm-1] can be recovered from [y0]……[ym-1] and [r0]……[rm-1]

(1)
(2)

The value r will be generated in the form
r=
(3)
Where r0……..rm-1 are bits and rm is an integer value from a sufficiently large range.
ALGORITHM
Parlier algorithm for encryption
The schemes based on RSA related assumptions take advantage of the fact that RSA is a (conjectured) trapdoor function.
The underlying idea is then to conjugate the feasibility of extracting roots of polynomials over finite fields when the
trapdoor information is available with the intractability of the same problem when such an information is not available.
The discrete log, on the other hand, is conjectured to be just a one-way function, and the underlying idea of the schemes
that rely on such assumption is, in general, to use Diffie-Hellman variants to securely encrypt and decrypt
Step 1: User encrypts the files & stores them on cloud server.
Step 2 : User creates index of
File name Date Time of upload
Modification date and encrypts the table & uploads it.
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For Encryption user chooses a random value r € Z*N
Cipher text c= gm rN mod N2
--------------(4)
Step 3 : User construct equality and comparison queries and sends it to gateway server.
Step 4 : Gateway server encrypts the query, Values and query sends to the server it encrypts query using eqn (4)
Step 5 : Cloud server executes encrypted query on table using eqn (3)
Step 6 : Cloud server sends back matched values to user.
Step 7 : User decrypts received values by
M=
mod N
The proposed scheme
Key Generation. Let k be the security parameter. Choose uniformly and at random two k-bit primes p and q and set
N = pq. Choose a random
base g B. (Note that, if we know the factorization of N, checking if a given element g is in B can be done efficiently by
simply checking whether gcd(L(gλ(N) mod N2),N) = 1).
Encryption. To encrypt a message m < N, one chooses a random value r Z
N and computes the cipher text as
c = gmr N mod N2
Decryption. When receiving a cipher text c, check that c < N2. If yes,
retrieve the message m as
m=
L(cλ(N) mod N2)
L(gλ(N) mod N2) modN
PROPOSED FRAMEWORK
The framework for privacy-preserving public auditing system. A public auditing scheme consists of four algorithms (Key
Gen, Sig Gen, Gen Proof, Verify Proof). Key Gen is a key generation algorithm that is run by the user to setup the
scheme. Sig Gen is used by the user to generate verification metadata, which may consist of MAC, signatures or other
related information that will be used for auditing. Gen Proof is run by the cloud server to generate a proof of data storage
correctness ,while Verify Proof is run by the TPA to audit the
proof from the cloud server. Running a public auditing system consists of two phases, Setup and Audit:
• Setup: The user initializes the public and secret parameters of the system by executing KeyGen,and pre-processes the
data file F by using Sig Gen to generate the verification metadata. The user then stores the data file F and thev
erification metadata at the cloud server, and deletes its local copy.As part of pre-processing, the user may altert he
data file F by expanding it or including additional metadata to be stored at server.
• Audit: The TPA issues an audit message or challenge to the cloud server to make sure that the cloud server has
retained the data file F properly at the time of the audit. The cloud server will derive a response message from a
function of the stored data file F and its verification metadata by executing GenProof. The TPA then verifies the
response via Verify Proof .Our framework assumes the TPA is stateless, which is a desirable property achieved by our
proposed solution. It is easy to extend the framework above to capture a stateful auditing system, essentially by
splitting the verification metadata into two parts which are stored by the TPA and the cloud server respectively.

Fig 4: Input File
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Fig 5: Data Uploading

Fig 6: System upload performance report

Fig 7: System download performance report
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Fig 8: Encrypted query
3.CONCLUSION
Cloud customers can remotely store their data on a shared pool of configurable computing resources in cloud. Searchable
Symmetric Encryption scheme is used to provide storage and retrieval security. Order Preserving Symmetric Encryption
scheme is enhanced in reversible mechanism. The system is improved with result authentication and similarity based
ranking model. The data storage and search process is carried out with encrypted query model. The system performs
index operations on encrypted data values. The system also secures the search results. The system supports incremental.
 Searchable Symmetric Encryption scheme is used to provide storage and retrieval security.
 Order Preserving Symmetric Encryption scheme
 Result authentication and similarity based ranking model.
 The data storage and search process is carried out with encrypted query model.
 Index operations on encrypted data values. The system also secures the search results.
FUTURE SCOPE
 Enabling similarity searches over encrypted graphs is important functionality for outsourced graph-structured data.
 Can make public-key-based searchable encryption more practical and secure.
 Privacy-preserving graph containment query scheme (PPGQ), where whole graphs that contain the query graph are
returned.
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