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ABSTRACT
Random projections are a powerful method of dimensionality reduction that are noted for their simplicity and strong error
guarantees. In this research paper we study a randomized multiplicative data perturbation technique for privacy preserving
data mining. It is motivated by the work presented earlier that point out some security problems of additive perturbation and
distance preserving perturbation. We provide a theoretical result related to projections and explores the possibility of using
multiplicative random projection matrices for constructing a new representation of the data.
Keywords: Random Projection, Dimensionality reduction.

1. INTRODUCTION
Privacy preserving data mining typically uses various techniques to modify either the original data or the data
generated (calculated, derived) using data mining methods. Random projection method is very simple and
computationally efficient techniques to reduce dimensionality for learning from high dimensional data. This approach
is fundamentally based on the Johnson-Lindenstrauss lemma [1], which notes that any set of m points in n-dimensional
Euclidean space can be embedded into an O (Inm/є2) dimensional space such that the pair wise distance of any two
points is maintained with a high probability. Therefore, by projecting the data onto a lower dimensional random space,
we can dramatically change its original form while preserving much of its distance-related characteristics. This
research paper presents extensive theoretical analysis and experimental results on the accuracy and privacy of the
random projection-based data perturbation technique.
1.1 Definition and Fundamental Properties
Random projection refers to the technique of projecting a set of data points from a high dimensional space to a
randomly chosen lower dimensional space. Mathematically, let X є Rn×m be m data points in n-dimensional space. The
random projection method multiplies X by a random matrix R є Rk×n, reducing the n dimensions down to just k. It is
well known that random projection preserves pairwise distances in the expectation. This technique has been
successfully applied to a number of applications, for example, VLSI layout [2], nearest-neighbor search [3, 4], image
and text clustering [5], distributed decision tree construction [6], motifs in bio-sequences [7] discovery, highdimensional Gaussian mixture models learning [8], half spaces and intersections of half spaces learn ing [9]. The key
idea of random projection arises from the Johnson- indenstrauss Lemma [1]
Lemma 1.1.1 (Johnson-Lindenstrauss Lemma) [1] For any є such that 0 < є < 1/ 2 , and any set of points S in Rn,
with |S| = m, upon projection to a uniform random k-dimensional subspace where
, the
following property holds: with probability at least 1 / 2 , for every pair x, y є S,
(1 − є) ||x − y||2 ≤ ||f(x) − f(y)||2 ≤ (1 + є) ||x − y||2,
where f(x), f(y) are the projections of x and y.
This lemma shows that any set of m points in n-dimensional Euclidean space can be embedded into an O (Inm/є2)
dimensional space such that the pairwise distance of any two points is maintained within a very small factor. This
property implies that it is possible to change the data’s original form by reducing its dimensionality while maintaining
the pairwise inner products and Euclidean distances.
Lemma 1.1.2 Let R be a p×q random matrix such that each entry ri,j of R is independent and identically distributed
(i.i.d.) according to some unknown distribution with mean zero and variance σ2r . Then,
E[RTR] = pσ2r I, and E[RRT ] = qσ2r I.
Proof: Let ri,j and є i,j be the i,j-th entries of matrix R and RTR, respectively.
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Because the entries of the random matrix are independent and identically distributed (i.i.d.),

Now, note that E[ri,j ] = 0 and E[r2i,j ] = σ2r ; therefore,

Similarly, we have E[RRT] = qσ2r I. Intuitively, this result echoes the observation made elsewhere [10] that in a high
dimensional space, vectors with random directions are almost orthogonal. Lemma 1.1.2 can be used to prove the
following results.
Lemma 1.1.3 (Random Projection) Let X є Rn×m be a dataset of m data points in n-dimensional space. Let R be a k × n
(k < n) random matrix such that each entry ri,j of R is independent and identically distributed (i.i.d.) according to some
unknown distribution with mean zero and variance σ2r . Further, let

]
This lemma shows that random projection preserves all pairwise inner products of X in the expectation. The beauty of
this property is that the inner product is directly related to many other distance-related metrics. To be more specific, for
any vectors x, y є Rn,
• The Euclidean distance of x and y is ||x − y||2 = (x − y)T (x − y).
• If the data vectors have been normalized to unity, then the cosine angle of x and y is

• If the data vectors have been normalized to unity with zero mean, the sample correlation coefficient of x and y is

Thus, if the data owner reduces the number of attributes of the data by projection, the inner products and Euclidean
distances among the data records are still maintained. Therefore, we can directly apply common data mining
algorithms to the new data without accessing the original sensitive information. The following are the steps to reduce
the dimensionality of the data by random projections: Suppose that we have a data set X={x1, …. xn} where each data
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point is a p dimensional vector such that xi є Rp and we need to reduce the data to a q dimensional space such that 1 ≤ q
< p.
1) Arrange the data into a p × n matrix where p is the dimensionality of the data and n is the number of data points.
2) Generate a q × p random projection matrix R* using the MATLAB randn (q, p) function.
3) Multiply the random projection matrix with the original data in order to project the data down into a random
projection space.
X*q × n = R*q × p * Xp × n
Thus we can see that transforming the data to a random projection space is a simple matrix multiplication with the
guarantees of distance preservation.

2.CONCLUSION
In this research paper, we have study a Projection based perturbation and we considered the use of this technique as a
data perturbation technique for privacy preserving data mining. This technique is quite useful as it allows many
interesting data mining algorithms to be applied directly to the perturbed data and produce expected result, e.g., Kmeans clustering and KNN Classification, with little loss of accuracy. The tremendous popularity of K-means and KNN
Classification algorithm has brought to life many other extensions and modifications. Euclidean distance is an
important factor in k-means clustering and KNN Classification. In Random Projection perturbation technique the
expected Euclidean distance is preserved after perturbation. Hence the data perturbed by this technique can be used in
various Data Mining applications.

REFERENCE
[1] H. Kargupta, S. Datta, Q. Wang, and K. Sivakumar, “On the privacy preserving properties of random data
perturbation techniques,” in Proceedings of the IEEE International Conference on Data Mining, Melbourne, FL,
November 2003.
[2] Z. Huang, W. Du, and B. Chen, “Deriving private information from randomized data,” in Proceedings of the 2005
ACM SIGMOD Conference, Baltimroe, MD, June 2005, pp. 37–48.
[3] S. Guo and X. Wu, “On the use of spectral filtering for privacy preserving data mining,” in Proceedings of the 21st
ACM Symposium on Applied Computing, Dijon, France, April 2006, pp. 622–626.
[4] N. R. Adam and J. C. Worthmann, “Security-control methods for statistical databases: a comparative study,” ACM
Computing Surveys (CSUR), vol. 21,no. 4, pp. 515–556, 1989.
[5] G. T. Duncan and S.Mukherjee, “Optimal disclosure limitation strategy in statistical databases: Dterring tracker
attacks through additive noise,” Journal of The American Statistical Association, vol. 95, no. 451, pp. 720–729,
2000.
[6] R. Gopal, R. Garfinkel, and P. Goes, “Confidentiality via camouflage: The cvc approach to disclosure limitation
when answering queries to databases,” Operations Research, vol. 50, no. 3, pp. 501–516, 2002.
[7] D. Agrawal and C. C. Aggarwal, “On the design and quantification of privacy preserving data mining algorithms,”
in Proceedings of the twentieth ACM SIGMOD-SIGACT-SIGART symposium on Principles of Database Systems,
Santa Barbara, CA, 2001, pp. 247–255.
[8] S. Guo, X. Wu, and Y. Li, “On the lower bound of reconstruction error for spectral filtering based privacy
preserving data mining,” in Proceedings of the 10th European Conference on Principles and Practice of
Knowledge Discovery in Databases (PKDD’06), Berlin, Germany, 2006.
[9] K. Muralidhar, R. Parsa, and R. Sarathy, “A general additive data perturbation method for database security,”
Management Science, vol. 45, no. 10, pp. 1399–1415, 1999.
[10] R. Hecht-Nielsen, “Context vectors: General purpose approximate meaning representations self-organized from
raw data,” Computational Intelligence: Imitating Life, pp. 43–56, 1994.

Volume 3, Issue 11, November 2014

Page 182

