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ABSTRACT 

An optical fiber sensors (OFS) is basically composed of a light source, an optical fiber serving as a sensing element, and a 
detector. A method of sensing vibration using detection of changes in the spatial distribution of energy on the speckle pattern in 
the output multimode optical fiber is presented and demonstrated. The implementation of sensor consists of about10 meter active 
zone length of multimode fiber in a 3-mm cable housed inside half-inch conduit which is isolated and sensitive to ambient 
vibration. The projection of the speckle pattern is directly recorded by using Alarm Processing Unit type(FD322- APU) at the 
outlet end of the fiber and processed changes in the intensity distribution  using  supported algorithm  (FD322-Tuning 
software).This paper presents the configuration and detection principles and characterization study  of the a multimode optical 
fiber vibration or intrusion detection sensor based on registration of the speckle pattern in the far-field of a multimode optical 
fiber, and evaluates its performance as a fence sensor. It also describes the progress of our study on signal processing technology 
to prevent the sensor from issuing any false alarms or failing to issue alarms. 
 
1. INTRODUCTION  
In recent years, fiber optic sensor technology has been growing in both interior and exterior security applications with 
possibility for both detection and location of the intrusion. A fiber optic intrusion monitoring systems can detect an 
attempt to cut, lift, crawl under, and climb over a fence or protected area [1]. 
Light propagating inside optical fiber has the following four basic properties: intensity, frequency, phase and polarization. 
In the communication systems, the modulation formats of the optical signal at the transmission end are designed based on 
one of these four properties. In the sensing systems though, information about the measured  is primarily conveyed by a 
change in intensity, frequency, phase, polarization or a combination of the above. Intrusion monitoring systems are 
designed to detect unauthorized intrusion into buildings, protected territories, perimeters, etc. Fiber optic sensor 
technology offers the most powerful tool for intrusion monitoring. Various operation techniques are being used in the 
development of fiber optic intrusion monitoring system. 
These techniques use, as operation basis, the principle of variation of a specific parameter of the light beam that 
propagates into an optical fiber. Various techniques basically refer to speckle effect, interferometry, Rayleigh or Brillion 
scattering, etc. Among them, fiber optic distributed intrusion monitoring systems based on light scattering in a single 
mode optical fiber have the highest performance. These systems ensure a long surveillance perimeter as well as the 
possibility for location of the intrusion; however, they are relatively complex and expensive. On the other hand, the 
systems based on the principle of speckle effect in a multimode fiber are simple, reliable, and cost-effective. Fiber optic 
intrusion monitoring systems can be applied in surveillance of perimeters and various individual objects from 
unauthorized intervention, e.g., civilian and military objects, deposits of radioactive or chemical waste materials, etc. [2]. 
We describe here a fiber optic perimeter intrusion monitoring system based on registration of the speckle pattern in the 
far-field of a multimode optical fiber. A speckle pattern is a random intensity pattern produced by the mutual interference 
of a set of wave fronts. The system employs an optical fiber that can be fence-mounted or deployed along the protected 
perimeter, buried under gravel, etc. 
 
2. FIBER OPTICS SENSORS 
Although the most important application of optical fibers is in the field of transmission of information, optical fibers 
capable of sensing various physical parameters and generating information are also finding widespread use. The use of 
optical fibers for such applications offers the same advantages as in the field of communication: lower cost, smaller size, 
more accuracy, greater flexibility, and greater reliability. As compared to conventional electrical sensors, fiber optic 
sensors are immune to external electromagnetic interference and can be used in hazardous and explosive environments 
[3]. A very important attribute of fiber optic sensors is the possibility of having distributed or quasi-distributed sensing 
geometries, which would otherwise be too expensive or complicated using conventional sensors. With fiber optic sensors 
it is possible to measure pressure, temperature, electric current, rotation, strain, and chemical and biological parameters 
with greater precision and speed. These advantages are leading to increased integration of such sensors in civil structures 
such as bridges and tunnels, process industries, medical instruments, aircraft, missiles, and even cars. Fiber optic sensors 
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can be broadly classified into two categories: extrinsic and intrinsic. In the case of extrinsic sensors, the optical fiber 
simply acts as a device to transmit and collect light from a sensing element, which is external to the fiber. The sensing 
element responds to the external perturbation, and the change in the characteristics of the sensing element is transmitted 
by the return fiber for analysis. The optical fiber here plays no role other than that of transmitting the light beam. On the 
other hand, in the case of intrinsic sensors, the physical parameter to be sensed directly alters the properties of the optical 
fiber, which in turn leads to changes in a characteristic such as intensity, polarization, or phase of the light beam 
propagating in the fiber. A large variety of fiber optic sensors has been demonstrated in the laboratory, and some are 
already being installed in real systems. In a simple and inexpensive intensity modulated FOS, the measured modulates the 
intensity of transmitted light through the fiber and these variations in output light is measured using a suitable detector. 
These FOSs offer the easiest method of implementation and compatible with multimode fiber technology [4].In a 
multimode fiber, when the light from different modes interferes, it forms a random-intensity pattern known as a “speckle 
pattern.” The speckle pattern 
remains relatively stationary if the fiber does not move; however, it changes when the fiber is moved. This is because the 
speckle pattern is sensitive to the phases of the interfering modes. The magnitude of the phase changes with the slightest 
movement of the fiber. Intrusion security systems are designed to take advantage of the optical fiber’s light-conducting 
properties by analyzing changes in the speckle pattern of multimode fibers used in system sensors. 
 
3. THEORETICAL BACKGROUND                  
When light is passed through an optical fiber that guides a plurality of modes, the different modes will generally have 
different optical phase shifts associated with them that depend on the length of the fiber and the differences in phase 
velocities of the different modes. This will cause interference effects when light from the different modes is mixed. If light 
intensity is measured at a point on the end of the fiber or in any region removed from the end where the modes are mixed 
(and less than the entire output region), the observed intensity will depend on the relative phases of the modes, and will 
generally change if the phases change. A very small disturbance of the fiber can cause significant inter-modal phase 
shifts, so this principle can be used to construct a sensor for motion, vibration, pressure changes, or any other effect that 
can be coupled to a fiber to induce phase changes. This type of sensor is called a modal-domain sensor. 
To detect a good signal from a modal-domain sensing fiber, it is necessary to have both mixing of the modes and 
restriction of the light that is received by the detector. Mixing is necessary to create interference. Restriction is necessary 
because for small disturbances of the fiber the total amount of power that emerges is constant, even though the spatial or 
angular distribution of the power may change because of mixing and phase changes. 
In most implementations, mixing will occur without much effort because light from more than one mode strikes each 
region of the detector. In any implementation, explicit means are necessary to achieve good restriction. Some restriction 
will always occur naturally because the detector, and the optical path between it and the fiber, are never perfectly 
homogeneous; but such "natural" restriction cannot be relied upon to give high sensitivity or controlled performance. 
Many applications of sensors require that the sensor and the electronics for analyzing the signals from it be remote from 
each other. Furthermore, it is necessary that disturbances of the means for coupling signals between the sensor and the 
electronics should not create effects that can be confused with signals from the sensor. In the case of a fiber-optic modal-
domain sensor, it is valuable to use a "source lead fiber" to couple the light source to the sensing fiber, or to use a 
"detection lead fiber" to couple the 
sensing fiber to the detector, or both. In a 
fiber sensor system with one or both lead 
fibers, the system should be highly 
sensitive to disturbances in the sensing 
fiber and insensitive to disturbances in the 
lead fiber or fibers. [5]. 
Multimode fiber, as a result of its large 
core diameter, has a relatively large 
number of modes that travel 
simultaneously through the fiber. Each 
mode travels with its own group velocity 
and propagation constant, but interferes 
with other modes as they share the same 
medium. There are around 500 modes in 
a typical multimode fiber .The speckle 
pattern inside the fiber can be detected by 
projecting it from the fiber ending upon a 
screen. It consists of a large number of 
points with different intensities of light Figure.1. 

 
Figure 1Speckle pattern (distribution of light intensities) [2] 
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This is a nice visual proof that light indeed travels in many modes throughout the fiber whose normalized frequency 
exceeds 2,405. Speckle pattern changes slowly in time, but its total summed intensity remains the same. That can be 
expressed by equation (1), [6]. 

 
Where IT is the total intensity, Ii is the intensity of each point (small area) in the speckle pattern and N is the number of 
points. In reality N is the number of photo detectors inside a CCD camera.  
If the fiber is exposed to vibrations, distribution and the intensity of these points begin to change in correlation to the 
vibration force. Same can be seen with stretching and bending of multimode optical fiber. It is demonstrated that the 
intensity of a single speckle can be found in proportion to the force (F (t)) perturbing the fiber by following expression: 
 

 
 
Where Ai is the result of mode self-interaction, and the next two terms represent the mode-mode interaction, the first one 
(Bi) accounting for the steady state, and the second one  the modification of the mode-mode interaction if the 
system is perturbed. Signal output, in which the absolute value of changes in the intensity  
pattern is summed, is given by [6]: 
 

 
 
By applying various forces upon the fiber we change the way modes propagate and therefore their interference conditions, 
which results in different field distribution at the fiber end. While calculating exact changes of propagation parameters 
for each mode resulting from applying the force is an extremely complex task, good results can be obtained merely by 
studying changes in speckle pattern at the fiber end. From these changes we can, quite easily, not only detect vibrations, 
as has been demonstrated in [6], but we can also obtain information about the vibration parameters such as the amplitude 
and the frequency. Furthermore, a sensor system with these characteristics can be built using cheap and widely available 
components that are at the same time lightweight, which makes it an interesting product in the sensor market for 
integration in, already mentioned, smart structures.[7]. 
The spectral dependence of fiber attenuation (i.e., loss coefficient per unit length) as a function of wavelength of a typical 
silica optical fiber shown in Figure 2. The losses are caused by various mechanisms such as Rayleigh scattering, 
absorption due to metallic impurities and water in the fiber, and intrinsic absorption by the silica molecule itself. The loss 
coefficient decreases up to about (1310nm) & (1550 nm) which are the best sources wavelength used for fiber optics 
intrusion security systems [8]. 
 

 
Figure 2 Spectral dependence of fiber attenuation as a function of wavelength of a typical silica optical fiber 

 
4. DESCRIPTIOV OF THE SET-UP                           
When a coherent light beam is injected into the input end face of the fiber, the far -field distribution of the probing light 
beam is represented by the speckle pattern (Fig. 1).When an optical fiber is disturbed, it changes the way that it conducts 
light. This speckle pattern is highly sensitive to external perturbations that hit the lateral surface of the fiber. The change 
is very small; but with the right light source and detection method, this change can be amplified to create a useful signal 
from an effective intrusion detector. By processing the speckle pattern, one can derive the information on the amplitude of 
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the perturbation that hits the fiber. The system can be described on several levels. On the simplest level, a laser injects 
coherent light for which all of its components consistently rise and fall together into the fiber. This light transverses the 
fiber to a detector where it is converted to an electrical signal. The signal from the detector is processed to decide whether 
there is a disturbance of the right quality to generate an alarm. If the answer is yes, relays are set to signal the alarm. The 
signal processing depends on parameters that are set by the user to control what kind of signal will cause an alarm and 
what will not. The vibration signal from the module is bandwidth defined by the user parameters. The signal is digitized 
and fed to the central processor where the information is processed. The central processor applies a variable domain 
negative time transform process. This helps minimize background noise, and nuisance alarms. The user parameters 
define the limit for each function.  
The experimental set-up is represented in Figure3. It consists Simply consists of two primary components: The Alarm 
Processing Unit ( FD322-APU including tuning software) and the fiber optic sensor cable which is a thin strand of 
multimode optical fiber in a 3-mm cable housed inside half-inch grey conduit that is attached to the fence using stainless-
steel wire ties. The conduit serves two purposes. First, it protects the cable from threats such as UV exposure and direct 
cutting. Second, it allows the cable to move freely when an intruder shakes the fence. The system works because the APU 
transmits laser light (1310 nm Wavelength) through the sensor cable in a coherent pattern. When the sensor cable is 
deployed on a chain link fence or other perimeter barrier, vibrations from any intruder attempting to climb or cut through 
the barrier disrupt the pattern of light temporarily, resulting in an alarm. 
 

 
Figure 3 Experimental arrangement using fiber optics sensors security system (right) & APU configuration (left) 

 
Fiber optics sensor cables have a unique jacket design that ensures they pick up minute vibrations while remaining 
relatively impervious to the effects of weather and other harsh environmental variables. Since the sensor cables use light 
and not electricity, they are unaffected by EMI, RFI, and lightning. Laser light is launched into the fiber-optic cable 
assembly by the alarm processing unit. The light is split and guided into each sensor cable in the assembly. A portion of 
the light from each sensor is reflected back to the APU. In an undisturbed sensor strand, a constant speckle pattern is 
represented at the APU by a pulse of fixed magnitude. Motion, vibration, and pressure change the phase of the light 
transmitted through the fiber, resulting in a change in the speckle pattern. If a sensor cable is disturbed physically by an 
intruder’s actions for example, an attempt to climb or cut a fence the speckle pattern from that sensor changes 
momentarily, changing the magnitude of the return pulse, as illustrated below. This change is immediately detected by 
the APU. 
 
4.1 SITE PLANNING AND PREPARATION                  
When evaluating any perimeter intrusion detection sensor, there are at least three key performance characteristics To be 
considered: the probability of detection (POD), the nuisance alarm rate (NAR), and vulnerability to defeat (i.e. typical 
measures used to defeat or bypass detection by the sensor). In the ideal world, the ideal perimeter intrusion detection 
system (PIDS) would exhibit a zero NAR and a 100 percent POD simultaneously, and is undefeatable. 
The probability of detection provides an indication of a system’s ability to detect an intrusion within the protected area. 
The probability of detection depends not on only the characteristics of the particular sensor, but also the environment, the 
method of installation and adjustment, and the assumed behavior of an intruder. Any POD figure quoted will be 
conditional and unique to a site. 
This high performance can be achieved if the planning of the site accurately through the following steps:   
1. Wind is one of the biggest sources of nuisance alarms. The best way to avoid these notifications is to make the fence 
“quiet” when the wind blows. 
2. Keep the area on both sides of the fence clear of tree limbs and other vegetation that might brush against the fence 
when the wind blows. Clear the outside perimeter of objects that might be used as climbing aids, such as trees, large 
rocks, etc. There should be no places where an intruder could easily crawl or dig under the fence.  
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3. Loss (dB) is less than 6 dB. One of the problems that cause losses in the amount of output signal is a Fiber-Optic Cable 
Termination, so that a Termination Must be exercised very carefully  to avoid losses that occur when the signal transfer 
through the cable which results in a decrease in the intensity of the output  signal. 
4. Gates are designed to move, so they can be the source of nuisance alarms, so that must Secure all gates to avoid as 
much un-intended movement as possible. 
 Gates that are routinely opened for authorized access and that are equipped with a sensor cable should be installed with 
an alarm-disabling circuit, and Establish a separate zone for all gates in order to maintain a secure perimeter while a gate 
is open. 
 
4.2 FUNCTIONAL TESTS                   
With the fiber sensor cable fixed along the inner side of the fence, the output signals from the sensors were measured and 
evaluated for different conditions by shaking the fence, climbing up and down the fence, and cutting the cable. 
Algorithms are designed to ignore all signals that occur at frequencies lower than the Lowest Frequency setting. This can 
help distinguish between real threats and nuisances because the sources of many nuisances have acoustic characteristics 
that are different from those of real threats as shown in Figure .4.From these various evaluations, the sensors were 
confirmed as being able to detect an intruder climbing up and down the fence, cutting of the fence, but were unaffected by 
the wind.  The frequency response signals were then evaluated using (FD322-Tuning software) from (fiber sensys.Inc.) 
which illustrated in Figure 5.Which represent  the signal like  one at (top) from any event require monitoring  from end 
user & which triggered control panel to operate many options  such as switch –on  a video camera monitoring system or 
lighting system to be sure that intrusion effect under control .While the other signal like one at (bottom) indicate to alarm 
signal from strong intrusion which require more active action to prevent its effect. 
Finally we measured multi signals from multi zones represents the site which protected as shown in Figure 6. Using 
spectra view Tuning software from Fiber SenSys. Inc. [9]. 
Site planning requirement which mentioned in (4-1) above were taken in account to improve the efficiency of our security 
system. 
 

 
Fig4. signal with low frequency caused by wind (top), signal with high-frequency caused by cutting the fence fabric 

(bottom) 
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Figure 5 Signal indicate to event which require monitoring (top), signal indicate to alarm which require action (bottom) 

 

 
Figure 6 signal indicate to event &alarm from multi zones using spectra view tuning software from fiber sensys Inc.  

 
5.CONCLUSIONS 
It has been demonstrated that it is possible to detect vibrations and measure their parameters using the sensor based on 
measuring the change in speckle pattern in multimode fiber. The frequency parameter has been successfully measured 
and compared to known values, while there has been some difficulty with the amplitude parameter of the vibrations. 
Those difficulties was overcome by using the (FD322-APU) processors with supported algorithm (FD322-Tuning 
software) which enable to enhance system sensitivity by processing wind effect, determined and control threshold of both 
event & alarm signal to minimize the false alarms, also can help distinguish between real threats and nuisances because 
the sources of many nuisances have acoustic characteristics that are different from those of real threats. For example, 
wind noise tends to cause low-frequency signals. On the other hand, cutting and climbing the fence generate higher-
frequency signals. The probability of detection provides an indication of a system’s ability to detect an intrusion within 
the protected area. The probability of detection depends not on only the characteristics of the particular sensor, but also 
the environment, the method of installation and adjustment, and the assumed behavior of an intruder. 
The results from a broad variety of experimental vibration experiments follow properly the expected simulations. 
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