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Abstract 
Mobile devices are an important part of our everyday lives since they enable us to access a large variety of ubiquitous services. In 
recent years, the availability of these ubiquitous and mobile services has significantly increased due to the different form of 
connectivity provided by mobile devices, such as GSM, GPRS, Bluetooth and Wi-Fi[1]. In the same trend, the number and 
typologies of vulnerabilities exploiting these services and communication channels have increased as well. Therefore, 
Smartphone may now represent an ideal target for malware writers. As the number of vulnerabilities and, hence, of attacks 
increase, there has been a corresponding rise of security solutions proposed by researchers.  
 This topic aim to provide a structured and comprehensive overview of the research on security solutions for mobile devices . It 
focuses on current threats targeting Smartphone’s and  present security solutions, focusing on those that exploit intrusion 
detection systems and trusted platform technologies. 
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1. INTRODUCTION 
Threats to the security of mobile devices and the information they store and process have been increasing significantly. 
For example, the number of variants of malicious software, known as “malware,” aimed at mobile devices has reportedly 
risen from about 14,000 to 40,000 or about 185 percent in less than a year (see figure1). Cyber criminals may use a 
variety of attack methods, including intercepting data as they are transmitted to and from mobile devices and inserting 
malicious code into software applications to gain access to users’ sensitive information. These threats and attacks are 
facilitated by vulnerabilities in the design and configuration of mobile devices, as well as the ways consumers use them. 
Common vulnerabilities include a failure to enable password protection and operating systems that are not kept up to date 
with the latest version. According to a networking technology company, Juniper Networks, malware aimed at mobile 
devices is increasing. Figure 1 shows the increase in malware variants between July 2011 and May 2012. 
 

 
 

Figure 1: Number of Malware Variants Identified Globally between July 2011 and May 2012 
 

The paper is organized as follows. Section II gives Literature review, Section III gives some background notions on 
mobile threats and vulnerabilities . Section IV  introduces some current solutions , security policies and  issues. Finally, 
Sec. V draws  conclusions. 
 
2. LITERATURE REVIEW 
Mariantonietta La Polla[1] surveys the state of the art on threats, vulnerabilities and security solutions over the period 
2004-2011, by focusing on high-level attacks, such those to user applications. We group existing approaches aimed at 
protecting mobile devices against these classes of attacks into different categories, based upon the detection principles, 
architectures, collected data and operating systems, specially focusing on IDS-based models and tools. With this 
categorization we aim to provide an easy and concise view of the underlying model adopted by each approach.  
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Sujithra M.[2] focused on various threats and vulnerabilities that affect the mobile devices and also it discusses how 
biometrics can be a solution to the mobile devices ensuring security. These systems are proved highly confidential 
portable mobile based security systems which is much essential. Comparing various biometric traits such as fingerprint, 
face, gait, iris, signature and voice. Iris is considered as the most efficient biometric trait due to its reliability and 
accuracy. 

 
3. THREATS ON MOBILE DEVICES 
Mobile devices face a range of cyber security threats. These threats can be unintentional or intentional. Unintentional 
threats can be caused by software upgrades or defective equipment that inadvertently disrupt systems. Intentional threats 
include both targeted and untargeted attacks from a variety of sources, including botnet operators, cyber criminals, 
hackers, foreign nations engaged in espionage, and terrorists. These threat sources vary in terms of the capabilities of the 
actors, their willingness to act, and their motives, which can include monetary gain or political advantage, among others. 
For example, cyber criminals are using various attack methods to access sensitive information stored and transmitted by 
mobile device following table1 gives some of the sources of threats and attack methods. 
 

Table 1: Sources of Mobile Threats 
Threat source  Description  

Botnet operators  Botnet operators use malware distributed to large numbers of 
mobile devices and other electronic systems to coordinate 
remotely controlled attacks on websites and to distribute phishing 
schemes, spam, and further malware attacks on individual mobile 
devices [3]. 

Cyber criminals  Cyber criminals generally attack mobile devices for monetary 
gain[3]. They may use spam, phishing, and spyware/malware to 
gain access to the information stored on a device, which they 
then use to commit identity theft, online fraud, and computer 
extortion.   

Foreign governments  Foreign intelligence services may attack mobile devices as part of 
their information-gathering and espionage activities. Foreign 
governments may develop information warfare doctrine, 
programs, and capabilities that could disrupt the supply chain, 
mobile communications, and economic infrastructures that 
support homeland security and national defense.  

Hackers  Hackers may attack mobile devices to demonstrate their skill or 
gain prestige in the hacker community.  

Terrorists  Terrorists may seek to destroy, incapacitate, or exploit critical 
infrastructures such as mobile networks, to threaten national 
security, weaken the economy, or damage public morale and 
confidence. [3] 

 
These threat sources may use a variety of techniques, or exploits, to gain control of                                                                   
mobile devices or to access sensitive information on them. Common mobile attacks are presented in table2. 
 

Table 2:Common mobile attacks 
Attacks  Description  
Browser exploits  These exploits are designed to take advantage of vulnerabilities in 

software used to access websites. Visiting certain web pages and/or 
clicking on certain hyperlinks can trigger browser exploits that install 
malware or perform other adverse actions on a mobile device.  

Data interception  Data interception can occur when an attacker is eavesdropping on 
communications originating from or being sent to a mobile device. 
Electronic eavesdropping is possible through various techniques, such 
as (1) man-in-the-middle attacks,(2) WiFi sniffing etc.[3] 

Keystroke logging  This is a type of malware that records keystrokes on mobile devices in 
order to capture sensitive information, such as credit card numbers.  
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Malware  Malware is often disguised as a game, patch, utility, or other useful 
third-party software application. Malware can include spyware, 
viruses, and Trojans. Once installed, malware can initiate a wide 
range of attacks and spread itself onto other devices.  

Unauthorized location tracking  Location tracking allows the whereabouts of registered mobile devices 
to be known and monitored.  

Network exploits  Network exploits take advantage of software flaws in the system that 
operates on local (e.g., Bluetooth)or cellular networks. Network 
exploits often can succeed without any user interaction, making them 
especially dangerous when used to automatically propagate malware. 
With special tools, attackers can find users on a Wi-Fi network, hijack 
the users’ credentials, and use those credentials to impersonate a user 
online.  

Phishing  Phishing [3] is a scam that frequently uses e-mail or pop-up messages 
to deceive people into disclosing sensitive information. 

Spamming  Spam is unsolicited commercial e-mail advertising for products, 
services, and websites. Spam can also be used as a delivery 
mechanism for malicious software. Spam can appear in text messages 
as well as electronic mail.  

Spoofing  
 

Attackers may create fraudulent websites to “spoof” legitimate sites 
and in some cases may use the fraudulent sites to distribute malware 
to mobile devices.  

Theft/loss  
 

Because of their small size and use outside the office, mobile devices 
can be easier to misplace or steal than a laptop or notebook computer. 
If mobile devices are lost or stolen, it may be relatively easy to gain 
access to the information they store.  

Zero-day exploit  
 

A zero-day exploit takes advantage of a security vulnerability before 
an update for the vulnerability is available.[3]  

 
4. SECURITY CONTROLS FOR MOBILE DEVICES 
Table 3 outlines security controls that can be enabled on mobile devices to help protect against common security threats 
and vulnerabilities. The security controls and practices described are not a comprehensive list, but are consistent with 
recent studies and guidance from NIST and DHS, as well as recommended practices identified by the FCC CSRIC 
advisory committee[3]. In addition, security experts, device manufacturers, and  wireless carriers agreed that the security 
controls and practices identified are comprehensive and are in agreement with the lists. 

 
Table 3: Key Security Controls to Combat Common Threats and Vulnerabilities 

Security control  Description  
Enable user authentication  Devices can be configured to require passwords or PINs to gain access. In 

addition, the password field can be masked to prevent it from being 
observed, and the devices can activate idle-time screen locking to prevent 
unauthorized access.  

Enable two-factor authentication for 
sensitive transactions  

Two-factor authentication can be used when conducting sensitive 
transactions on mobile devices. Two-factor authentication provides a higher 
level of security than traditional passwords. Two-factor refers to an 
authentication system in which users are required to authenticate using at 
least two different “factors”: something you know, or something you have. 

Verify the authenticity of 
downloaded applications  

Procedures can be implemented for assessing the digital signatures of 
downloaded applications to ensure that they have not been tampered with[4].  

Install antimalware capability  Antimalware protection can be installed to protect against malicious 
applications, viruses, spyware, infected secure digital cards, and malware-
based attacks  

Install a firewall  A personal firewall can protect against unauthorized connections by 
intercepting both incoming and outgoing connection attempts and blocking 
or permitting them based on a list of rules [4].  

Receive prompt security updates  Software updates can be automatically transferred from the manufacturer or 
carrier directly to a mobile device. Procedures can be implemented to ensure 
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these updates are transmitted promptly.  
Remotely disable lost or stolen 
devices  
 

Remote disabling[5] is a feature for lost or stolen devices that either locks 
the device or completely erases its contents remotely. Locked devices can be 
unlocked subsequently by the user if they are recovered.  

Enable encryption for data stored on 
device or memory card  
 

File encryption protects sensitive data stored on mobile devices and memory 
cards. Devices can have built-in encryption capabilities or use commercially 
available encryption tools.  

Enable whitelisting  
 

Whitelisting [6] is a software control that permits only known safe 
applications to execute commands.  

 
Organizations may face different issues than individual consumers and thus may need to have more extensive security 
controls in place. For example, organizations may need additional security controls to protect proprietary and other 
confidential business data that could be stolen from mobile devices and need to ensure that mobile devices connected to 
the organization’s network do not threaten the security of the network itself. Table 4 outlines controls that may be 
appropriate for organizations to implement to protect their networks, users, and mobile devices. 

 
Table 4: Additional Security Controls Specific to Organizations to Combat Common Threats and Vulnerabilities 

Security control  Description  
Adopt centralized security 
management  

Centralized security management[7] can ensure an organization’s mobile devices 
are compliant with its security policies. Centralized security management 
includes (1) configuration control, such as installing remote disabling on all 
devices; and (2) management practices, such as setting policy for individual users 
or a class of users on specific devices.  

Use mobile device integrity 
validation  

Software tools can be used to scan devices for key compromising events and then 
report the results of the scans, including a risk rating and recommended 
mitigation.  

Implement a virtual private 
network (VPN)  

A VPN[7] can provide a secure communications channel for sensitive data 
transferred across multiple, public networks during remote access. VPNs are 
useful for wireless technologies because they provide a way to secure wireless 
local area networks, such as those at public WiFi spot, in homes, or other 
locations.  

Use public key infrastructure 
(PKI) support  

PKI [8] issued a digital certificates can be used to digitally sign and encrypt e-
mails.  

Require conformance to 
government specifications  

Organizations can require that devices meet government specifications before 
they are deployed. For example, NIST recommends that mobile devices used in 
government enterprises adhere to a minimum set of security requirements for 
cryptographic modules that include both hardware and software components.  

Install an enterprise firewall  An enterprise firewall can be configured to isolate all unapproved traffic to and 
from wireless devices[9].  

Monitor incoming traffic  
 

Enterprise information technology network operators can use intrusion 
prevention software[10] to examine traffic entering the network from mobile 
devices.  

Monitor and control devices  
 

Devices can be monitored and controlled for messaging, data leakage, 
inappropriate use, and to prevent applications from being installed.  

Enable, obtain, and analyze 
device log files for compliance  

Log files can be reviewed to detect suspicious activity and ensure compliance.  

 
5.CONCLUSION 
Mobile devices face an array of threats that take advantage of numerous vulnerabilities commonly found in such devices. 
These vulnerabilities can be the result of inadequate technical controls. Private sector entities and relevant federal 
agencies have taken steps to improve the security of mobile devices, including making certain controls available for 
consumers to use if they wish and promulgating information about recommended mobile security practices. However, 
security controls are not always consistently implemented on mobile devices, and it is unclear whether consumers are 
aware of the importance of enabling security controls on their devices and adopting recommended practices. 
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In this paper we have discussed about current usage of mobile devices and threats on them. Here, the categories of threats 
are discussed and the current methods of security for individuals and for organizations are discussed. 
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