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ABSTRACT 

In order to offer services through internet, cloud computing is the best way. Cloud computing emerges as a role model of business 
computing. It is most useful technology due to its ability to reduce costs associated with computing while increasingly flexibility 
and scalability for computer processes. Cloud computing also increases several security concerns. Security has a constant issue 
for internet as well as cloud computing. Cloud computing is surrounded by many security issues like securing data and examining 
the utilization of cloud by the cloud computing vendors. The growth in cloud computing has brought so many security challenges 
for the users and vendors. This paper aims to identify the main security issues in cloud computing environments. Due to 
increasing demand for more clouds, there is a threat of security becoming a major issue. Security threats can be a dangerous to 
cloud computing and in this paper we propose how they can be avoided. 
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1. INTRODUCTION 
Generally the internet is seen as collection of clouds, thus the word cloud computing can be defined as utilizing the 
internet to provide technology enabled services to the people and organization. Cloud computing is an emerging internet 
based computing paradigm, with its built in elasticity and scalability, for delivering on-demand information technology 
services to users in a pay-per-use basis. 
 
It has been promoted as a new paradigm and fifth utility service after water, electricity, gas and telephony [27, 11]. In the 
past, enterprises supported their business by procuring IT infrastructure and developing their software on top of that 
infrastructure. Cloud computing presents a model in which IT infrastructure is leased and used accordingly to the need of 
the enterprise. [3] 
 
There is as yet no single, commonly-agreed definition of “cloud computing”. The United States National Institute of 
Standards and Technology (NIST) has defined it as [19], “Cloud computing is a model for enabling convenient,  on 
demand network access to a shared pool of configurable computing resources (e.g. networks, servers, storage, 
applications, and services) that can be rapidly provisioned and released with minimal management effort or service 
provider interaction”.  Cloud computing can also be defined as, it is a new service, which are the collection of 
technologies and a means of supporting the use of large scale Internet services for the remote applications with good 
quality of service (QoS) levels [4]. 
Cloud is described as a convenient model using efficient computing resources stressing on four deployment models. 
Private cloud is solely operated for an organization by either itself or a third party. Public cloud is available for general 
public use and is owned by an organization selling cloud services. Community cloud provides an infrastructure that is 
shared by several organizations, also called federation of clouds. Hybrid cloud is a composition of two or more clouds or 
multi-clouds (community, private, public). [2] 
 
Cloud computing is independent computing. It is totally different from grid and utility computing. Resources are 
accessible from the cloud at any time and from any place across the globe using the internet. Cloud computing is cheaper 
than other computing models; zero maintenance cost is involved since the service provider is responsible for the 
availability of services and clients are free from maintenance and management problems of the resource machines. Due to 
this feature, cloud computing is also known as utility computing, or ‘IT on demand’[5].  Now-a-days multi attributes 
anonymization methods in privacy preserving are also used in cloud computing services [36].  
 
The five key characteristics of cloud computing are on-demand self service, ubiquitous network access, location-
independent resource pooling, rapid elasticity and measured service, all of which are geared towards seamless and 
transparent cloud use. Rapid elasticity enables the scaling up (or down) of resources. Measured services are primarily 
derived from business model properties whereby cloud service providers control and optimize the use of computing 
resources through automated resource allocation, load balancing and metering tools. [26] 
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2. CLOUD SERVICE MODELS 
The principal service models are:  
 
2.1.1 Software as a Service (SaaS) 
Software’s are provided as a service to the consumers according to their requirement, enables consumers to use the 
services that are hosted on the cloud server. [8] 
 
2.1.2 Platform as a Service (PaaS) 
Clients are provided platforms access, which enables them to put their own customized software’s and other applications 
on the clouds. [8] 
 
2.1.3 Infrastructure as a Service (IaaS) 
Rent processing, storage, network capacity, and other basic computing resources are granted, enables consumers to 
manage the operating systems, applications, storage, and network connectivity.[8] 
 
2.1.4 Lab as a Service (LaaS) 
Test labs represent a large ongoing investment and an opportunity for significant savings.  Many technology 
organizations are seeking to consolidate multiple test labs into more central, shared test data centers that can be used by 
many remote user groups. The key to the success of such initiatives is automation software and accompanying best 
practices in test data center design and utilization. Test and lab automation software can provide testing organizations 
with the technology platform to create successful, scalable and sustainable Lab as a Service (LaaS) clouds, they also pave 
the way for automation of the whole testing process. This leads to additional business benefits such as speedier time to 
market, agility in responding to market and customer changes, and increased competitiveness. [10] 
 
2.1.5 Education and Learning as a Service (ELaaS) 
It is essential for an educational and learning organization, with its budget restrictions best suited for a particular IT 
activity. Education  and Learning as a Service emphasising its possible benefits and offering. [20] 
 
3. OVERVIEW OF HIGH LEVEL CLOUD ARCHITECTURE 
We provide and architectural view of the security issues to be addressed in cloud computing environment for providing 
security for the customer [35]. We have defined four layers based on cloud computing services categorization. The cloud 
computing categorization based on services as Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS), Infrastructure-
as-a-Service (IaaS), Lab-as a-Service (LaaS) and Education Learning-as-a-Service (ELaaS). 
 
Some of the important components of User layer are Cloud Applications, Programming, Tools and Environments. Some 
of the popular examples for these applications are B2B, Face Book, MySpace, Enterprise, ISV, Scientific, CDNs, Web 2.0 
Interfaces, Aneka, Mashups, Map Reduce, Hadoop, Dryad , Workflows, Libraries, Scripting.  
 
Some of the important components of Service Provider Layer are SLA Monitor, Metering, Accounting, Resource 
Provisioning, Scheduler& Dispatcher, Load Balancer, Advance Resource Reservation Monitor, and Policy Management. 
 
Some of the security issues related to Service Provider Layer are Identity, Infrastructure, Privacy, Data transmission, 
People and Identity, Audit and Compliance, Cloud integrity and Binding Issues. 
 
Some of the important components of Virtual Machine Layer creates number of virtual machines and number of 
operating systems and its monitoring. Some of the security issues related to Virtual Machine Layer are VM Sprawl, VM 
Escape, Infrastructure, Separation between Customers, Cloud legal and Regularity issues, Identity and Access 
management 
 
Some of the important components of Data Center (Infrastructure) Layer contains the Servers, CPU's, memory, and 
storage, and is henceforth typically denoted as Infrastructure-as-a-Service (IaaS). Some of the security issues related to 
Data Center Layer are secure data at rest, Physical Security: Network and Server. 
 
4. SECURITY ISSUES IN CLOUD COMPUTING 
In Cloud computing technology there are a set of important policy issues, which include issues of privacy, security, 
anonymity, telecommunications capacity, Government surveillance, reliability, and liability, among others [28]. But the 
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most important between them is security and how cloud provider assures it. Generally, Cloud computing has several 
customers such as ordinary users, academia, and enterprises who have different motivation to move to cloud. If cloud 
clients are academia, security effect on performance of computing and for them cloud providers have to find a way to 
combine security and performance. For enterprises the most important problem is also security but with different vision. 
For them high performance may be not as critical as academia. [6] 
 
Internet is communication infrastructure for cloud providers that use well-known TCP/IP protocol which uses  IP 
addresses to identify them in the Internet. Similar to physical computer in the Internet that have IP address, a virtual 
machine in the Internet has an IP address as well. A malicious user, whether internal or external, like a legal user can 
find this IP addresses as well. In this case, malicious user can find out which physical servers the victim is using, then by 
implanting a malicious virtual machine at that location to launch an attack. [21] Because all of users who use same 
virtual machine as infrastructure, if a hacker steals a virtual machine or take control over it, he will be able to access to all 
users' data within it. Therefore, The hacker can copy them into his local machine before cloud provider detect that virtual 
machine is in out of control, then the hacker with analysis the data may be find valuable data afterward. [18] 
 
4.1 Service Provider Security issues 
The public cloud computing surroundings offered by the cloud supplier and make sure that a cloud computing resolution 
satisfies organizational security and privacy needs. The cloud supplier to provision the safety controls necessary to 
safeguard the organization's information and applications, and additionally the proof provided regarding the effectiveness 
of these controls migrating organizational information and functions into the cloud. 
 
4.1.1 Identity and access management 
Identity and Access Management (IAM) features are Authorization, Authentication, and Auditing (AAA) of users 
accessing cloud services. In any organization “trust boundary” is mostly static and is monitored and controlled for 
applications which are deployed within the organization's perimeter. In a private data center, it managed the trust 
boundary encompasses the network, systems, and applications, and it is secured via network security controls including 
intrusion prevention systems (IPSs), intrusion detection systems (IDSs), virtual private networks (VPNs), and multifactor 
authentication. 
 
4.1.2  Privacy 
Privacy is the one of the security issue in cloud computing. Personal information regulations vary across the world and 
number of restrictions placed by number of countries whether it stored outside of the country. For a cloud service 
provider, in every jurisdiction a single level of  service that is acceptable. Based on contractual commitments data can 
store within specific countries for privacy regulations, but this is difficult to verify. In case of private and confidential 
customer's data rising for the consequences and potential costs of mistakes for companies that handle. But professionals 
develop the security services and the cloud service privacy practices. An effective assessment strategy must cover data 
protection, compliance, privacy, identity management, secure operations, and other related security and legal issues. 
 
4.1.3 Securing Data in Transmission 
Encryption techniques are used for data in transmission. To provide the protection for data only goes where the customer 
wants it to go by using authentication and integrity and is not modified in transmission. SSL/TLS protocols are used here. 
In Cloud environment most of the data is not encrypted in the processing time, but to process data, for any application 
that data must be unencrypted. In a fully homomorphism encryption scheme advanced in cryptography, which allows data 
to be processed without being decrypted. To provide the confidentiality and integrity of data-in-transmission to and from 
cloud provider by using access controls like authorization, authentication, auditing for using resources, and ensure the 
availability of the Internet-facing resources at cloud provider. [35] 
 
4.1.4 User Identity 
In Organizations, only authorized users across their enterprise and access to the data and tools that they require, when 
they require them, and all unauthorized users are blocked for access. In Cloud environments support a large enterprise 
and various communities of users, so these controls are more critical. Clouds begin a new level of privileged users 
working for the cloud provider is administrators. And an important requirement is privileged user monitoring, including 
logging activities. This monitoring should include background checking and physical monitoring. 
 
4.1.5 Audit and Compliance 
An organization implements the Audit and compliance to the internal and external processes that may fallow the 
requirements classification with which it must stand and the requirements are customer contracts, laws and regulations, 
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driven by business objectives, internal corporate policies and check or monitor all such policies, procedures, and processes 
are without fail. In traditional Out sourcing relationships plays an important role for Audit and compliance. In Cloud 
dynamic nature, increase the importance of these functions in platform as-a service (PaaS), infrastructure-as-a-service 
(laaS), software-as-a-service (SaaS), Lab-as-a-service (LaaS) and Education and Learning-as-a-service (ELaaS) 
environments. 
 
4.2 Infrastructure Security Issues 
Cloud suppliers provide security-related services to a good vary of client types; the security equipped to the foremost 
demanding clients is additionally created on the market to those with the smallest amount stringent necessities. Whereas 
Infrastructure Security Solutions and product are often simply deployed, they need to a part of an entire and secure design 
to be effective. [35] 
 
4.2.1 Securing Data-Storage 
In Cloud computing environment data protection as the most important security issue. In this issue , it concerns include 
the way in which data is accessed and stored, audit requirements, compliance notification requirements, issues involving 
the cost of data breaches, and damage to brand value. In the cloud storage infrastructure, regulated and sensitive data 
needs to be properly segregated. In the service provider’s data center, protecting data privacy and managing compliance 
are critical by using encrypting and managing encryption keys of data in transfer to the cloud. At the cloud provider, the 
best practice for securing data at rest is cryptographic encryption and shipping self encrypting is used by hard drive 
manufacturers. Self-encrypting provides automated encryption with performance or minimal cost impact. Software 
encryption is less secure and slower because the encryption key can be copied off the machine without detection. 
 
4.2.2 Network and Server 
Server-Side Protection: Virtual servers and applications, very like their non-virtual counterparts, have to be compelled to 
be secured in IaaS clouds, each physically and logically. Example, virtual firewalls are often used to isolate teams of 
virtual machines from different hosted teams, like production systems from development systems or development systems 
from different cloud-resident systems. Rigorously managing virtual machine pictures is additionally vital to avoid 
accidentally deploying pictures underneath development or containing vulnerabilities. Preventing holes or leaks between 
the composed infrastructures could be a major concern with hybrid clouds, as a result of will increase in complexity and 
diffusion of responsibilities. The supply of the hybrid cloud, computed because the product of the supply levels for the part 
clouds, also can be a concern; if the percentage availability of anyone part drops, the availability suffers proportionately. 
In cloud environment, purchasers want to form certain that every one tenant domains are properly isolated that no 
probability exists for data or transactions to leak from one tenant domain into successive. 
 
4.3 End User Security Issues 
End Users need to access resources within the cloud and may bear in mind of access agreements like acceptable use or 
conflict of interest. The client organization have some mechanism to find vulnerable code or protocols at entry points like 
servers, firewalls, or mobile devices and upload patches on the native systems as soon as they are found.[35] 
 
4.3.1 Security-as-a- service 
In Cloud environment the security provided by customers using cloud services and the cloud service providers (CSPs). 
Security-as-a-service is a security provided as cloud services and it can provide in two methods: In first method anyone 
can changing their delivery methods to include cloud services comprises established information security vendors. The 
second method Cloud Service Providers are providing security only as a cloud service with information security 
companies. 
 
4.3.2 Browser Security 
In a Cloud environment, remote servers are used for computation. The client nodes are used for input/output operations 
only, and for authorization and authentication of information to the Cloud. A standard Web browser is platform in-
dependent client software useful for all users throughout the world. This can be categorized into different types: Software 
as- a-Service (SaaS), Web applications, or Web 2.0. TLS is used for data encryption and host authentication. 
 
4.3.3 Authentication 
In the cloud environment, the primary basis for access control is user authentication and access control are more 
important than ever since the cloud and all of its data are accessible to all over the Internet. Trusted Platform Module 
(TPM) is a widely available and stronger authentication than username and passwords. Trusted Computing Groups 
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(TCG's) is IF-MAP standard about authorized users and other security issue in real-time communication between the 
cloud provider and the customer. 
 
5. IDENTIFY THE THREATS IN CLOUD COMPUTING 
Threat modelling is a systemic approach by which threats and vulnerabilities of a system can be identified. The 
information risk analysis methodology is coupled with the threat and vulnerability assessment tool (T&VA) [14] because 
it contains a threat model for distributed systems and software in general. This model has been adapted to cloud 
applications using the CORAS risk modelling technique. [7] 
 
Threat classification is based on two sources of information, the information security forum [15] for providing data on 
attacks on IT systems and the frequency of attacks and the public data on attacks on the cloud platforms such as Amazon 
EC2 and Google Apps Engine. The T&VA [14] provides a standard list of threats relating to IT systems, adopting the 
threats relevant to the cloud deployment scenarios being investigated. Further threats have been added to introduce the 
differences between cloud computing and other forms of distributed computing.  The main threats are Data Leakage, 
Usage Control and Hypervisor level attacks and these have been classified into the following six categories: 
 
5.1. External attacks 
These include all the threats in scenarios involving use of public infrastructures. Examples include problems with 
Amazon public cloud [23], using audits such as that of SAS type 2 audit [30] and ISO 27001 [16]. These threats can lead 
to loss of confidentiality and integrity as multiple enterprises using provider services require development of technical and 
legal safe guard for the protection of identities.  
 
5.2. Theft 
Cloud computing supports multi tenant architecture in which multiple users can consume the same computing resources 
allowing possible theft of data. Potential adversaries can use advance data recovery tools to recover data owned by other 
customers. Google in its security data sheet [33] mentions that only references to the data are deleted rather than data 
itself. The likelihood of this threat being exploited is low but some companies employ high end physical security 
measures to secure data. [29] 
 
5.3. System malfunction 
 A bug in the cloud software used can have adverse consequences. The likelihood of this threat is high and is classified as 
one of the most frequent. [12] 
 
5.4. Service interruption 
 Natural disasters like earthquakes can lead to the interruption of service [1]. System overload causes excessive system 
activity leading to the degradation of performance such as the unavailability of services [23]. Although theoretically, 
cloud computing offers unlimited amount of computing resources, it still depends on how the websites or the cloud 
services are configured and the availability zone they reside in.  
 
5.5. Human error 
Infrastructure providers like EC2 have designed automated systems with no human intervention for provisioning of cloud 
services. However, once provisioned human errors cannot be controlled. It is hard to predict human behavior. Therefore 
we classify this threat as a high threat [13]. Google Apps in its SLAs promise 0.01% for data outages but does not take 
responsibility for data loss due to human error [17]. The IT policy compliance group suggests that 75% of all data loss is 
due to user error [34]. 
 
5.6. System specific threats and abuse 
Data Leakage is defined as an unauthorized transmission of data (or information) from within an organization to an 
external destination or recipient, in electronic form or by a physical method [22]. This threat becomes more critical in 
cloud environments as enterprises who are hosting their data on clouds have no control over the provider's infrastructure. 
In cloud specific environments where data from multiple enterprises may reside in the same data centre, it is necessary to 
build controls for data access. This threat has been classified as medium by GoogleDocs [12]. 
 
6. SOLUTIONS FOR AGAINST CLOUD SECURITY PROBLEMS 
There are several traditional solutions to mitigate security problems that exist in the Internet environment, as a cloud 
infrastructure, but nature of cloud causes some security problem that they are especially exist in cloud environment [37]. 
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In the other hand, there is also traditional countermeasure against popular internet security problems that may be usable 
in cloud but some of them must be improved or changed to work effectively in it. 
 
6.1 Access Control 
Access control mechanisms are tools to ensure authorized user can access and to prevent unauthorized access to 
information systems. Therewith, formal procedures should be in place to control the allocation of access rights to 
information systems and services. Such mechanisms should cover all stages in the lifecycle of user access, from the initial 
registration of new users to the final de-registration of users who no longer require access to information systems and 
services. Special attention should be given, where appropriate, to the need to control the allocation of privileged access 
rights, which allow users to override system controls. The following are the six control statement should be consider to 
ensure proper access control management [32]: 
1. Control access to information. 
2. Manage user access rights. 
3. Encourage good access practices. 
4. Control access to network services. 
5. Control access to operating systems. 
6. Control access to applications and systems. 
 
6.2 Access control in cloud services 
 
6.2.1 Generally, in the SaaS model the cloud provider is responsible for managing all aspects of the network, server, 
and application infrastructure. In this model, since the application is delivered as a service to end users, usually via a web 
browser, network-based controls are becoming less relevant and are augmented or superseded by user access controls, 
e.g., authentication using a one-time password [9, 32]. Hence, customers should focus on user access controls 
(authentication, federation, privilege management, provisioning, etc.) to protect the information hosted by SaaS[31]. 
 
6.2.2 In the PaaS delivery model, the Cloud provider is responsible for managing access control to the network, servers, 
and application platform infrastructure. However, the customer is responsible for access control to the applications placed 
on a PaaS platform. Access control to applications manifests as end user access management, which includes 
provisioning and authentication of users[21]. 
 
6.2.3 IaaS customers are entirely responsible for managing all aspects of access control to their resources in the cloud. 
Access to the virtual servers, virtual network, virtual storage, and applications hosted on an IaaS platform will have to be 
designed and managed by the customer. In an IaaS delivery model, access control management falls into one of the 
following two categories. Access control management to the host, network, and management applications that are owned 
and managed by the Cloud provider and user must manage access control to his/her virtual server, virtual storage, virtual 
networks, and applications hosted on virtual servers [32, 31]. 
 
6.2.4 Successful and sustainable LaaS allowing managers and engineers to: 
 

(i) Manage data centres inventory and testing equipment, L1 switches, and virtual machines and virtual switches in a 
live, searchable database of resource objects tagged with searchable attributes, eliminating manual searching for 
equipment in racks and allowing engineers to interface with the data centre infrastructure efficiently via software. 

(ii) Create test topologies via a software GUI that allows drag and drop of resource object onto a canvass, design and 
sanity check connectivity, and save the entire topology as a higher level object in the resource library, so that it 
can be reused later or by other engineers. 

(iii) Manage connectivity remotely by generating patching or cabling requests to lab administrators. 
(iv) Roll out full test automation by the creation of an automation object library. 
(v) Generate real-time reports and dashboards on data centre utilization, topology reservation vs. activations, and 

comprehensive test results.[10] 
 
6.2.5 In education and learning as a service (ELaaS), it is essential for an educational and learning organization, with 
its budget restrictions best suited for a particular IT activity. Education  and Learning as a Service emphasising its 
possible benefits and offering. [20] 
 
6.3 Incident Countermeasure and response 
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Basically, one of the important viewpoints in cloud security, similar to other IT fields, is finding problems and 
vulnerabilities which exist in cloud but more important that finding them is applying appropriate response against all 
problems that it founds[32]. Generally, the cloud system builds on a collection of specialized storage engines, driven by a 
custom-built distributed transaction coordinator, which also supports high availability[25]. To achieve flexibility, 
scalability, and efficiency usage of available resources, cloud providers must face major challenges in the area of 
adaptability and workload analysis and prototypes lies in these analysis and adaptation components. 
 
6.3.1 Partitioning 
To allow workloads to scale across multiple computing nodes, it is important to divide their data into partitions that 
maximize transaction and query performance. The main idea for achieve it, is to lessen the probability that a given 
transaction has to access multiple nodes to compute its answer. 
 
6.3.2 Migration 
One of the main requirements of the cloud is the ability to be flexible. In the context of a cloud service, flexibility means 
dedicating resources where they are most needed. This is particularly challenging in a database environment where there 
are large amounts of data that may need to be moved in order to reconcile. In migration, available method must be predict 
adaptation time and try to avoid cloud nodes overload by some procedure such as partitioning and fragment and moving 
data in smaller pieces of data and maintaining the ability to run transactions while movement occurs. 
 
6.3.3 Workload Analysis and Allocation 
To collaborate properly workloads on virtual machines, it is necessary to analyze and classify their resource requirements 
to decide how those be allocate to virtual machines. 
 
7.  FUTURE WORK 
Cloud computing is not fully mature and still lot needs to be explored. After our current work we are claiming that 
security is the most important threat to both the users and the vendors of cloud computing. Vendors, Researchers and IT 
security professionals are working on security issues associated with cloud computing. Different models and tools have 
been proposed but still nothing fruitful found. While doing research on security issues of cloud computing we came to 
know that there are no security standards available for secure cloud computing. In our future work we will work on 
security standards for secure cloud computing. 
 
8.  CONCLUSIONS 
Cloud computing as a platform form outsourcing and remote processing of application and data is gaining rapid 
momentum. Security concerns, especially those around platform, data and access, can prove to be hurdles for adoption of 
public and hybrid clouds.  
 
In this paper, we have tried to categorized the key concerns and discuss the various levels of cloud computing security 
architecture. Inevitably cloud computing will support a surplus of information systems as the benefits outnumbers its 
shortcomings. Cloud computing offers deployment architecture, with the ability to address vulnerablities recognized in 
traditional information system but its dynamic characteristics are able to prevent the effectiveness of traditional counter 
measures. Security of customer information is a major requirement for any services offered by any cloud computing. We 
investigated ongoing security issues in Software-as-a-service (SaaS), Platform as a service (PaaS), Infrastructure as a 
service (IaaS), Lab as a service (LaaS) and Education and Learning as a service (ELaaS). Cloud computing systems 
challenge is assessing and managing risk. In the system lifecycle, risks that are identified should be rigorously balanced 
against the protection and privacy controls out there and therefore the expected edges from their utilization. However, one 
must be very careful to understand the security risks and challenges posed in utilizing these technologies. Cloud 
computing is no exception. In this paper key security considerations and challenges which are currently faced in the 
Cloud computing are highlighted.  
 
In a word, the concept of cloud computing is becoming more and more popular. Now cloud computing is still in its 
infancy. All kinds of companies are providing all kinds of cloud computing service, from software application to net 
storage and mail filter. We believe cloud computing will become main technology in our information life. Cloud has 
owned all the conditions. Now the dream of grid computing will be realized by cloud computing. It will be a great event 
in the IT history. Cloud computing has the potential to become a frontrunner in promoting a secure, virtual and 
economically viable IT solution in the future 
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