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ABSTRACT 
In recent times personal health record (PHR) has emerged as a patient-centric of health information exchange, which features 
storing PHRs electronically in one centralized place, such as a third- party cloud service provider. Although this greatly facilitates 
the management and sharing of patients’ personal health information (PHI), there have been serious  privacy concerns about 
whether these service providers can be fully trusted in handling patient’s sensitive PHI. To ensure patient’s control over their own 
privacy, data encryption has been proposed as a promising solution. However, key functionalities of a PHR service such as 
keyword searches by multiple users become especially challenging with PHRs stored in encrypted form. Basically, user’s queries 
should be performed in a privacy-preserving way that hides both the keywords in the queries and documents. To accomplish fine –
grained and scalability data access control for PHRs, we control attribute based encryption (ABE) techniques to encrypt each 
patient’s PHR file. Different from previous works in secure data outsourcing, we focus on the multiple data owner’s scenario, and 
divide the users in the PHR system into multiple security domains that greatly reduces the key management complexity for owners 
and users.  
 
Keywords: Personal Health Records, fine-grained access Control, Attribute -Based Encryption 
 
1. INTRODUCTION 
In recent years, personal health record (PHR) has emerged as a patient-centric model of health information exchange. It 
had never been easier than now for one to create and manage her own personal health information (PHI) in one place, 
and share that information with other. It enables a patient to merge potentially separate health records from multiple 
geographically dispersed health providers into one centralized profile over passages of time. This greatly facilitates 
multiple other users, such as medical practitioners and researchers to gain access to and utilize ones PHR on demand 
according to their professional need, thereby making the healthcare processes much more efficient and accurate. The 
main concern is about whether the patients could actually control the sharing of their sensitive personal health 
information (PHI), especially when they are stored on a third-party server which people may not fully trust.  
 
2. RELATED WORK 
This paper mostly related to works in cryptographically enforced access control for outsourced data and attribute based 
encryption. To realize fine-grained access control, the traditional public key encryption (PKE) based schemes [8],[10] 
either incur high key management overhead , or require encryption multiple copies of a file using different users keys. To 
improve upon the scalability of the above solutions, one-to-many encryption methods such as ABE can be used. 
 
ABE for Fine-grained Data Access Control 
A number of works used ABE to realize fine-grained access control for outsourced data [13],[14],[9],[15]. Especially, 
there has been an increasing interest in applying ABE to secure electronic healthcare records (EHRs) recently, Narayan et 
al proposed an attribute-based infrastructure for HER systems , where each patient’s HER files are encrypted using a 
broadcast variant of CP-ABE[16] that allows direct revocation. However, the cipher text length grows linearly with the 
number unrevoked user. In [17], a variant of ABE that allows delegation of access rights is proposed for encrypted EHRs. 
 
However there are several common drawbacks of the above works. First, they usually assume the use of a single trusted 
authority (TA) in the system. This not only may create a load bottleneck but also suffers from the key escrow problem. 
Recently , Yu et al. (YWRL) applied key-policy ABE to secure outsourced data in the cloud [9],[15], where a single data 
owner can encrypt her data and share with multiple authorized users, by distributing keys to them that contain attribute-
based access privileges. They also propose a method for the data owner to revoke a user efficiently by delegating the 
updates of affected cipher texts and use secret keys to the cloud server. Since the key update operations can be aggregated 
over time, their scheme achieves low amortized overhead however in the YWRL scheme the data owner is also a TA at 
the same time.. A use needs to obtain one part of her key from each A. this scheme prevents against collusion among at 
most N-2 TAs, in addition to use collusion resistance. 
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3. FRAMEWORK FOR PATIENT-CENTRIC, SECURE AND SCALABILITY PHR     
SHARING 

 
In this we describe our novel patient-centric secure data sharing framework for cloud-based PHR systems. 
 
3.1 Problem Definition  
We consider a PHR system where there are multiple PHR owners and PHR users. The owners refer to patients who have 
full control over their own PHR data, i.e they can create, manage and delete it. There is a central server belonging to the 
PHR service provider that stores all the owners PHRs. The users may come from various aspects for example a User’s 
access the PHR documents through the server in order to read or write to someone’s PHR, and a user can simultaneously 
have access to multiple owners’ data. 
 
3.1.1 Security Model 
In this paper, we consider the server to be semi-trusted, i.e honest but curious as those in and [15]. That means the server 
will try to find out as much secret information in the stored PHR files as possible, but they will honestly follow the 
protocol in general. On the other hand, some users will also try to access the files beyond their privileges. For example, a 
pharmacy may want to obtain the prescriptions of patients for marketing and boosting its profits. To do so, they may 
collude with other users, or even with the server. In addition, we assume each party in our system is preloaded with a 
public/private key pair, and entity authentication can be done by traditional challenge-response protocols. 
 
3.1.2 Requirements  
To achieve “Patient-Centric” PHR sharing, a core requirement is that each patient can control who are authorized to 
access to her own PHR documentation. Especially use controlled read/write access and revocation are the two core 
security objects for any electronic health record system. The security and performance requirements and summarized as 
follows. 
 
 Data Confidentiality: Unauthorized users who do not possess enough attributes satisfying the access policy or do not 

have proper key access privileges should be prevented from decrypting a PHR document, even under user collusion. 
Fine-grained access control should be enforced, meaning different users are authorized to read different sets of 
documents. 

 On-demand revocation: whenever a user’s attribute is no longer valid, the user should not be able to access future PHR 
files using that attribute. This is usually called attribute revocation. 

 Write Access Control: we shall prevent the unauthorized contributors to gain write-access to owners PHRs while the 
legitimate contributors should access the server with accountability. 

 The data access polices should be flexible. 
 Scalalabilty, efficiency and usability: the PHR system should support users from both the personal domain and public 

doings. Since the set of users from the public domain may be large in size and unpredictable, the system should be 
highly scalability in terms of complexity in key management, communication, computation and storage.. 

 
3.2 Overview of Our Framework 
The main goal of our framework is to provide secure patient-centric PHR access and efficient key management at the 
same time. The key idea is to divide the system into multiple security domains namely public domains (PUDs) and 
personal domains (PSDs) according to the different user’s data access requirements. The PUD consists of users who make 
access based on their professional roles, such as doctors, nurses and medical researchers. In practice, a PUD can be 
mapped to an independent sector in the society, such as the health care, government or insurance sector. For each PSD, 
its users are personally associated with a data owner and they make access to PHRs based on access rights assigned by the 
owner. 
In both types of security domains, we utilize ABE to realize cryptographically enforced, patient-centric PHR access. 
Especially in a PUD multi-authority ABE is  used , in which there are multiple “attribute authorities “ (AAs), each 
governing a disjoint subset of attributes. Role Attributes are defined for PUDs representing the professional role or 
obligations of a PUD user. Users in PUDs obtain their attribute-based secret keys from the AAs, without directly 
interacting with the owners. To control access from PUD users, owners are free to specify role-based fine-grained access 
polices for her PHR files. 
types and access requirements in a PHR system. The use of ABE makes the encrypted PHRs self-protective. 
 
3.3 Details of the Propose Framework 
In our framework there are multiple SDs, multiple owners, multiple AAs, and multiple users. In addition two ABE 
systems are involved foreach PSD the YWRLs revocable KP-ABE scheme [9] is adopted. For each PUD our proposed 
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revocable MA-ABE scheme is used. The framework is illustrated in fig 1 we term the users having read and write access 
as data readers and contribute respectively and the below diagram shows the proposed frame work for patient-centric, 
secure and scalability PHR sharing on semi-trusted storage under multi-owner settings. 
 

 
 
4. MAIN DESIGN ISSUES  
 
In this section we address several key design issues in secured and scalability sharing of PHR in cloud computing. 
 
4.1 Using MA-ABE in the Public domain 
For the PUDs, our framework delegates the key management functions to multiple attribute authorities. In order to 
achieve stronger privacy guarantee for data owners the Chase-Chow (CC) MA-ABE scheme [21] is used. A  PHR 
document with an owner-specified access policy for users from PUD. However, on technical challenging is that CC MA-
ABE is essentially a KP-ABE scheme, where the access policies are enforced in user’s secret keys and those key-policies 
do not directly translate to document access policies from the owner’s points of view. By our design we show that by 
agreeing upon the formats of the key-polices and the rules of specifying which attributes are required in the cipher text, 
the CC MA-ABE can actually support owner-specified document access policies with some degree of flexibility. It 
functions similar to CP-ABE2 

 

Achieving More Expensive File Access Policies 
By enhancing key –policy generation rule, we can enable more expressive encryption’s access polices. In the users 
attributes/roles belonging to different types assigned by the same AA are often correlated with respect to primary attribute 
type. 
The basic encryption rule, as long as there are multiple attributes of the same primary type, corresponding non interested 
attribute tuples are included in the cipher text attribute set. 
The primary type based attribute association is shown the below fig. 
There is a “horizontal association” between two attributes belonging to different types assigned to each other. 
 

 
 

4.2 Enhancing MA-ABE for User Revocation 
The original CC MA-ABE scheme does not enable efficient and on-demand user revocation. To achieve this for MA-ABE 
we combine ideas from YWRL’s revocable KP-ABE[9],[15] and propose an enhanced MA-ABE scheme. In particular , an 
authority can revoke a user or users attributes immediately by re-encrypting the cipher texts and updating users secret keys 
while a major part of these operations can be delegated to the server which enhance efficiency. 
The idea of revoke one attribute of a user in MA-ABE is as follows the AA who governs this attribute actively updates that 
attribute for all the affected unrevoked users.  
 
4.3 Handle Dynamic Policy Changes 
Our scheme should support the dynamic add/modify/delete of part of the document access polices or data attributes by the 
owner. For example, if a patient does not want doctors to view her PHR after she finishes a visit to a hospital, she can 
simply delete the cipher text components corresponding to attribute “doctor” in her PHR files. Adding and modification of 
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attributes/access policies can be done by proxy re-encryption technique  however they are expensive to make the 
computation more efficient, each owner could store the random number s used in encrypting the FEK3 of each document 
on her own computer, and construct new cipher text components corresponding to added/changed attributes based on s. 
the Policy Update algorithm is  shown below fig.. 

 

 
Fig shows the MA-ABE scheme with on-demand revocation capabilities. 

 
5. SECURITY ANALYSIS 
In this section, we analyze the security of the proposed PHR sharing solution First we show it achieves data confidentiality 
by providing the enhanced MA-ABE scheme to be secure under the attribute based selective-set model.The enhanced MA-
ABE scheme guarantees data confidentiality of the PHR data against unauthorized users and the curious cloud service 
provider, while maintaining the collusion resistance against users and up to N-2 AAs.We also compare the security of our 
scheme with several existing works, in terms of confidentiality guarantees control granularity and supported revocation 
method etc. a privacy preserving EHR system that adopts attribute based broadcast encryption (ABBE) to achieve data 
access control.  

 
6. COMPUTION COSTS 
We evaluate the computational cost of our scheme through combined implementation and simulation. We provide the first 
implementation of the KP-ABE scheme[35]  and also integrated the ABE algorithms into a prototype PHR system, 
IndivoKP-ABE scheme tested on a PC GHz processor, using pairing based cryptography(PBC).And implement the user-
interfaces for data input and output. Due to space limitations, the details of prototype implementation are reported in Each 
PSD user adopts the YWRL scheme for decryption, while each PUD user adopts the enhanced MA-ABE scheme for 
decryption. Each AA uses MA-ABE for setup, key generation and revocation. And we provide estimations of computation 
times of each party in the system given below table. 
The values are calculated from the example parameters and bench mark results, where exponentiation time EXP1 = 6 , 
4ms, EXPt = 0.6ms, paring time Tp=2.5ms. 
Finally we simulate the servers computation cost spent in user revocation to evaluate the system performance of user 
revocation. Especially, the lazy-revocation method greatly reduces the cost of revocation, because it aggregates multiple 
cipher text/key update operations, which repays the computations over time. 
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7. CONCLUSION 
We have proposed a novel framework of secure sharing of personal health records in cloud computing. Considering 
partially trustworthy cloud servers, to fully realize the patient-centric concept patients shall have complete control of their 
own privacy through encrypting their PHR files to allow fine-grained access. The framework addresses the unique 
challenges brought by multiple PHR owners and users, in that we greatly reduce the complexity of key management while 
enhance the privacy guarantees compared with previous works. We utilize ABE to encrypt the PHR data, so that patients 
can allow access not only personal users, but also various users from public domains with different professional roles, 
qualifications and affiliations. Furthermore, we enhance an existing MA-ABE scheme to handle efficient and on-demand 
user revocation, and prove its security through implementation and simulation. We show that our solution is both 
scalability and efficient. 
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