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Abstract 
Wireless sensor networks have been gaining interest as a raised area that changes how we interact with the physical world. 
Applications in medicine, inventory management, environmental observing, and the like can benefit from low-power wireless 
nodes that communicate data collected via a variety of sensors. Individual sensor nodes are subject to cooperated security 
because they may be deployed in hostile environments and each sensor node communicates wirelessly. A challenger can inject 
false reports into the networks via compromised nodes. If these kinds of attacks occur simultaneously in a network with 
existing methods cannot defend against them satisfactorily. We thus propose a secure routing method for identifying false 
report injections in wireless sensor networks. The recommended method uses ACK messages for detecting reports and is based 
on a statistical en-route filtering (SEF) scheme for identifying false reports. Simulation results show that the recommended 
method reduces energy consumption by up to 25% and provide greater network security. 
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1. INTRODUCTION 
RECENT advances in low-power wireless technologies have enabled wireless sensor networks (WSNs) in a variability of 
presentations, such as environment observing [1], [2], coal mine monitoring [3], object tracking [4], and scientific 
surveillance [5], [6]. They enable people to gather data that were difficult, exclusive, or even impossible to collect by 
using traditional attitudes [7]. Data collection is a fundamental but challenging task for WSNs, due to the constraints in 
announcement bandwidth and energy budget [7], [8]. On one hand, many applications require persistent long-term data 
collection, since the assembled data make sense only if the data collection procedure lasts for months or even years 
without intermission. On the other hand, sensor nodes are often battery powered and deployed in harsh environments, 
hence data collection approach must be carefully designed to moderate energy consumption on sensor nodes, so as to 
prolong the network lifetime as much as possible. In many applications it is often difficult and unnecessary to 
continuously collect the complete data from the resource controlled WSNs. From the theme of view of WSNs, straight 
sending a large amount of raw data to the sink can lead to some undesired problems. First, the data quality may be 
depreciated by packet losses due to the limited bandwidth of sensor nodes. Second, concentrated data collection incurs 
excessive communication traffic and potentially results in network bottlenecks. Packet losses caused by such 
overcrowdings further deteriorate the data quality. Experimentations with TinyOS [9] show that packet delivery ratio can 
be greatly increased by reducing the data traffic inside a sensor network. Third, concentrated data collection can lead to 
excessive energy consumption. It is informed in [10] that the lifetime of a sensor network can be enlarged astonishingly 
from 1 month to more than 18 months by lowering the data flow rates of sensor nodes. 
If sensor nodes are physically captured and compromised, security information such as network keys can be revealed to 
the adversary. The adversaries can then inject false reports into sensor network via the compromised nodes. These 
injected false reports can not only result in false alarms but also in quick usage of the limited amount of energy in the 
sensor nodes [7]. Several researchers have proposed mechanisms to combat attack by injection of false reports [7-14]. The 
statistical en routing filtering scheme (SEF) was proposed by Fan Ye et al. [7] to detect and drop injected false reports 
during the forwarding process.  

 
Figure 1: Sensor Deployment 
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Another type of wireless sensor network attack is a wormhole attack, which is made up of two adversaries and a 
wormhole. The two adversaries communicate with each other through the wormhole tunnel, which is a direct and 
dedicated channel using a wired link or additional RF transceivers on an out-of-bound channel available only to the 
attacker. A wormhole attack can alter or drop messages as well as eavesdrop. To combat this type of attack, a few 
different countermeasures have been proposed [2, 4-6, 9-13, and 15-18]; a simple lightweight protocol called LITEWORP 
is one of these. LITEWORP uses a secure two-hop neighbour discovery and local monitoring of control traffic to detect 
nodes involved in a wormhole attack [17]. The main advantage of the proposed mechanisms is that they do not require 
special hardware in the sensors, directional antennas, tight clock synchronization, or distance measurements between the 
sensor nodes. The only requirement is that the sensor nodes can determine who their neighbours and they can send this 
information to the base station in a secure way. 
Data collection and aggregation have been extensively studied in the community of networking and database for wired 
networks. Astonishingly, little is known about distributed (network) selection despite it is a significant part in 
understanding the data aggregation, especially for wireless networks. In [3], five distributive aggregations large, min, 
count, sum, and average are carried out efficiently on a minimum spanning graph. Subsequent work did not quite settle 
the time complexity, the data complexity, and the energy complexity of data collection and aggregation, not the trade-offs 
among these three possibly conflicting objectives. The closest results to our paper are [4], [5]. All assumed a wireless 
network that can be modelled by a complete graph which is usually not true in practice. 
In this paper, we propose a protected routing method for detecting multiple attacks in wireless sensor networks, 
particularly false report injections. Previous research has focused on single attacks (e.g., wormholes); there are currently 
no reports of research in cases in which the two types of attacks occur in a network at the same time. To defend against 
multiple attacks, it is possible to simply implement two counter measures together; however, because each individual 
counter measure does not consider the use of the other, this approach can result in wasteful energy consumption. In the 
proposed method, we consider both false report injections and wormhole attacks, leading to prevention of additional 
energy consumption. Model results show that the proposed method can save up to 25% of total energy consumption 
compared to the simple combination of the SEF and LITEWORP, while simultaneously providing greater security.  
The rest of this paper is organized as follows: Section II briefly describes false report injections and wormhole attacks. 
Section III presents the problem Identification, followed by a detailed description of the proposed method in Section IV. 
We evaluate the algorithms in Section V and conclude the paper in Section VI. 

2. RELATED WORK 
Schematic of a false report injection attack. A compromised node can inject false reports into the network, which both 
wastes the limited energy of the many nodes that deliver them to the base station (BS) and lead to false alarms. Several 
reports in the literature have proposed methods to combat false report injection attacks [7-14], including one by Fan Ye et 
al. [7], which used statistical en-route filtering (SEF) as a means to detect and drop injected false reports during the for- 
warding process. SEF carefully limits the amount of security information assigned to each node to prevent any single 
compromised node from disrupting the entire sys- tem. It relies on the collective decisions of multiple sensors for false 
report detection.  

 
Figure 2: Failure reports injection attack model. 

 
Figure 2 shows a schematic of a wormhole attack. The nodes X and Y are compromised and form a wormhole tunnel 
connected via wired link or a powerful out-of- bound RF channel. If node S wants to send a message to the BS, the 
routing path that includes the wormhole link has an advantage because its hop count is lower than that of the normal 
routing path. Messages transmitted via a wormhole node can also be dropped or altered; it is thus important that 
messages are not routed through wormhole nodes. To combat these wormhole attacks, Hu et al. [15] proposed 
geographical and temporal packet leashes as techniques for detecting wormholes. For the geo- graphical leash, the sender 
appends its location and the sending time to the packet. Constructed on this information, the receiving node computes an 
upper bound on the distance to the sender.  
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In the temporal leash, the sender appends the sending time to the packet and the receiving node computes a traveling 
distance for that packet using the difference between the packet sending and receiving times, assuming propagation at the 
speed of light. To implement these two schemes, the topographical leashes require that all nodes have a localization 
system such as GPS, and the temporal leashes require accurate local clocks and global time synchronization of all nodes 
in the network. For instance, Lingxuan et al. [16] proposed use of a directional antenna and ultrasonic signals to address 
both of these issues. However, the schemes mentioned above require that each sensor node be equipped with special 
devices. In LITEWORP [17], the neighbouring nodes common between two nodes are chosen as guard nodes. The guard 
node monitors all traffic from both nodes and verifies that both nodes are free of malicious behaviour; via this kind of 
monitoring, guard nodes can detect selective forwarding by a wormhole attack. Additionally, LITEWORP can operate 
without any special devices such as GPS. However, the guard nodes must monitor all traffic between the two nodes, 
resulting in increased processing overheads; as the guard nodes are not special nodes, such overhead invariably shortens 
their lifetime. 
 
3.  PROBLEM IDENTIFICATION  
Generally, to combat this multiple attack, the net-work can use two countermeasures to deal separate with the false report 
injection attacks (i.e., SEF) and worm- hole attacks (i.e., LITEWORP). These two counter measures are not designed to 
work together,  
So a few problems occur as follows: 
Energy consumption: The two counter measures SEF and LITEWORP may contain some duplication be-cause they are 
not designed to work together. For example, for sensor networks using both counter measures, the SEF attaches message 
authentication codes (MACs) to reports for detection of false reports, increasing the size of each report. LITEWORP 
monitors all traffic in the network for wormhole attack detection, but the large reports generate high overhead and 
wasteful energy consumption.  
Security Level: The best way to combat false data injection attacks is to detect false reports at an early stage and drop it 
immediately. On the other hand, the key countermeasure to combat wormhole attacks is to find abnormal behaviour in the 
network and drop nodes with these abnormal behaviours. One behaviour considered abnormal is selective forwarding, the 
refusal of malicious nodes to forward certain reports, resulting in dropped messages not delivered to the base station. 
Because these two countermeasures do not communicate with each other, nodes enacting the false report injection 
countermeasure that drops false reports are considered by the wormhole counter measure to be part of a wormhole.  
To address these problems, we introduce improvements as follows:  
The false report detection method is based on SEF, but SEF drops false reports without any other operations such as a 
message to other nodes notifying the dropping of a false report. The proposed method sends the key index to the base 
station when false re- ports are dropped; this key index message can be used to notify the base station and other nodes of a 
dropped false report.  
All nodes that send reports must receive an ACK message from the node two hops down the line. The ACK messages are 
transmitted in a different way from the reports and include the node IDs on the routing path. A detailed description of 
these ACK messages is presented in the following section.  

4. PROPOSED WORK  
Before we describe the mechanisms, we shortly describe our system model and the assumptions. Our system consists of a 
set of mobile nodes and it may also contain a set of (fixed) base stations. Nodes communicate using radio transmissions. If 
two nodes reside within the power range of each other, then they are considered to be neighbours. We assume that the 
radio link between neighbours is bidirectional. We do not make any specific assumptions about the medium access control 
protocol used by the nodes to access the radio channel. The nodes may form a pure ad hoc network, an ad hoc network 
that has sporadic access to a backbone, or a multi-hop cellular network. In all cases, communication between distant 
parties may involve multiple wireless hops. We do not make any specific assumptions about the routing protocol used to 
transfer packets from their source to their destination. Each node has a local clock, and we assume that the clocks of the 
nodes are loosely synchronized. By this we mean that the difference between the clocks of any two nodes is typically 
smaller than 1 second. How loose time synchronization is achieved is out of the scope of this paper. We note however that 
some proposals have been developed. 
a. Overview 
We propose a protected routing method for detection of false report injection and wormhole attacks in wireless sensor 
networks. The proposed method is more efficient than one that uses two different methods simultaneously because the two 
different defense methods are not designed to work with each other. Additionally, it solves the problems that occur in 
previous solutions and provides efficient energy consumption.  
b. Initialization  
Before any nodes are deployed, key assignment is based on the SEF scheme. The global key pool is divided into n non-
overlapping partitions. Each partition has m keys, and each key has a corresponding key index. The user randomly selects 
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one of the n partitions, and randomly chooses k keys from it. The selected  key and key indices are stored in the node. 
After all nodes store keys and key indices, the nodes are deployed into the sensing field. After deployment, all nodes 
immediately send hello messages to their neighbour nodes. All neighbour nodes replying to the hello message with their 
partition information. This partition information is used to determine alternative routing paths 
c. False Report Detection 
The attacker cannot generate correct MACs of other T –Nc distinct categories. To produce apparently legitimate reports it 
has to forget T−Nc key indices of distinct partitions and T−Nc MACs.We first compute the probability that a forwarding 
node has one of the T − Nc keys thus being able to detecting an incorrect MAC and drop the report. We do not consider 
Bloom filter here; Section III-B examines the Bloom filter case and shows the results are almost the same. If the attacker 
randomly chooses T − Nc other partitions and randomly chooses a key index in each partition, then the probability that a 
node happens to have one of the T – Nc keys, denoted by p1, is 

 
P1 = T-Nc   / D. N / F= N (T-Nc) /N, 

 
Where N is the number of keys each node possesses, F is the number of keys a partition has, and D is the number of key 
partitions. The expected fraction of false reports being detected and dropped within H hops is 

 
PH =1-(1-P1) H. 

a. Wormhole Detection 
Nodes that transmit reports wait for ACK messages after sending reports, but if the ACK messages do not arrive until 
after time t, the next node is regarded as a worm- hole. Therefore the sending node eliminates the next node in the 
routing path, and then retransmits the reports to another node. Figure 3 shows the report transmission process. The CoS 
node sends a report to the BS, and each intermediate node sends an ACK message to detect wormholes.  

 
Figure 3. Message Transmission process 

 
All nodes that transmit reports must wait for ACK messages. It means all nodes that receive reports have to reply with 
ACK messages. The ACK messages are used to detect wormhole links. Figure 4 shows an example of replying with ACK 
messages. When node A sends a re- port to node B and node B sends it on to node C, node C replies with an ACK 
message to a neighbor node common to nodes B and C. Furthermore, nodes receiving ACK messages (node X) also send 
ACK messages to neighbor nodes common to node B and itself. This operation is repeated until the ACK message is 
delivered to node A.  Shows a report transmitted to node B from a node A via a wormhole tunnel. Since node A sends the 
reports, it waits for an ACK message, which it cannot receive.  

 

 
Figure 4.Acknowledgement Message Transmission process 

 
The node B sends an ACK message to node A, but the ACK message has a maximum hop limit called Time-to-Live 
(TTL). If no limit was set, the ACK messages would float throughout the network, wasting limited node energy. Figure 4 
shows that node B sends an ACK message to node A with a limited TTL value, but the ACK message cannot be delivered 
to node A. If the TTL value is too large, it may be delivered to node A even when reports are transmitted via a wormhole. 
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If the TTL value is too small, it may not be delivered to node A even when reports are not transmitted via wormhole. 
Therefore the TTL value must be carefully determined based on network statements. 

5. SIMULATION  
We evaluate the performance of protected data and inject false reports into the networks via compromised nodes. 
Additionally, an adversary can create a wormhole by directly linking two compromised nodes or using out-of-band 
channels. If these two types of attacks occur simultaneously in a link, existing methods cannot defend against them 
adequately. We thus compare the issues of secure routing method for detecting false report injections and wormhole 
attacks in wireless sensor nodes. Network simulator with the 100-node network in a play field of dimensions 100m x 
100m. The base station is located at position (50,100) and the initial energy per node is the random number of [2J, 10J]. 
For simplicity, we assume the probability of signal collision and interference in the wireless channel is ignorable. The 
situation shows the energy consumption of the pro- posed method and the LITEWORP+SEF method. The simulation 
results show that the proposed method consumes less energy than the LITEWORP+SEF method for every false traffic 
ratio (FTR) exposed. The proposed method consumes less energy than the LITEWORP+SEF method when the FTR is 
increased because false reports are detected and dropped in the early routing stages.  

 
Figure 5. Probability of Detection 

 
The LITEWORP+SEF method consumes more energy than the proposed method because LITEWORP monitors all traffic 
in the network and SEF attaches message authentication codes to all reports. The proposed method uses ACK messages 
instead of monitoring traffic. The resulting large report size of the LITEWORP+SEF method is overhead, but the 
proposed method is unaffected by the report size.  

The other data protected algorithms, however, by using strategy of probabilistic based clustering, are prone to partition 
the adjacent nodes with similar sensed data into several clusters, thus increase the energy consumption of wasteful 
message transmission. 

 

 
Figure 6. Energy Consumption   

Figure 5 shows the probability of false alarms versus the ratio of false reports when TTL = 5 and the number of 
neighbor nodes is 11. The proposed method has the same probability of false alarms regardless of the false traffic ratio. 
The LITEWORP+SEF method has a high probability of false alarms when the false traffic ratio is high because SEF 
detects false reports and drops them without notifying neighbor nodes. LITEWORP monitors this drop event and regards 
it as malicious behavior, hereby increasing the probability of a false alarm. 
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6. CONCLUSIONS  
It is a challenging task to securely aggregate information in large sensor networks when the aggregators and some sensors 
may be malicious. We investigated the effectiveness of the two proposed mechanisms by means of simulation. The results 
show that both mechanisms can detect the wormhole with high accuracy when the radius of the wormhole is comparable 
to the radio range of the sensors. Wireless Sensor networks serving mission-critical applications are potential targets for 
malicious attacks. Although a number of recent research efforts have addressed security issues such as node 
authentication, data concealment and integrity, they provide no protection against injected false sensing reports once any 
single node is compromised. SEF aims at detecting and dropping such false reports injected by compromised nodes. It 
takes advantage of the large scale and dense deployment of sensor networks. SEF’s detection and filtering power 
increases with the deployment density and the sensor field size. Our analysis and simulation results show that SEF can 
effectively detect false reports even when the attacker has obtained the security keys from a number of compromised 
nodes, as extended as those keys belong to a small number of the key pool partitions. We proposed a secure routing 
method for detecting false reports and wormhole attacks in wireless sensor networks. The LITEWORP and SEF methods 
have two problems because they are designed without consideration of each other. The first problem is false alarms that 
isolate normal nodes. The SEF method detects false reports and drops them but LITEWORP regards this dropping as 
malicious behavior and isolates the node. The second problem is energy consumption; the report size increases because 
SEF attaches MACs to reports, and LITEWORP monitors all of this increased traffic in the network. The 
LITEWORP+SEF method thus consumes a lot of energy. The proposed method solves these problems using ACK 
messages. The simulation results show that the proposed method decreases both the probability of false alarms and energy 
consumption. 
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