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ABSTRACT 
Brute force and dictionary attacks on password only remote login services are now widespread and ever increasing enabling 
convenient login for legitimate users while preventing such attacks is a difficult problem. Automated Turing Tests (ATTs) 
continue to be an effective, easy to deploy approach to identify automated malicious login attempts with reasonable cost of 
inconvenience to users. In this paper we discuss the inadequacy of existing and proposed login protocols designed to address large 
scale dictionary attacks (e.g. from a botnet of hundreds of thousands of nodes). We propose a new password guessing resistant 
protocol (PGRP), derived upon revisiting prior proposals designed to restricts such attacks. While PGRP limits the total number 
of login attempts from unknown remote hosts to as low as a single attempt per username, legitimate users in most cases (e.g. 
when attempt are made from known frequently used machines) can make several failed login attempts before being challenged 
with an ATT. We analyze the performance of PGRP with two real world data sets and find it more promising than existing 
proposals. 
 
Keywords: Password guessing Attack,   Password dictionary , ATTs 
 
1. INTRODUCTION 
Online guessing attacks on password-based system are inevitable and commonly observed against wed application and 
SSH logins. In a recent report, SANS identified password guessing attacks on websites as a top cyber security risk. As an 
example of SSH password guessing attacks, one experimental Linux honeypot setup has been reported to suffer on 
average 2,805 SSH malicious login attempts per computer per day. Interestingly, SSH servers that disallow standard 
password authentication may also suffer guessing attacks, e.g., through the exploitation of a lesser knows / used SSH 
server configuration called keyboard interactive authentication. However, online have some inherent disadvantages 
compared to offline attacks: attacking machines must engage in an interactive protocol, thus allowing easier detection; 
and in most cases, attackers can try only limited number of guesses from a single machine before being locked out, 
delayed, or challenged to answer Automated Turing Tests (ATTs, e.g., CAPTCHAs ). Consequently, attackers often must 
employ a large number of machines to avoid detection or lock-out. On their other hand, as users generally choose 
common and relatively weak passwords (thus allowing effective password dictionaries, and attackers currently control 
large botnets (e.g. Conficke, online attacks are much easier than before. 
One effective defense against automated online password guessing attacks is to restrict the number of failed trials without 
ATTs to a very small number (e.g., three), limiting automated programs (or bots) as used by attackers to three free 
password guesses for a targeted account, even if different machines from a botnet are used. However, this inconveniences 
the legitimate user who then must answer an ATT on the next login attempt. Several other techniques are deployed in 
practice, including allowing login attempt without ATTs from a different machine, when a certain number of failed 
attempts without ATTs, after a time out period ; and time limited account locking. Many existing techniques and 
proposals involve ATTs, with the underlying assumption that these challenges are sufficiently difficult for bots and easy 
for most people. Two well known proposals for limiting online guessing attack using ATT, while are Pinkas and sander 
and van Oorschot and stubblebine. The PS proposal reduces the number of ATTs sent to legitimate users, but at some 
meaningful loss of security. 
 
2. RELATED WORK 
Although online password guessing attacks have been known since the early days of the Internet, there is little academic 
literature on prevention techniques. Account looking is a customary mechanism to prevent an adversary from attempting 
to lock a particular account. Delaying server response after receiving user credentials, where password is correct or 
incorrect, prevents the adversary from attempting a large no of password in reasonable amount of time for particular 
username. [7] However for adversaries with access to a large number of machines (e.g., a botnet), this mechanism is 
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ineffective. Similarity, prevention techniques that relay on requesting the user machine to perform extra nontrivial 
computation prior to replay to the entered credentials are not effective with such adversaries. 
The most time consuming types of attacks is a brute force attacks. Which tries every possible combination of uppercase 
and lowercase letter, numbers and symbols. ATT challenges are used in some login protocols to prevent automated 
programs from brute force and dictionary attacks. Pinkas and sander[4] presented a login protocol (PS protocol) based on 
ATTs to protect against online password guessing attacks. It reduces the no of ATTs that legitimate users must correctly 
answer so the user veils browser cookies (indicating that the user has previously logged in success fully) will rarely be 
prompted to answer an ATT. A deterministic function of the entered user credentials is use to decide whether to ask the 
user an ATT. To improve the security of the PS protocol, van Oorschot and stubblebine[8]. Suggested a modified protocol 
in which ATTs are always required once the number of failed login attempts for a particular username exceeds a 
threshold; other modifications were introduced to reduce the effects of cookie theft. For both PS and VS protocols, the 
decision function required careful design. He and Han [2] pointed out that a poor design of that function may make the 
login protocol vulnerable to attacks such as the “known function attack”(e.g. if a simple cryptographic has function of the 
user name and the password is used as AskATT()) so that each user name is associated with one key that should be 
changed whenever the corresponding password is changed.[3] The proposed function requires extra server-side storage 
per username and at least one cryptographic hash operation per login attempt. 
 
3. PROPOSED METHODOLOGY: 
As our main area of discussion is network security hence we will try to overcome some of the shortcomings of the various 
present security policies. Our method protection against system to design signup user name, password, authorized phone 
IMEI number for processing signup. When we login first time write proper user name and password and then after  
logout. Mobile phone (Android base) send the request for the password then the system will send respond with the 
password for that registered IMEI. When we second time login write username and password and after logout then it 
logout check and change the password and after it will be password send as IMEI number registered phone. Suppose we 
have login wrong password continuous as 4 times then next time 5th it will change the password if we have write 6th time 
wrong password it will again change the password. When we are login in system that may be not login another system 
where as first system totally logout. It may be provided security as IP address. The main objectives of our system are  
 
1.  It provides after every logout it will change the password.  
2. It will send the password only through registered IMEI cell number. 
3. It will login only one IP address system 
 
4. Conclusion: 
This paper introduced a network security to be provided the various applications. It has provided high security through 
network. There are very low chances to hack the user account. Suppose hacker will attack and it enter wrong password it 
will remain to change password. It has android mobile supported major security. It has to provided IP based security and 
IMEI cell no through security. Also literature review section covers all the  related work which has been previously 
carried out related to this topic. 
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