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Abstract 
Cloud computing economically enables the paradigm of data service outsourcing. However, to protect data privacy, sensitive 
cloud data have to be encrypted before outsourced to the commercial public cloud, which makes effective data utilization service a 
very challenging task. Although traditional searchable encryption techniques allow users to securely search over encrypted data 
through keywords, they support only Boolean search and are not yet sufficient to meet the effective data utilization need that is 
inherently demanded by the large amount of users and huge amount of data files in cloud. In this paper, we defined and solve the 
problem of secure ranked keyword search over encrypted cloud data. Ranked search greatly enhances system usability by enabling 
search result relevance ranking instead of sending undifferentiated results, and further ensures the file retrieval accuracy. 
Specially, we explore the statistical measure approach, i.e., relevance score, from information retrieval to build a secure 
searchable index, and develop a one-to-many order-preserving mapping technique to properly protect those sensitive score 
information. The resulting design is able to facilitate efficient server-side ranking without losing keyword privacy. Thorough 
analysis shows that our proposed solution enjoys “as-strong-as-possible” security guarantee compared to previous searchable 
encryption scheme, while correctly realizing the goal of ranked keyword search. Extensive experiment results demonstrate the 
efficiency of the proposed solution.      
 
Index Terms: Ranked search, searchable encryption, order-preserving mapping, confidential data, cloud computing. 
 
1. INTRODUCTION 
Cloud Computing is the long dreamed vision of Computing as a utility, where cloud customers can remotely store their 
data into the cloud so as to enjoy the on-demand high-quality applications and services from a shares pool of configurable 
computing resources [2]. The benefits brought by this new computing model include but are not limited to: relief of the 
burden for storage management, universal data access with independent geographical locations, and avoidance of capital 
expenditure on hardware, software, and personnel maintenances, etc.,[3]. 
As Cloud Computing becomes prevalent, more and more sensitive information are being centralized into the cloud, such 
as e-mails, personal health records, company finance data, and government documents, etc. The fact that data owners and 
cloud server are no longer in the same trusted domain may put the outsourced unencrypted data at risk [4], [33]: the cloud 
server may leak data information to unauthorized entities [5] or even be hacked [6]. It follows that sensitive data have to 
be encrypted prior to outsourcing for data privacy and struggle unwanted accesses. However, data encryption makes 
effective data utilization a very challenging task given that there cloud be a large amount of outsourced data files. 
Besides, in Cloud Computing, data owners may share their outsourced data with a large number of users, who might want 
to only retrieve certain specific data files they are interested in during a given session. One of the most popular ways to do 
so is through keyword-based search. Such keyword search technique allows users to selectively retrieve files of interest 
and has been widely applied in plaintext search scenarios [7]. Unfortunately, data encryption , which restricts user’s 
ability to perform keyword search and further demands the protection of keyword privacy, makes the traditional plaintext 
search methods fail for encryption cloud data. 
Therefore, how to enable a searchable encryption system with support of secure ranked search is the problem tackled in 
this paper. Our work is among the first few ones to explore ranked search over encrypted data in Cloud Computing. 
Ranked search greatly enhanced system usability by returning the matching files in a ranked order regarding to certain 
relevance criteria (e.g., keyword frequency), thus making one step closer towards practical development of privacy-
preserving data hosting services in the context of Cloud Computing. 
The rest of the paper is organized as follows: Section 2 gives the system and treat model, our design goals, notation, and 
preliminaries. Then, we provide the frame-work, definitions, and basic scheme in Section 3. Section 4 gives the security 
analysis Section 5 on performance evaluations. Section 6 gives on related work for both searchable encryption and Secure 
Top – K retrieval form Database Community is discussed.  
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2. PROBLEM STATEMENT 
2.1 The System and Threat Model 
We consider an encrypted cloud data hosting service involving three different entities, as illustrated in fig.1: data owner, 
data users, and cloud server. Data owners has a collection of n data files C = (F1, F2,……, Fn) that he wants to outsourced 
on the cloud server in encrypted form while still keeping the capability to search through them for effective data 
utilization reasons. To do so, before outsourcing, data owners will first build a secure searchable index I from a set of m 
distinct keywords W = (w1,w2,….., wm) extracted from the file collection C, and store both the index I and the encryption 
file collection C on the cloud server. 

 
2.2 Design Goals 
To enable ranked searchable symmetric encryption for effective utilization of outsourcing and encryption cloud data under 
the abovementioned model, our system design should achieve the following security and performance guarantee. 
Specifically, we have the following goals: 1) Ranked keyword search: to explore different mechanisms for designing 
effective ranked search schemes based on the existing searchable encryption framework; 2) Security guarantee: to prevent 
cloud server from learning the plaintext of either the data files or the searched keywords, and achieve the “as-strong-as-
possible” security strength compared to existing searchable encryption schemes; 3) Efficiency: above goals should be 
achieved with minimum communication overhead. 
2.3 Notation and Preliminaries 

 C—the file collection to be outsourced, denoted as a set of n data files C = (F1, F2,……, Fn). 
 W—the distinct keywords extracted from file collection C, denoted as a set of m words W = (W = (w1,w2,….., 

wm). 
 id (Fj)—the identifier of file Fj  that can help uniquely located the actual file. 
 I—the index built from the file collection, including a set of posting lists {I(wi)}, as introduced below. 
 Twi—the trapdoor generated by a user as a search request of keyword wi. 

 F(wi)—the set of identifiers of files in C that contain keyword wi.. 

 Ni—the number of files containing the keyword wi  and  Ni = | F(wi)|. 
We now introduce some necessary information retrieval background for proposed scheme: 
Inverted index. In information retrieval, inverted index (also referred as a posting file) is a widely used stores a list of 
mappings from keywords to the corresponding set of files that contain this keyword, allowing full text search [13]. For 
ranked search purpose, the task of determining which files are most relevant is typically done by assigning a numerical 
score, which can be recomputed, to each file based on some ranking function introduced below. One example posting list 
of an index is shown in Table 1. We will use this inverted index structure to give our basic ranked searchable symmetric 
encryption construction. 

TABLE 1 
An Example Posting List of the inverted Index 

Word wi 
File ID Fi1 Fi2 Fi3 …. FiNi 

Relevance Score 6.52 2.29 13.42 4.76 13.80 
 
Ranking function. In information retrieval a ranking function is used to calculate relevance score of matching files to a 
given search request. The most widely used statistical measurement for evaluating relevance score in the information 
retrieval community uses the TF * IDF rule, where term frequency (TF) is simply the number of times a given term or 
keyword (we will use them interchangeably hereafter) appears within a file (to measure the importance of the term within 
the particular file), and inverse document frequency (IDF) is obtained by dividing the number of files in the whole 
collection by the number of files containing the term ( to measure the overall importance of the term within the whole 
collection ). Among several hundred variations of the TF * IDF weighting scheme, no single combination of   them 
outperforms any of the others universally. Thus, without loss of generality, we choose an example formula that is 
commonly used and widely seen in the literature for the relevance score calculation in the following presentation. Here, Q 
denotes the searched keyword; fd,t denotes the TF of term t in file Fd; ft denotes  the number of files that contain term t; N 
denotes the total number of files in the collection; and |Fd| is the length of file Fd , obtaining by counting the number of 
indexed terms, functioning as the normalization factor. 
 
3. THE DEFINITION AND BASIC SCHEME 
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In the introduction, we have motivated the ranked keyword search over encryption data to achieve economies of scale for 
Cloud Computing. In this section, we start from the review of existing searchable symmetric encryption schemes and 
provide the definitions and framework for our proposed ranked searchable symmetric encryption. Note that by following 
the same security guarantee of existing SSE, it would be very inefficient to support ranked search functionality over 
inefficient to support ranked search functionality over encryption data, as demonstrated in our basic scheme. The 
discussion of its demerits will lead to our proposed scheme. 
 3.1 Background on Searchable Symmetric Encryption 
Searchable encryption allows data owner to outsource his data in an encrypted manner while maintaining the selectively 
search capability over the encrypted data. Generally, searchable encryption can be achieved in its full functionality using 
an oblivious RAM’s. Although hiding everything during the search from a malicious server (including access pattern), 
utilizing oblivious RAM usually brings the cost of logarithmic number of interactions between the user and the server for 
each search request. Thus, in order to achieve more efficient solutions, almost all the existing works on searchable 
encryption literature resort to the weakened security guarantee, i.e., revealing the pattern and search pattern but nothing 
else. Here, access pattern refers to the outcome of the search result. i.e., which   files have been retrieved? The search 
pattern includes the equality pattern among the two search request (whether two searches were performed for the same 
keyword), and any information derived thereafter from this statement. We refer readers to [12] for the thorough 
discussion on SSE definitions. 
Having a correct institute on the security guarantee of existing SSE literature is very important for us to define our ranked 
searchable symmetric encryption problem, As later, we will show that following the exactly same security guarantee of 
existing SSE scheme, it would be very inefficient to achieve ranked keyword search, which existing SSE appropriately 
(leak the relative relevance order but not the relevance score) and realize an “as-strong-as-possible” ranked searchable 
symmetric encryption. Actually, this notion has been employed by cryptographers in many recent works where efficiency 
is preferred over security. 
 
3.2 Definitions and Framework of RSSE System 
We follow the similar framework of previously proposed searchable symmetric encryption schemes [12] and adapt the 
framework for our ranked searchable encryption system. A ranked searchable encryption scheme consists of four 
algorithms (KeyGen, BuildIndex, TrapdoorGen, SearchIndex). Our ranked searchable encryption system can be 
constructed from these four algorithms in two phases, Setup and Retriaval: 
 Setup. The data owner initializes the public and secret parameters of the system by executing KeyGen, and pre-

processes the data file collection C by using BuildIndex to generating the searchable index from the unique words 
extracted from C. The owner then encrypts the data file collection C, and publishes the index including the keyword 
frequency-based relevance scores in some encrypted form, Together with the encryption collection C to the Cloud. As 
part of Setup phase, the data owner also needs to distribute the necessary secret parameters (in our case, the trapdoor 
generation key) to a group of authorized users by employing off-the-shelf public key cryptography or more efficient 
primitive such as broadcast encryption. 

 Retrieval. The user TrapdoorGen to generates a score trapdoor corresponding to this interested keyword, and 
submits it to the cloud server. Upon receiving the trapdoor, the cloud server will derive a list of matched file ID’s and 
their corresponding encrypted relevance scores by searching the index via SearchIndex. The matched files should be 
sent back in a ranked sequence based on the relevance scores. However, the server should learn nothing or little 
beyond the order of the relevance scores. 

 
4. SECURITY ANALYSIS:   
Security analysis for ranked keyword search embedded the encrypted relevance scores in the searchable index in addition 
to file ID. The encrypted scores are the only additional information that the adversary can utilize against the security 
guarantee i.e keyword privacy and file confidentiality. The security strength of the file encryption scheme, the file 
contents is clearly well protected. Thus we only need to focus on keyword privacy. 
In this the data chooses the range size R sufficiently large the encrypted scores in the searchable index will only be a 
sequence of order-preserved numeric values with very low duplicates. Though adversary may learn partial information 
from the duplicates. The fully randomized score-bucket assignment and the highly flattened one to many mapping still 
makes if difficult for the adversary to predict the original plain text score distribution, also note that we use different 
order-preserving encryption keys for different posting lists, which further reduces the information leakage from an overall 
point of view. Thus, keyword privacy is also well preserved in our scheme. 
 
5. PERFORMANCE ANALYSIS: 
We concluded this experimental evaluation of the proposed technique on data set : Request for comments database 
contains 5,563 plain text entries. And it requires Xeon CPU running at 3.0 GHz. The performance of our scheme is 
evaluated regarding the effectiveness and efficiency of our porposed one-to many order-prevserving mapping as well as 
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the time necessary for searches. In that way even if data owners choose to store their file collection in different geographic 
locations for increased availability , the underlying search mechanism , which always takes place based on the searchable 
index, will not affected at all. 
 
5.1 Effectiveness of One-To-Many Order Preserving Mapping: 
One-To-Many mapping will further randomize the distribution of the encrypted values, which mitigates the chances of 
reverse engineering the keywords by adversary.  

 
The above fig shows the effectiveness of our proposed scheme , in this one-to-many mapping with as input the same 
relevance score set of keyword “network”, but encrypted with two different random keys. Note that due to our safe choice  
and the relative small number of total scores per posting  list we do not have  an y duplicates after one –to many order 
preserving score mapping. 
 
5.2 Efficiency of one-to Many order-Preserving Mapping 

 
The efficiency of our proposed one-to-many order-preserving mapping is determined by both the size of score domain M 
and the range R. M affects how many rounds(O(log M)) the procedure binary search should be called. Meanwhile , M 
together with R both impact the time consumption for individual cost. The time cost of single one-to-many mapping order 
preserving operation goes up faster than logarithmic , as M Increases. 
 
5.3 EFFICIENCY SEARCH  
The search time includes fetching the posting list in the index, decrypting, and rank ordering each entries. The encrypted 
scores are order preserved; server can process the top k retrieval almost as fast as in the plain text domain. Note that the 
server does not have to traverse every posting list for each given trapdoor but instead uses tree –based data structure to 
fetch corresponding list therefore, the overall search time cost is almost as efficient as on unencrypted data. Search time 
cost against the value k increases 
 
6. RELATED WORK:  
Searchable Encryption: Traditional searchable encryption [8],[9],[10],[11],[11] has been widely studied as a 
cryptographic primitive , with a focus on security definition formalization and efficiency improvements. In the searchable 
encryption they proposed symmetric key setting, where each word in the file is encrypted independently under a special 
two-layered encryption construction. Thus a searching overhead is linear to the whole file collection length. To enhance 
search efficiency proposed a per-keyword-based approach , where a single encrypted hash table index is built for the 
entire collecton . with each entry consisting of the trapdoor of a keyword and an encrypted set of related file identifiers. 
Secure Top – K retrieval form Database Community are the most related work to our proposed RSSE. The idea of 
uniformly distributing posting elements using an order-preserving cryptographic function.  
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