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ABSTRACT 
A Wireless Sensor Networks (WSNs) is an infrastructure less network where each mobile node is connected by a dynamic link. 
In this network each node or sensor follows the “save and forward” strategy for moving the information because each node 
asks for the further connection to its neighboring nodes. So, the two issues should be under consideration, when we design 
WSNs, one is security and second is life of system. We choose the first because various possible security threats encountered in 
a wireless sensor network. So, in this paper, we investigate on different security issues and propose a framework for a secure 
WSNs system. 
Keywords: WSN’s (wireless sensor networks), security 
 

1. INTRODUCTION  
A wireless sensor network (WSN) is consisting of spatially distributed autonomous devices using sensors to 
cooperatively monitor physical or environmental conditions, such as temperature, sound, vibration, pressure, motion or 
pollutants, at different locations. The development of wireless sensor networks was originally motivated by military 
applications such as battlefield surveillance. However, wireless sensor networks are now used in many industrial and 
civilian application areas, including industrial process monitoring and control, machine health monitoring, 
environment and habitat monitoring, healthcare applications, home automation and traffic control. Recent 
advancement in wireless communication and highly progressed hardware technology has enabled the development of a 
wireless sensor with a low cost processor, low power, and light weight. Each Sensor collects useful information from 
the region in a variety of scenarios including Military Surveillance and landmine detection in harsh physical 
environment and monitoring. A sensor network normally constitutes a wireless ad-hoc network, meaning that each 
sensor supports a multi-hop routing algorithm (several nodes may forward data packets to the base station). Many 
routing protocols are existent in the wireless sensor network. Depending on how the sender of a message gains a route 
to the receiver, routing protocols can be classified into three categories, namely, proactive [1], [2], reactive [3], [4], and 
hybrid protocols [5], [6]. In proactive protocols, all routes are computed before they are really needed, while in reactive 
protocols, routes are computed on demand. Hybrid protocols use a combination of these two ideas. Since sensor nodes 
are resource poor, and the number of nodes in the network could be very large, sensor nodes cannot afford the storage 
space for “huge” routing tables. Therefore reactive and hybrid routing protocols are attractive in sensor networks.  

 
Figure 1 A typical architecture of the sensor node 

According to nodes’ participating style, routing protocols can be classified into three categories, namely, direct 
communication [7], flat [2], [8]–[9], and clustering protocols [1], [3], [9] In direct communication protocols, a sensor 
node sends data directly to the sink. Under this protocol, if the diameter of the network is large, the power of sensor 
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nodes will be drained very quickly. Furthermore, as the number of sensor nodes increases, collision becomes a 
significant factor which defeats the purpose of data transmission. Under flat protocols, all nodes in the network are 
treated equally. When a node needs to send data, it may find a route consisting of several hops to the sink. Normally, 
the probability of participating in the data transmission process is higher for the nodes around the sink than those nodes 
far away from the sink. In the clustered routing architecture, nodes are grouped into clusters, and a dedicated cluster 
head node collects, processes, and forwards the data from all the sensor nodes within its cluster. In hierarchical routing 
architecture, sensor nodes self configures them for the formation of cluster heads.  
WSNs are susceptible to various attacks like any other conventional network, but its limited resource characteristics and 
unique application features requires some extra security requirements including the typical network requirements. So, it 
is one of the most critical issues in wireless sensor network. WSNs is vast enough, thus, making a secure and efficient 
network is a challenge for researcher. 

2. FUNDAMENTAL THREAT ASPECTS IN WSN’S  
Wireless Sensor networks have to face multiple passive and active attacks that may easily hinder its functionality and 
nullify the benefits of using its services. Passive attacks are able to retrieve data from the network, but does not 
influence over its behavior on the other hand active attacks directly get in the way the provisioning of services. 
In “common attacks class” a malicious enemy uses a device that does not belong to the sensor network in order to 
access to the contents of the communication channel. The simplest illustration of common attack is eavesdropping. It 
can be defined as the interception of information or data by an inadvertent party. Due to the broadcast nature of the 
communication channel, any adversary using a more powerful device such as a PDA can sniff out packets at a 
particular frequency, obtaining confidential information about the state of the network and the physical parameters 
sensed by the nodes. As the eavesdropping attack has an inherent passive nature, it does not directly manipulate over 
the behavior of the network. However, the acquired information from passive attacks can be used to perform active 
attacks. The effects of active attacks are far more destructive: adversaries can create fake events or hide problematic 
situations, and can even introduce bogus control information. One of these active attacks is message alteration, where 
an adversary intercepts and modifies the packets, content meant for the base station or intermediate nodes. Another 
active attack is message replay. In this attack, the adversary reuses valid transaction messages or packets, content with 
malicious intention. The adversary performs a replay attack by first intercepting a valid critical transaction data packet 
and then re-transmitting at a later time. Lastly, attackers can use message injection to construct and send out false data 
into the network, maybe masquerading as one of the nodes. 
The different threats that target sensor networks will be detailed in the following paragraphs, and they can be 
categorized as follows: 
 
Common Attacks: As the wireless medium is used as the main transmission channel in WSNs, it is easily subject to 
various types of attacks, either passive (eavesdropping) or active (data injection). 
 
Denial of Service Attacks (DoS): These attacks prevent any part of WSN from functioning correctly or in a timely 
manner. Such attacks can target the communication channel (e.g. jamming) or the life of the nodes themselves (e.g. 
power exhaustion). One special class of active attack, known as Denial of Service (DoS), deserves a category of its own. 
In this kind of attack, the objective of the malicious adversary is simple: to avoid the provisioning of services. As these 
services are published by the sensor nodes through a wireless channel, the most basic DoS attacks can target the nodes 
themselves (power exhaustion attack) or the communication channel (jamming attack).  
In the power exhaustion attack, an attacker imposes a particularly complex task to a sensor node in order to deplete its 
battery life. Sensor nodes usually have a limited supply of energy, thus this attack is particularly dangerous. Besides, as 
sensor nodes have limited computational power, this attack can also slow down their reaction time. An example of an 
expensive operation is the verification of a cryptographic signature using public key cryptography. An attacker can take 
advantage of the complexity of this operation by repeatedly sending fake signatures to force the receiver to check their 
correctness. Power exhaustion attacks are not limited to only CPU attacks: an attacker can target the MAC protocol of 
the WSNs, effectively preventing nodes from entering their duty/sleep cycle by wasting their batteries [10]. Jamming is 
the primary physical layer DoS attack against WSNs. In a jamming attack, the attacker constantly emits radio 
frequency signals that do not follow an underlying MAC protocol, thus any member of the network in the affected area 
will not be able to send or receive any packet. The energy requirements of this attack are very high, as the attacker must 
flood the communication channel with noise. There are some optimizations to the basic jamming attack, such as the 
random jamming, where the attacker alternates between sleep and jamming to save energy, or the reactive jamming, 
where the jam signal is transmitted only when the attacker senses traffic [11]. Finally, another clever optimization that 
reduces the energy consumption of the attacker is to target MAC protocols on the link layer [10], [12], e.g. by jamming 
only request-to-send (RTS) packets. As a side note, it should be mentioned that DoS attacks can be performed by using 
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some of the attacks explained in other categories [13], although those attacks are usually more complex and can be used 
to disrupt other functional elements of the network (e.g. the authenticity of the physical/control data). 
 
Node Compromise: An embedded device is considered being compromised when an attacker, through various means, 
gains control or access to the node itself after it is being deployed. These attacks are usually utilized as a foundation for 
more powerful, damaging attacks. Most of the previously shown attacks can be performed by outsiders: attackers that 
do not have access to the network elements and services. However, if an attacker have access to the network as one of 
its elements, i.e. as an insider, it is possible to perform attacks that are more subtle and devastating. The first step to 
become an insider is to compromise a node, usually by performing node compromise attacks. A sensor node can be 
considered compromised when an attacker, through various means, can either read or modify its internal memory. The 
ultimate goal of this attack is, in most cases, to obtain the secret keys stored within a trusted node in order to infiltrate a 
mole inside the network. Attacks that can lead to a node compromise are invasive or non-invasive. In an invasive 
attack, the attacker physically breaks into the hardware by modifying its hardware structure (e.g. using focused ion 
beam, or drilling a hole in the storage media). On the other hand, in non-invasive attacks the data is taken from the 
hardware device without any form of structural modification done to the device itself. Invasive attacks usually fall 
under the category of side channel attacks, as these attacks obtain confidential data directly from the chips of the nodes. 
Regarding non-invasive attacks, they usually take advantage of the hardware interfaces of the nodes. One example is 
the JTAG interface [14]. This interface enables accessing and controlling of the signal levels on the processor chip, and 
is also used for debugging purposes. Through the use of an AVR ICE JTAG programming tool, an attacker can dump 
all the information from the program flash, the EEPROM and also the SRAM. As a result, the attacker can replicate 
the functionality of the node to facilitate the integration of the malicious node. While most of these non-invasive attacks 
simply aim to obtain information from the node, there exist more advanced attacks that are capable of injecting code 
inside a working sensor node. For example, it is possible to exploit the serial bootstrap loader (BSL) of certain models 
of the Texas Instruments MSP430 low-power microcontrollers with the aim of extracting or replacing the firmware 
[15]. Even more, it is possible to inject malicious code remotely in AVR-based nodes by exploiting buffer overflow 
vulnerabilities [16].  
 
Side-channel Attacks: An adversary can monitor certain physical properties of the nodes, such as electromagnetic 
emanation, whenever it performs a cryptographic operation. If the recorded physical values are influenced by the secret 
key, then the adversary can extract information about that key. In order to compromise a node, it is also possible to 
attack its hardware through side-channel attacks. The main objective of side channel attacks is to obtain confidential 
data stored within the node. Most attackers focus on obtaining security credentials such as secret keys, since these 
credentials will provide the attacker with a powerful tool capable of crafting more powerful attacks.  
 
Side channel attacks can be classified in the following categories:  

i. passive vs. active  
ii. non-invasive vs. semi-invasive vs. invasive.  

 
Passive attacks extract information from the device merely by observing physical properties of the devices, while active 
attacks involve the manipulation (tampering) of the device itself. In contrast, non-invasive attacks do not manipulate 
the device substantially, while semi-invasive attacks repackage the device but do not make direct electrical contact with 
the chip’s surface, and invasive attacks have practically no limits to the measures which can be taken to extract the 
information of the device (e.g. probing station, focused ion beam). Note that not all semi-invasive or invasive attacks 
are active attacks: passive semi-invasive attacks may try to just read sensitive data from memory components, and 
passive invasive attacks can use a probe station to sense valuable data signals. Specific examples of side-channel attacks 
are power analysis attacks, electromagnetic attacks, and timing attacks [17].  
In power analysis attacks, the adversary studies the power consumption of the devices, focusing mainly on the energy 
used by cryptographic operations. For performing these attacks, it is possible to either use single power traces to look 
for distinguishing features (Simple power analysis, SPA) or use larger numbers of power traces alongside with powerful 
statistical methods (Differential power analysis, DPA). Electromagnetic attacks (or EM attacks) are similar to power 
analysis attacks, since they also analyze power traces with simple (SEMA) and differential (DEMA) methods. However, 
they derive the power traces from electromagnetic emanations, collected by EM probes. Beyond simple and differential 
analysis, EM attacks can employ more advanced techniques, such as adding spatial information to the measurement 
data, or analyzing the frequency domain rather than the time domain. Finally, as the execution time of cryptographic 
algorithms often shows slight differences dependent on the input of the algorithm, timing attacks exploits the variance 
in execution time for different branches in the cryptosystem.  
 
Impersonation Attacks: A malicious sensor node can create multiple fake identities (Sybil attack), and also can create 
duplicates with the same identity (replication attack). These types of attacks are also the initial step which enables the 
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attacker to conduct a wide range of malicious attacks. Once an attacker becomes an insider, it is easier to perform 
impersonation attacks. For this particular class of attack, the goal of the adversary is to make the victim believe that it 
is communicating with an impersonated entity. As a result, a malicious node will interact with other nodes as one 
trusted member, but at the same time it can manipulate the internal behavior of the network whenever the adversary 
needs it. Impersonation attacks can either replicate and insert duplicate nodes back into selected regions of the network 
(node replication attack or clone attack) or use multiple identities to deceive other sensor nodes [21](Sybil attack).  
In node replication attacks, the attacker only needs to subvert one node in order to create an army of clones following 
his orders. These clones can not only manipulate the internal operations of the network, but also exert a strong 
influence over those processes that require of a majority vote. As for Sybil attacks, a Sybil node can either fabricate new 
identities or steal them from legitimate nodes [18]. Sybil nodes can be able to execute powerful attacks, disrupting 
several of the functions that may be conducted on a WSN including data aggregation, voting, routing and fair resource 
allocation. 

 
Figure 2: Sybil Attack 

 
Protocol-specific Attacks: Some essential protocols used in WSN, such as routing, aggregation, and time 
synchronization, are targeted by specific attacks that aim to influence the internal services of the network.  
Beyond impersonation, an insider can perform protocol-specific attacks, attacking those “core” protocols needed by the 
network such as routing protocols, aggregation protocols, and time synchronization protocols. Attacks against routing 
protocols in a WSN fall into one of the following categories [19]: corruption of the internal control information such as 
the routing tables (Spoofed Routing Information), selective forwarding of the packets that traverse a malicious node 
depending on some criteria (Selective Forwarding), creation of a ‘wormhole’ that captures the information at one 
location and replays them in another location either unchanged (Wormhole attack) or tampered (Sinkhole attack), 
creation of false control packets during the deployment of the network (HELLO Analysis of  Flood Attack), and 
creation of false acknowledge information (Acknowledgment Spoofing).  
Data aggregation protocols combine information coming from the same area in order to reduce the overall 
communication overhead. As these protocols need to use routing protocols in order to fuse information and forward it 
to the base station, every attack that target the routing infrastructure can also be used to hinder the aggregation process. 
Most of these attacks try to discard data, either selectively or indiscriminately.  
Though losing data is a problematic situation for the network, this is not the primary type of attack against aggregation: 
most attacks focus on falsifying information. If an aggregator node is being controlled by an adversary, it can easily 
ignore the data received from its neighbors and create false reports. Moreover, trusted aggregators can still receive false 
data from faulty nodes or from nodes being controlled by an adversary. Regarding time synchronization, it is needed 
because as the time obtained from clocks of different nodes may differ due to different starting times (offset), inaccurate 
quartz crystals (skew), or ambient influence (drift), it is necessary to synchronize these clocks in order to maintain a 
global notion of time [20]. Most time synchronization protocols rely on two neighboring nodes adjusting their local 
clocks by means of sender-receiver (mutual synchronization) and receiver-receiver (beacon signals) protocols. In these 
scenarios, the main objective of an attacker is to deceive other nodes into thinking that an incorrect time is accurate. 
Besides internal attacks, where the attacker can out rightly lie about the value of its internal clock, an attacker can use 
the following external attacks: manipulation of the contents of the negotiation messages through message forging and 
replay, and delaying the messages exchanged in the negotiation process by means of a pulse-delay attack. 

3. CONTRAST OF VARIOUS THREATS 

Table 1: Various attacks and their behavior 
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There are more related research areas, such as: 
1) Flexible routing and aggregator election 
2) Concealed data aggregation 
3) Data aggregation based on deviation query and   multiple monitoring sensors 
4) Secure distributed data storage 
5) Enhanced key pre-distribution 
6) Data plausibility 
7) Provably secure routing 
8) Resilient data aggregation 
9) Pair wise/group wise authentication 
10) WSN access control. 

4. PROPOSED FRAMEWORK  
After studying these treats and we found that most security protocols and mechanisms need of cryptographic primitives 
in order to integrate the security properties into their operations. These primitives alone are not enough to protect a 
system, since they just provide the confidentiality, integrity, authentication, and non-repudiation properties. 
Nevertheless, without these primitives, it would be nearly impossible to create secure and functional protocols. 
In our proposed framework, we can construct a secure WSNs system by adding the information of all these threats into 
the networks database, such as when any type of false activity occur into the system, then it checks from its existing 
database and take some appropriate action to secure the system like: avoidance of jammed region by using coalesced 
neighbor nodes or wormhole based security scheme, detects and drops false reports during forwarding process, efficient 
resource management, protects the network even if part of the network is compromised, provide authentication 
measures for sensor nodes. 

5. CONCLUSION 
Most of the attacks against security in wireless sensor networks are caused by the insertion of false information by the 
compromised nodes within the network. For defending the inclusion of false reports by compromised nodes, a means is 
required for detecting false reports. However, developing such a detection mechanism and making it efficient represents 
a great research challenge. As there is a lack of combined effort to take a common model to ensure security for each 
layer, in future though the security mechanisms become well-established for each individual layer, combining all the 
mechanisms together for making them work in collaboration with each other will incur a hard research challenge. Only 
the network models in proposed framework can solve this.  
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