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ABSTRACT 
Cloud computing has become a wide area of using different resources in a variety of applications in a more cost effective 
manner. There are at present, a nominal amount of service providers and service brokers willing to share and offer required 
resources across any part of the globe. As things have become flexible, so are the threats in the cloud computing. Accessing the 
resources in a more secured manner is still considered as a challenge in the cloud computing arena. With the advent of various 
Intrusion Detection and Prevention tools being used to monitor and notify the attacks, the anomaly intrusion still poses a 
problem in the cloud computing. The anomaly intrusion reflects the change in the behaviour of the network by identifying the 
rare events occurring in the Virtual Machine of the cloud. The unknown data depicts the rare events, where the Intrusion 
Detection System (IDS) detects the data by using the different anomaly classification algorithms, analyse the reason for the 
events and send the detailed report to the administrator of the cloud. This paper proposes the use of Random Forest, Naïve 
Bayes and Decision Tree (J48) classification algorithms for capturing the malicious data. With the help of these algorithms, 
the huge false alarm rates can be overcome. The proposed work has been implemented by using the WEKA tool to generate a 
detailed statistical report based on the calculation time and performance of each algorithm using the NSL KDD dataset.  
 
Keywords: Virtual Machine (VM), Intrusion Detection System (IDS), Random Forest, Naïve Bayes, Decision Tree 
(J48), NSL KDD dataset. 
 

1. INTRODUCTION 
The concept of cloud computing mainly deals in offering and providing various on-demand services to the customers. 
The services may include data storage, resource allocation, pooling of various resources based on applications, request 
to use the infrastructure, server and other desired services [1]. In order to access the resources such as, software, server, 
platform, etc., from anywhere in the world through cloud requires internet and the proper establishment of 
communication between the user and the cloud server. The cloud broker can also offer services to the user from the 
cloud, wherein, the cloud broker acts as an intermediate between the user and cloud server access point. Therefore, a 
two-way communication point is basically required. The Virtual Machine (VM) monitor is allowed to act as IDS, 
which can be run on multiple VMs at the physical layer [1]. Even though, with the use of the Intrusion Prevention 
techniques such as the firewalls, access control mechanisms, and encryption exist, they have failed to provide the 
security and safety in the networks [2]. This lead to the construction of various defense mechanisms to protect the 
intrusions in any form in any network. Loss of data leads to loss of huge finance. Considering the huge volumes of data 
transferred over the network and the very fishy nature of intrusions, the focus on research turned towards the 
performance optimization of the IDS [3]. There are two intrusion detection methods: Signature-based intrusion 
detection and Anomaly-based intrusion detection. In the Signature-based intrusion detection, each signature needs an 
entry into the database. The threat is detected, based on known patterns in the form of signatures already stored in the 
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database. There are certain limitations to detect the threats. In the Anomaly-based intrusion detection, the threats are 
detected based on the abnormal behaviour of the parameters used in the network. In this paper, we aim to propose 
predictive data using few anomaly-based algorithms using the classification technique in data mining. By using these 
algorithms, we assure to build an efficient Intrusion Detection System [IDS] in cloud computing. We have tested the 
performance of the algorithms using the NSL-KDD dataset in WEKA. 
 
 

2. RELATED WORK ON CLASSIFICATION ALGORITHMS FOR INTRUSION DETECTION 
2.1 Bayesian networks 
The use of Bayesian networks has played a key role in finding anomalous records [9] [10]. The Extended Dynamic 
Bayesian networks have provided a more sophisticated approach in dealing with the high false alarm rates due to its 
dynamic approach in more complex anomalous logs. This approach has used the BPIC 15 dataset using the ELKI tool 
to detect the anomalous behaviour of few data. But due to its complex nature in the implementation and its use is 
applicable only in detecting complex logs, it consumes lot of time and it is not scalable to detect the anomalies in the 
other datasets. Henceforth, the time aspect is a factor to be considered and used the k-context format inputs for 
validation of the datasets. 
 
2.2 Naïve Bayes (NB) 
Naïve Bayes is considered as an upgraded form of the Bayesian networks with more simplified version that helps to 
assume strong independence among different attributes. It is a supervised algorithm. The Bayesian classifier allows to 
encode probabilistic relationships among different variables used in the dataset. This identifies that the probability of 
one attribute does not affect the probability of other attribute, thus maintaining the independence of the attributes. The 
Network Intrusion Detection System (NIDS) have yielded results using the Naïve Bayes algorithm [11]. 
 
2.3 Support Vector Machine (SVM) 
The Support Vector Machine (SVM) is an idealistic classification machine learning algorithm that can be used for both 
classification and regression. But it is primarily used for classification oriented problems. They fall under the category 
of supervised learning algorithm applied mostly to detect signature/misuse detection and works in two class with 
hyperplane. [12] [13]. 
 
2.4 J48 Decision Tree classifier 
The J48 Decision Tree classifier follows simple ID3 algorithm. To classify a new data item, it first creates a decision 
tree with six different datasets based on the attributes of the existing training data. Therefore, when it identifies the 
training set, it finds the attribute that differentiates the various instances clearly to the extreme [14].  
 
2.5 Random Tree classifier 
The Random Tree classifier is a supervised algorithm. This classifier algorithm generates multiple individual learners 
to bag the idea by producing a random set of data to construct a decision tree. This supervised classifier algorithm is 
ideal to deal with both regression and classification problems. The Random Trees are a collection of tree predictors 
called Forest [15] [16]. 
 
2.6 Random Forest classifier 
Random Forests are the finest classifiers for high-dimensional data. These are a combination of tree predictors such 
that each tree depends on the values of a vector at random sampled independently with the same distribution for all 
trees in the forest. The generalization error for forests converge to a limit, when the number count of the trees in the 
forest grows large [17]. 

3. PROPOSED APPROACH 
In the proposed approach, we employ the Virtual Machine Monitor (VMM) for anomaly detection on the Virtual 
Machines (VMs) of the cloud through a machine learning approach. The steps of the proposed work are carried out as 
below: 
Step 1: Load the intrusion dataset with a minimum of 42 attributes. 
Step 2: Preprocess the data, by removing repeated and unwanted data. 
Step 3: Apply the machine learning classification algorithms such as Naïve Bayes, J48 and Random Forest. 
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Step 4: Create a normal trained model. 
Step 5: Check and predict the data for any intrusions. 
Step 6: Raise alarm to the VM admin for Anomaly detection. 
Step 7: Produce the performance results. 
 
The step-by-step sequence of the proposed approach is represented in a figure as shown below: 
 
 

 
 

Figure 1: Architecture of proposed approach 
 

 

4. DATASET DESCRIPTION 
In our proposed work, we have used the NSL KDD dataset. This dataset is an enhanced KDD dataset, where the dataset 
attributes detect certain attacks such as DoS, Probe, R2L, U2R. This particular dataset is widely used for anomaly 
detection. This dataset sets a benchmark for the researchers with details to compare different intrusion detection 
methods. The number of records in both the train and test sets is satisfactory and helps to run the experiments with or 
without randomly selecting a small portion. After completion of research, the evaluation results are comparable and 
consistent [18]. Every record has 42 attributes that contains data and five different classes of the network. The four 
attack classes are DoS, Probe, R2L, U2R. The attack classes and their network intrusion types in both NSL KDD 
training and test datasets are listed in the table below [19]. 
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Attack classes Network intrusion types 

DoS Back, Land, Neptune, Pod, 
Smurf, Teardrop, Apache2 

Probe Satan, Ipsweep, Nmap, 
Portsweep, Mscan, Saint 

R2L 
Guess_Password, Ftp_write, 
Imap, Phf, Multihop, Spy, 
Warezmaster, Warezclient 

U2R 
Buffer_overflow, Loadmodule, 
Rootkit, Perl, Sqlattack, Xterm, 
Ps 

Table 1: Attack classes and network intrusion types in NSL KDD dataset 
 

 

5. TOOL APPLIED 
We have used the WEKA 3.8.3 tool for classification. With the huge collection of machine learning algorithms used for 
solving real-world problems in data mining, the application contains the tools required for data preprocessing, 
classification, regression, clustering, association rules and visualization. Here, we have used WEKA to handle data as 
single flat files, as it does not support to handle multi-relational mining and sequence modelling. The classification 
algorithms are directly applied to the NSL KDD dataset of both training and test sets.  
  

6. EXPERIMENTAL RESULTS AND ANALYSIS 
The complete NSL KDD dataset along with all the attack classes of both the training set and test set have been tested 
for intrusions using the J48 Decision tree classifier, Naïve Bayes and Random Forest classifiers. All the 42 attributes 
are considered in the evaluation process. 
The figures 2, 3 and 4 shows the evaluation and confusion matrix of J48, Naïve Bayes and Random Forest classifier 
algorithms tested on the attribute (Nom) xAttack and the figure 5 shows the Visualization graph of all the attributes of 
the NSL KDD dataset. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2: Evaluation result and confusion matrix of J48 using NSL KDD Training set 
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Figure 3: Evaluation result and confusion matrix of J48 using NSL KDD Training set 
 
 

 
 
 

Figure 4 Evaluation result and confusion matrix of Random Forest using NSL KDD Training set 

http://www.ijaiem.org
mailto:editor@ijaiem.org


International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org 

Volume 8, Issue 11, November 2019              ISSN 2319 - 4847 
 

Volume 8, Issue 11, November 2019                                                                                                 Page  29 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

Figure 5 Visualization of all the attributes of the NSL KDD Training set 
 
 

7. PERFORMANCE ANALYSIS 
The three supervised classification algorithms have been applied on the Training set of the NSL KDD dataset with the 
complete total number of 6492 instances. It gives encouraging results. Table 2 displays the results produced for the 
specified three classification algorithms.  

7.1  TP Rate 
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7.2  FP Rate 

FPR = 
)( TNFP

FP


 

7.3   Accuracy 

Accuracy = 
)( FNFPTNTP

TNTP



 

 

Classifier 
algorithm 

Dataset 
attributes 

TPR 
(%) 

FPR 
(%) 

Accuracy Execution 
time (in 
millisecs) 

J48 42 99.6 4 99.6 140 

Naïve Bayes 42 79.1 14.9 83.8 530 
Random Forest 42 100 0 100 410 

Table 2: Results obtained from Training set of NSL KDD dataset 
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From the above details shown in the table, performance of the Random Forest classifier algorithm yields better results 
than the other two algorithms. The figures 6 shows the graphical representation of the performance of the above three 
algorithms based on the True Positive Rate (TPR), False Positive Rate (FPR), Accuracy and Execution time. 
 
 
 
 
 
 
 
 
 
            
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 

Figure 6: Graphical representation of the performance of the classifier algorithms based on TPR, FPR, Accuracy and 
Execution time 

 
The above representation shows that on overall performance, the Random Forest algorithm performs far better in terms 
of TPR, FPR and Accuracy. The J48 performs better in terms of Execution time. It shows that both Random Forest and 
J48 produce collectively higher performance than the Naïve Bayes algorithm.  
 

8. CONCLUSION AND FUTURE WORK 
In this paper, we implemented using the Naïve Bayes, J48 and Random Forest classifier algorithms in the NSL KDD 
dataset. This dataset contains 42 attributes and we implemented using all the 42 attributes, by performing simulation by 
preprocessing the data and apply the discussed classification supervised machine learning algorithms. As we work on 
the datasets in the network, there is a possibility of intrusion to take place in the network of the cloud. Attacks such as 
DDoS, EDoS, IP spoofing, etc., commonly intrude the network of the cloud. We have used the NSL KDD dataset as a 
sample data into anomaly techniques thereby, improving the accuracy and low false rate alarm. The results have shown 
that Random Forest is far better in performance in TP rate, FP rate and Accuracy. But when it comes to Execution 
time, we have found that J48 is better in performance, when compared to other two classifier algorithms. Hence, we 
conclude that Random Forest and J48 is better than Naïve Bayes classifier. Again, on the majority of the factors we 
finally conclude that Random Forest has better advantage than J48 in detecting intrusions in the cloud. Both the 
classifiers fall under Decision Trees. As part of our future work, we have planned to come out with an optimal machine 
learning algorithm that takes care of feature selection by reducing the attributes and construct a training model based 
on real time datasets. 
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