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ABSTRACT 
With emergence of cloud computing for saving private data on the cloud, Data security over the network and internet has 
become an challenge today and achieving good security means good methods used to save data in encrypted way. Therefore, 
there is need of better encryption method with better efficiency in order to increase the security and authenticity and to 
efficiently decrease computational complexity. Although there are many symmetric key algorithms, we proposed a two level 
encryption Algorithm, which uses Symmetric key. This is an algorithm uses binary addition operation, a circular bit shifting 
operation and folding method and a symmetric key cryptography . 
   
Keywords: cloud data security; Symmetric key; random no; folding method ;cipher text; binary addition; circular bit 
Shifting;    Encryption; Decryption. 

1. INTRODUCTION 
Storing and sharing many confidential private and public data through the network and uses of internet, social network 
and online storage are the day today routine task of the society. For storing data on centrally accessible location Storage 
area network (SAT) is in practice besides this many crucial and confidential data is also saved in both private and 
public cloud .Cryptography is a technique to secure data from unauthorized access when they transmitted over the 
network. Cryptography achieves the security goals- confidentiality, integrity, authenticity and non-repudiation by two 
operation called encryption and decryption 
  
The original text(Plain Text) , which is to be send over the network, first transferred into a codified non understandable 
text, called cipher text using some key (generally a set of values or string of symbols). This technique is known as 
encryption. Decryption is just reverse operation of encryption where we retrieved the original text from the cipher text.. 
Cryptography has classified into Symmetric key cryptography and Asymmetric key cryptography depending on what 
types of keys used 
  

 
Fig 1: Mechanism for Encryption and Decryption 

 
In Symmetric key cryptography sender encrypts the plain text using a secret key and receiver decrypt the cipher text 
using the same key. So there is a requirement to send the guarded key to the receiver along with the cipher text. Secrecy 
of information in symmetric key cryptography depends on the secrecy and size of secret key (no of bits used to represent 
key). The commonly used algorithms of Symmetric key cryptography are DES, 3DES, AES, BLOWFISH etc. 
Symmetric key cryptography is also used by various security protocols for secure online communication. e.g.  Transport 
level security (TLS) uses HMAC algorithm and Internet protocol security (IPSec) uses HMAC and DES algorithms.  
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Symmetric key cryptography is faster than the Asymmetric cryptography, and requirement of storage memory is less as 
compared to the Asymmetric Key Cryptography. The proposed method not only encrypt the plain text to be transmitted 
but also encrypt the secret key . 

2. PROPOSED SYMMETRIC KEY CRYPTOGRAPHY METHOD 
We have proposed a two level Encryption algorithm which implements Bitwise circular shift operation and folding 
method. This algorithm encrypt the plain text two times to generate the secured ciphered text using bitwise binary 
addition operation. 
   
2.1. ENCRYPTION ALGORITHM 
  
Step 1. Read the plain text. 
  
Step 2. Repeat the following step to encrypt the plain text to first encrypted text. 

a.       Count the length of each Character of the plain text (P) and find the corresponding ASCII value of each 
character 

b.      Add each character ASCII value with the corresponding word length excluding spaces to 
generate the first encrypted text. 

  
Step 3. Take user input of any random number. 
  
Step 4. Repeat the following step to generate the cipher key. 
  

a. Consider Most Significant Digit of  the input number and generate its corresponding 8-bit Binary number and 
count the number of 1 present in it, say n. 

b. n bit Left circular shift the digit. 
c. Store the shifted decimal value in an array. 
d. Read the next bit and follow step 4 until Least Significant Digit is being read. 
e. Insert a negative number at the last of the array 

 
Step 5. Do the following steps to generate the cipher text. 

a. Add all digits of the input number. 
b. If produced result is not a single digit then repeat until a single digit formed. 

i. Add all the digits of produced result. 
c. Add the single digit value with each letter of the first encrypted text including spaces to generate the final cipher 

text. 
Step 6. Send the cipher text, the Cipher key and the negative number to the receiver. 
  
2.2.  DECRYPTION ALGORITHM (BY RECEIVER) 
Step 1. Read the shared negative number and Secret key. 
Step 2. Do the following steps to generate the key from Secret key. 

a. Initially key=0. 
b. Repeat until the shared negative number, indicating end of array is accessed. 

i. Consider the first digit from cipher key; generate its corresponding 8bit binary number   and count number of 1 
present in the binary number, say n. 

ii. n bit Right circular shift the digit. 
iii. Add the shifted decimal value with key and store the result in key. 

c. If generated key is not a single digit then repeat until a single digit formed. 
i. Add all the digits of key and store it in key. 

 

Step 3. Do the following steps to generate the plain text from cipher text. 
a. Read the cipher text and generate the ASCII value of each letter. 
b. Subtract the single digit key from the ASCII value of each letter including spaces to generate   the first decrypted 

text. 
c. Count the length of each word formed in the first decrypted text. 
d. Generate the ASCII value of each letter of the first decrypted text and subtract the   Corresponding word length 

from it. 
Step 4.  Plain text generated. 
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3. ILLUSTRATION OF PROPOSED METHOD 
The proposed encryption and decryption algorithms are illustrated with an example. 
 
3.1. Encryption 
Suppose “Hello! How are you ” is the input plain text. To obtain the secrecy we encrypt the plain text twice. First we 
encrypted the text (excluding the spaces) using a simple addition method on the ASCII Value of each character with 
the length of corresponding word. Then second time encryption has been done by taking a random number as input 
which produce the encryption key using folding method as follows: 
 
Let’s the random  number 462 taken from the user. 
1st round: 4+6+2=12 
2nd round: 1+2=3 
 
Encryption Key: 3 
a. How the plain text is encoded using the encryption key is illustrated as follows: 
Generated Ciphered Text: Tnuux*#Huh#{yk#r~#OJ@#NyvprM?=?; 
 
3.2. Key encryption 
Now to generate the shared link separate each digit of the random number and convert each digit to their 
corresponding binary number. Rotate left each digit according to the number of 1 present in their correspondingbinary 
number and store the number in an array. 
 
Receiver received the ciphered text " Tnuux*#Huh#{yk#r~#OJ@#NyvprM?=?;" and two shared link, one array of the 
circular shifted digits of the taken input number used for 2nd encyption and another one is a non ciphered number to 
specify the end of the array. 
 
3.3. Decryption 
Decryption is the reverse process of encryption to decipher the ciphered text. Receiver first fetch the non ciphered 
number indicating the end of array and then fetch each digit from array and decipher them. Thenreceiver proceed for 
the decryption of the ciphered text as following process. 
  
Decoded number: 462 
Applying folding method generate the decryption key as follows- 
1st round: 4+6+2=12 
2nd round: 1+2=3 
Decryption key: 3 
The process of decoding the fetched ciphered text using the decryption key is illustrated as follows: 
Deciphered text after decryption: 
"Hello! How are you." 

4. CONCLUSION 
The proposed algorithm uses a simple technique to encrypt the plain text, applying a binary addition Operation on the 
character of the plain  text twice. The algorithm is simple to understand and implement. A special attention has given 
to secure the secret key better to say to secure the shared link using a circular bit shifting operation and folding method. 
It is hard to decipher the key and to decrypt the ciphered text without knowing the proper key. Here we work with 
string and 8 bit binary data and focused on symmetric key cryptography technique .the same can be applied on a large 
character code like unicode and large key size (128 bit and 256 bit) to make it more secure. 
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