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ABSTRACT 

In day today life security is most important issue. Biometric detection system is one of those system which is more secure than 
other security system i.e. Password, card etc. This paper introduces advantage of iris and fingerprint recognition system 
because this multi-biometric recognition system also used image processing and liveness detection technique for identifies the 
fake and genuine user. This system not only capable of working with a very good performance under multi-biometric systems, 
but it also provides a very good level of protection against certain non-spoofing attacks (multi-attack).Iris and fingerprint 
detection is an important module in an iris Recognition and fingerprint Recognition system to reduce the risks of being spoofed 
by fake iris and fingerprint patterns and at the sensor input. 
Keywords: Biometric System, Liveness Detection system, Iris and fingerprint recognition 
 
1. INTRODUCTION 
The increasing demands of security in our daily life is most important, biometric recognition has rapidly become a hot 
research topic for its potential values in personal identification because Biometric detection system is one of those 
system which is more secure than other security system i.e. Password, card etc. The meaning of Biometrics is as bio 
means live and metrics means measure. In biometrics system is used measure the part of human body characteristics to 
authenticate the user. And each individual have their own unique characteristics which is not copy or steal by other. 
That’s why biometric system is more secure. Biometric system is divided in to two types: first is Physiological base 
technique and other is Behavior base technique. (1) Physiological based techniques contain facial analysis, fingerprint, 
hand geometry, DNA, retinal analysis, and measure the physiological uniqueness of a person. (2)Behavior based 
techniques contain voice, smell, key stroke, signature, sweat pores analysis and measure behavioral uniqueness [1]. 
Show in fig1. This paper introduces iris n fingerprint recognition system because these two techniques have their own 
uniqueness and characteristics and no one have same iris and fingerprint features. Iris and fingerprint recognition has 
rapidly become a warm research topic for its potential values in individual identification. However, like other 
authentication techniques, iris and fingerprint recognition system is also possibly forged. How to improve the security 
of iris and fingerprint recognition system and how to protect the iris and fingerprint system from illegal attacks become 
critical problems. Biometric recognition systems based on the below  two methods and work in two modes: 
identification mode, there is the system identifies a person incisive a large data base of enrolled for a match; and 
authentication mode there is  the system verifies a individual's claimed verify from his previous enrolled pattern[2]. 
Due to combining of two or more biometrics method in one system it becomes multi-biometric system and the level of 
security is more increases [3]. This paper is on multi-biometrics in this paper there are iris and fingerprint recognition 
this two systems are used and system to become more secure liveness detection and image processing technique is used. 
 
 

 
Figure 1 Types of Biometrics 
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2. IMAGE PROCESSOR 
An image processor does the functions of image acquisition, storage, preprocessing, segmentation, representation, 
recognition and interpretation and finally displays or records the resulting image. The following block diagram gives 
the fundamental sequence involved in an image processing system. 

 
Figure 2   Block Diagram Of Fundamental Sequence Involved In An Image Processing System 

 
As detailed in the diagram, the first step in the process is image acquisition by an imaging sensor in conjunction with a 
digitizer to digitize the image. The next step is the preprocessing step where the image is improved being fed as an 
input to the other processes. Preprocessing typically deals with enhancing, removing noise, isolating regions, etc. 
Segmentation partitions an image into its constituent parts or objects. The output of segmentation is usually raw pixel 
data, which consists of either the boundary of the region or the pixels in the region themselves. Representation is the 
process of transforming the raw pixel data into a form useful for subsequent processing by the computer. Description 
deals with extracting features that are basic in differentiating one class of objects from another. Recognition assigns a 
label to an object based on the information provided by its descriptors. Interpretation involves assigning meaning to an 
ensemble of recognized objects. The knowledge about a problem domain is incorporated into the knowledge base. The 
knowledge base guides the operation of each processing module and also controls the interaction between the modules. 
Not all modules need be necessarily present for a specific function. The composition of the image processing system 
depends on its application. The frame rate of the image processor is normally around 25 frames per second. 
 
3. FINGERPRINT RECOGNITION 
Every fingerprint of each individual is considered to be unique, Even the Twins also have different fingerprint. 
Fingerprint recognition is the most accepted biometric recognition process. Fingerprints have been used from long time 
for identifying persons. Fingerprints consist of ridges and furrows on the surface of a fingerprint. Fingerprints are 
classified into six categories:(a) arch, (b) tented arch, (c) right loop, (d) left loop,(e) whorl, and (f) twin loop as shown 
in following figure 3[1]. 
 
 

 
Figure 3 Different Patterns of Fingerprints [1] 
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A typical fingerprint recognition system having different step which consist of a scanning device, a feature extraction 
part, and a comparison part where an identification/verification result is taken. 
 

 
 

Figure 4 Working Diagram Of Fingerprint Recognition System 
 
 
4. Iris Recognition 
The iris is the colored ring around the pupil of every human being and similar to a snowflake, no two are the same. 
Each one is unique iris. The figure 5 shows what is mean by iris. Iris recognition is a automated method of biometric 
identification which uses mathematical Model recognition techniques on video images of the irises of an individual's 
eyes, whose multifaceted random patterns are single and can be seen from some distance. Iris cameras perform 
detection of a person’s identity. The iris scans process start to get something on film. It combines computer vision, 
statistical inference, pattern recognition and optics. The iris is the colored ring around the pupil of every human being 
and like a snowflake; Each one is unique [1]. 

 
Figure 5 Information About Eye [1]. 

 
5. LIVENESS DETECTION SYSTEM 
A latest liveness detection system for iris and fingerprints is existing. The liveness detection technique presented has 
the extra advantage over previously studied systems of needing just multi-Biometric i.e. iris and fingerprint image (the 
same used for authentication) to make a decision whether it comes from a genuine or fake. Common diagram of the 
liveness detection system presented in this work is as shown in figure 5[4]. 
 

 
 

Figure 6 General Diagram Of The Liveness Detection [1]. 
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Liveness detection methods are typically classified into one of two groups. 
 
    5.1. HARDWARE BASED TECHNIQUES 
Hardware-based techniques which add some additional device to the sensor in order to detect particular properties of a 
living trait (e.g., blood pressure, fingerprint sweat, or specific reflection properties of the 
Eye). 
 
    5.2. SOFTWARE BASED TECHNIQUES 
Software-based techniques in this case the fake feature is detected once the example has been acquired with a standard 
sensor (i.e., features used to differentiate between real and fake uniqueness are extracted from the biometric sample, 
and not from the feature itself )[1]. 

 
6. PROPOSED METHOD 
In the present work we propose a novel software-based multi-biometric and multi-attack protection method which 
targets to overcome part of these limitations through the use of image quality assessment (IQA). It is not only capable 
of operating with a very good performance under different biometric systems (multi-biometric), but it also provides a 
very good level of protection against certain non-spoofing attacks (multi-attack). 
In this paper the Human Finger and Iris images are taken as the input, in which enhancement and recognition can be 
carried out which is not so easy to measure since the internal part was extracted and matched along with the already 
trained database image and the recognized output is shown. And finally the output was classified as genuine and 
imposter (fake) in all biometric systems.  Along with the recognition, image quality assessment parameters are 
implemented. 
 

PROPOSED BLOCK DIAGRAM 

 
Figure 7 Block Diagram Of Multi-Biometrics 

 
7. PROPOSED SYSTEM ADVANTAGES 

1) It presents the typical advantages of this type of approaches: fast, as it only needs one image to detect whether it 
is real or fake. 

2) User-friendly. 
3) Non-intrusive. 
4) Cheap and easy to embed in already functional systems. 
5) The finger veins are unseen structures; it is very difficult to take the finger-vein patterns of an individual 

without their knowledge, therefore offering a high quantity of privacy.  
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6) Second, the use of finger-vein biometrics offers physically powerful ant spoofing capabilities as it can also 
ensure liveness in the presented fingers during the imaging. 

7) It achieves appreciably improved performance over previously proposed approaches the unconstrained finger 
texture imaging with a low-resolution webcam. 

 
8. CONCLUTION 
This paper introduced a novel software-based fake detection method that can be used in Multi-
biometric systems to detect different types of fake access attempts. The objective of the proposed system is to enhance 
the security of biometric recognition system, by adding liveness assessment in a fast, user-friendly, and non-intrusive 
manner, through the use of image quality assessment was achieved.  
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