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ABSTRACT 
From the perspective of data security, which has always been an important aspect of quality of service, Cloud computing 
focuses a new challenging security threats. Therefore, a data security model must solve the most challenges of cloud computing 
security. The proposed data security model provides a single default gateway as a platform. It used to secure sensitive user data 
across multiple public and private cloud applications, including salesforce, Chatter, Gmail, and Amazon Web Services, without 
influencing functionality or performance. In our paper we proposed the data security model doing that the person authorized 
third parties, if he wants to enter the data in the cloud illegally, will face multiple aspects of security, electronic signature first, 
the second  hiding this signature in digital file image, thirdly   encryption  the data storage in clouding computing stage 
byusing Multiprime PublicKey method .  
Keywords:- Cryptography, Steganography, LSB, LSB, Multi Prime , RSA Encryption –Decryption 
1. Introduction 
Cloud is a computing model that refers to both the applications derived as services over the Internet, the hardware and 
system software in the datacenters that provide those services. Cloud Computing is treated as the high potential 
paradigm used for deployment of applications on Internet. This concept also explains the applications that are broaden 
to be accessible through the Internet. Cloud applications use large data centers and effective servers that host web 
applications and services[1]. The success of modern day technologies highly depends on its effectiveness of the world’s 
norms, its ease of use by end users and most importantly its degree of information security and control. Cloud 
computing is a new and emerging information technology that changes the way IT architectural solutions are put 
forward by means of moving towards the theme of virtualization: of data storage, of local networks (infrastructure) as 
well as software[2]. 
The cloud provides many options for the everyday computer user as well as large and small businesses. It opens up the 
world of computing to a broader range of uses and increases the ease of use by giving access through any internet 
connection. However, with this increased ease also come drawbacks. You have less control over who has access to your 
information and little to no knowledge of where it is stored. You also must be aware of the security risks of having data 
stored on the cloud. The cloud is a big target for malicious individuals and may have disadvantages because it can be 
accessed through an unsecured internet connection. If you are considering using the cloud, be certain that you identify 
what information you will be putting out in the cloud, who will have access to that information, and what you will need 
to make sure it is protected. Additionally, know your options in terms of what type of cloud will be best for your needs, 
what type of provider will be most useful to you, and what the reputation and responsibilities of the providers you are 
considering are before you sign up. 
In cloud, the stored documents and the applications can be accessed from anywhere in the world. So many of the users 
can access the resources in cloud systems. The resources are provided as a service to the user such as SAAS(software as 
a service) where the internet based applications are offered as a service, PAAS(Platform as a service) where the 
platforms are used to design, deploy and test the applications, IAAS(Infrastructure as a service) where the servers, 
storage systems, datacenter are provided for storage. These service models are referred to as SPI models.The resources 
provided in the cloud may shrink down and wrap up depending on the needs of the customers. In cloud there exists a 
legal agreement between the customer and the cloud service provider known as service level agreement (SLA).Cloud 
computing is flexible, cost-effective and it also increases the efficiency of computing. Based on the services available in 
the cloud, the architecture of the cloud may vary[3], the following figure illustrated Cloud data storage architecture[4] . 

 
Figure 1:  Cloud Data Storage Architecture 
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2. Proposed Security Model for Cloud Computing 
Many decision makers believe that Cloud is untrusted and it is likely to exposeorganizations to several unknown risks. 
However, only few understand such risks and how to treat them to make the most out of the Cloud without failing into 
its weaknesses. 
In this paper, we proposed system model consist  multi-level of security first, the system check digitalsignature of the 
person how enter to storage data in Cloud, second, hiding the digital signature in digital Image by using Least 
Significant Bits (2-LSB) , third, encryption the data by using public-key cipher type RSA with multi prime, Theblock 
diagram below detail main steps of proposed system, the following steps illustrated the main steps of proposed security 
system model. 

 
Figure2:Block Diagram of Proposed System 

2.1 RSA Signature Algorithm[5] 
1. Alice chooses secret odd primes p,q and computes n=pq. 
2. Alice chooses e A with gcd(e A,Φ(n))=1.  
3. Alice computes d A = (e A)-1 mod Φ(n).  
4. Alice’s signature is y = (m) dA mod n. 
5. The signed message is (m, y).  
6. Bob can verify the signature by calculating 
z = (y) eA mod n (the signature is valid iff m=z). 

2.2 Least Significant Bits (2-LSB)[6],[7] 
Extract RGB components of pixel intensity values of message and the cover image if 24 bit color images are to be used 
else for a grayscale image every byte is the intensity of every pixel. In case text message is to be embedded, then their 
ASCII codes have to be considered. The procedure given below is by considering 24 bit color images. Take the 
successive R, G, and B component values of pixels and convert them into array of values for messages and the cover 
image. Convert every decimal value into 8 bit binary equivalent for cover and message images. Every message bit is 
embedded into LSB’s of the cover image after processing. The following steps describe the details of 2-least significant 
bitssteganography, in order to conceal secret messages and digital signaturesinside cover images. 

1. Calculate the public , private keys of the sender to the digitalsignature. 
2. Calculate the public , private keys of the receiver to thedigital signature. 
3. Encrypt the digital signature (decimal number) by using theprivate key of the sender and the public key of the 

receiver. 
4. Input the password message and convert each character to a decimalnumber (ASCII code). 
5. Calculate the public and private keys of the RSA algorithm. 
6. Encrypt the secret message (decimal number) by using thepublic key. 
1. 7.Combine the stream binary bits of the digital signature and thesecret message. 
2. 8.Read the cover image. 
3. 9.Use two adjacent pixels to hide one character (decimal number). 
4. 10.Convert the colours value of cover image ( red, green, blue ) to a stream of binary bits each value (8 bits) . 

Test: 
first pixels ( red = (130)10 = (10000010)2 ), ( green = (180)10 = (10110100)2 ) 
( blue = (90)10 = (01011010)2 ) 
second pixels ( red = (137)10 = (10001001)2 ), ( green = (178)10 = (10110010)2 ) 
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( blue = (94)10 = (01011110)2 ) 
11.Put zero in the 2-LSB in each colour value. 
Test: 

first pixels ( red = (130)10 = (10000000)2 ) 
( green = (180)10 = (10110100)2 ), ( blue = (90)10 = (01011000)2 ) 
second pixels ( red = (137)10 = (10001000)2 ) , ( green = (178)10 = (10110000)2 ) 
( blue = (94)10 = (01011100)2 ) 

12. Part the stream binary of each character to 6 parts each oneconsists of 2-bits, 3 parts for one pixel . 
Test: 
character after encryption (326)10 = (00 01 01 00 01 10)2 
13. Add the secret text (digital signature and message) to the cover 
image by applying OR operation. 
Test: 
redgreen blue 
10000000 10110100 01011000 
OR operation 10 01 00 
-------------- ------------- -------------- 
10000010 10110101 01011000 
 
red green blue 
10001000 10110000 01011100 
OR operation0101 00 
-------------- --------------- --------------- 
1000100110110001 01011100 
14.Convert the stream of binary bits after applying OR operation todecimal numbers. 
First pixel ( red = 130, green = 181, blue = 88 ) 
Second pixel ( red = 137, green = 177, blue = 92 ) 
15. Save the stego image. 
2.3  Multi- Prime  RSA Algorithm[8],[9],[10] 
Multi-prime RSA is an isolated version of RSA cryptosystem. In Multi-prime the modulus consists of more than two 
prime numbers and the decryption will be speed-up by using Chinese remainder theorem. Multi-prime RSA is 
composed of three phases 
i. Key Generation  

ii. ii)Encryption 
iii. Decryption  
F For any integer, r>= 2, r-prime RSA consists of the following three algorithms. Key Generation: 
Let N be the product of r, randomly chosen distinct primes p1…..pr . Compute Euler's Totient function of N:φ(N) 

Choose an integer e,  
 

Encryption: 
For any message M € ZN, the cipher text is computed as C ≡ m e mod N. 
Decryption:  
Decryption is done using the Chinese remainder theorem.  
Let di ≡d mod (pi-1). To decrypt the cipher text C, one can first computes 
Mi≡ Cdi mod pi for each i, 1<= i<=r, then combines the Mi 's 
using the CRT to obtain M ≡C d mod N. 
Example for Multi Prime  RSA 
a. Let us choose an integer r as 15,such that 15>=2. 
b.Let N be the product of randomly chosen prime numbers as 2,3,5,7,11 and 13.So we get N as 30030 
c.The Euler’s totient function is computed such that φ(N)=5760 
d.Choose e, such that e is not a factor of 5460 
5460=2*2*2*2*2*2*2*2*3*5 
So e can be either 7 or 11 or 13…., Let it be 7 
e.Compute d such that ed≡l mod φ(N), d= 823 
Public key(30030,7), Private key(30030,823) 
f.Encryption: 
If the message is M, then the value of the message M<N.Let us choose M=5 
C ≡ me mod N, C ≡ 57 mod 30030,C=18065 
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g.Decryption: 
By using chinese remainder theorem we combine Mi. After that we find M. 
M ≡Cd mod N, M ≡18065823 mod 30030, M=5. 
3. Conclusion  
Security is the major concern in all the emerging technology because users often work with sensitive data. The 
federated cloud computing is an emerging technology, but to better use of technology we need to block the security 
holes,to achieve this we implemented this technique. Encryption with multi-level of security  plays a vital tool in 
preventing threats to preserve the data integrity. In this paper, we proposed security system model depended on 
electronic signature which are an effective mechanism used for authenticity and non-repudiation of messages and may 
be expanded to be used as digital pseudonyms which would prevent authorities from figuring out a sender’s identity, for 
example by cross-matching, hiding the signature and encryption the storage data by using A highly reliable encryption 
system multi-prime RSA encryption system which is an NP-complete combinatorial problem that is strongly believed to 
be computationally difficult to solve in general.In future, we will try to concentrate on more confidentiality issues in 
federated cloud computing. 
References 
[1] VenkataSravan Kumar MaddineniShivashankerRagi, "  Security Techniques for Protecting Data in Cloud 

Computing", Master Thesis Electrical Engineering November 2011, School of Computing at Blekinge Institute of 
Technology. 

[2] Maha TEBAA, Saïd EL HAJJI, Abdellatif EL GHAZI," Homomorphic Encryption Applied to the Cloud 
Computing Security ",  Proceedings of the World Congress on Engineering 2012 Vol I WCE 2012, July 4 - 6, 
2012, London, U.K. 

[3] Anil Kumar, Rohini Sharma," A Secure Image Steganography Based on RSA Algorithm and Hash-LSB 
Technique",International Journal of Advanced Research in Computer Science and Software Engineering 3(7), 
July - 2013, pp. 363-372. 

[4] Dr.S.Bhargavi1, Anughna.N., Swetha.T.N,"An Efficient Steganography Method for  Generating Stego Image  
Based on RSA Algorithm and Hash LSB Technique", International Journal of Research In Science & 
Engineering ,Volume: 1 Special Issue: 2. 

[5] Varsha, Dr. Rajender Singh Chhillar, "Data Hiding Using Steganography and Cryptography", IJCSMC, Vol. 
4, Issue. 4, April 2015, pg.802 – 805. 

[6] FadhilSalman  Abed ,Nada Abdul Aziz Mustafa,” Design and Implementation proposed Encoding and Hiding 
Text in an Image”, University of Sulaimani, Ms.c Thesis, 2010. 

[7] HoomanGhalambor,"Cloud ComputingSecurity", International Journal of advanced Research in Computer 
Science and Software Engineering, Volume 5, Issue 7, July 2015. 

[8] A. E.Mustafa ,A.M.F.ElGamal, M.E.ElAlmi , Ahmed.BD "A Proposed Algorithm For teganography In Digital 
Image Based on Least Significant Bit", Research Journal Specific Education Faculty of Specific Education 
Mansoura University Issue No. 21, April. 2011. 

[9] Suganya .N, N.Boopal M.E , Naveena .M," Implementing Multiprime RSA Algorithm to  Enhance the Data 
Security in Cloud Computing " International Journal of Innovative Research in Science, Engineering and 
Technology, Vol. 4, Issue 1, January 2015. 

[10]  Alowolodu O.D, Alese B.K, Adetunmbi A.O., Adewale O.S ,Ogundele O.S.,"  Elliptic Curve Cryptography for 
Securing Cloud Computing Applications", International Journal of Computer Applications (0975 – 8887) 
Volume 66– No.23, March 2013. 

AUTHOR 

 
 
 
 
 
 
 
 
 


