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ABSTRACT 
Cloud computing provides a more cost effective environment to outsource storage computation. Many enterprises need to store 
and operate huge amount of data. Cloud provides many features such as application server, web application but our focus is 
only on the data storage. How to manage such a huge data in cloud is a big issue. To make data management elastic in cloud 
computing de-duplication technique is used. Data de-duplication is a compression technique that improves storage efficiency by 
eliminating redundant data. In this approach we have proposed a de-duplication technique which is different from traditional 
de-duplication system. In this system, user’s privileges are also checked. Again in this model of file-level de-duplication we are 
applying algorithm that makes de-duplication more efficient. In this approach we also focus on the confidentiality of sensitive 
data in support of de-duplication. We are proposing a Hybrid cloud approach. In Hybrid cloud approach two cloud are 
maintained, public cloud and a private cloud.  A private cloud is working as an interface between user and public cloud. Private 
cloud provides a set of private key to the user. We also presented several new de-duplication constructions supporting 
authorized duplicate check in hybrid cloud architecture. 

1. INTRODUCTION 
Cloud computing is the delivery of computing services over the Internet. Cloud services allow individuals and 
businesses to use software and hardware that are managed by third parties at remote locations. Examples of cloud 
services include online file storage, social networking sites, webmail, and online business applications. The cloud 
computing model allows access to information and computer resources from anywhere that a network connection is 
available. Cloud computing  provides a shared pool of resources, including data storage space, networks,  computer 
processing power, and specialized corporate and user applications. People and organizations buy or lease storage 
capacity from the providers to store user, organization, or application data. Cloud storage is gaining popularity in 
recent years. But the vital issue with cloud is to manage the ever increasing volume of data. To resolve this issue de-
duplication technique is used. 
Data de-duplication is one of the emerging technologies in storage right now because it enables companies to save a lot 
of money on storage costs .Data de-duplication is a method of reducing storage needs by eliminating redundant data. 
Only one unique instance of the data is actually retained on storage media, such as disk or tape. Redundant data is 
replaced with a pointer to the unique data copy. For example, a typical email system might contain 100 instances of the 
same one megabyte (MB) file attachment. If the email platform is backed up or archived, all 100 instances are saved, 
requiring 100 MB storage space. With data de-duplication, only one instance of the attachment is actually stored; each 
subsequent instance is just referenced back to the one saved copy. In this example, a 100 MB storage demand could be 
reduced to only one MB. 
The primary benefit of de-duplication is that it greatly reduces storage capacity requirements. This drives several other 
advantages as well, including lower power consumption, lower cooling requirements, longer disk-based retention of 
data (faster recoveries), and with some vendors simplified disaster recovery (DR) via optimized replication. 

2. LITERATURE REVIEW  
Clouds are large pools of easily usable and reachable resources. In cloud all resources connected virtually to create 
single system image. These resources can be dynamically reconfigured to adjust to a flexible load (scale), allowing 
optimum resource utilization. Cloud storage refers to scalable and elastic storage capabilities that are delivered as a 
service using Internet technologies with elastic provisioning and use based pricing that does not penalize users for 
changing their storage consumption without notice. Two cloud approaches is suggested for data security and privacy of 
the users in cloud [1,2,3,4]. 
Many author has presented a family of RBAC models in which permissions are associated with roles, and users are 
made members of appropriate roles. This greatly simplifies management of permissions. Roles are closely related to the 

Cloud based Hybrid Model for Authorized De-
duplication 

 
1Miss Prachi D. Thakar, Dr. D.G.Harkut2 

 
1M.E.  (C.E.) II Year, Prof.Ram Meghe College of Engineering and Management, Amravati, India 

 
2Department of Computer Science and Engineering,  

Prof.Ram Meghe College of Engineering and Management, Amravati, India 
 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org 

Volume 4, Issue 5, May 2015              ISSN 2319 - 4847 
 

Volume 4, Issue 5, May 2015                                                                                                 Page 71 

concept of user groups in access control. However, a role brings together a set of users on one side and a set of 
permissions on the other, whereas user groups are typically defined as a set of users only [5]. 
For reclaiming the space for further use different file system has been proposed [6,7,8,9].Many authors has discussed 
about the encryption technique that can be apply to secure the user data and also on the privacy of user. For 
authorization of a user on a particular file many protocol has been derived. Again the combination of different protocol 
for proving the user’s identity are also discus[10,11,12,13,14,15]. 
The benefits and overhead of de-duplication are investigated [16].[ 17] discuss about de-duplication for mobile web 
.De-duplication approach that reduces the storage capacity needed to store data or the data has to be transfer on the 
network  [18]. A low-cost multi-stage parallel de-duplication solution has been proposed. The key idea is to separate 
duplicate detection from the actual storage backup instead of using inline de-duplication, and partition global index and 
detection requests among machines using fingerprint values. Then each machine conducts duplicate detection partition 
by partition independently with minimal memory usage [19] . ] Design and implement of RevDedup is discussed. 
RevDedup is an efficient hybrid inline and out-of-line de-duplication system for backup storage [20]. A multi-level 
selective de-duplication scheme which integrates inner-VM and cross-VM duplicate elimination under a stringent 
resource requirement has been proposed. This scheme uses popular common data to facilitate fingerprint comparison 
while reducing the cost and it strikes a balance between local and global de-duplication to increase parallelism and 
improve reliability [21]. Four different strategies of de-duplication are specified depending on weather de-duplication 
happen at client-side or server side, or de-duplication is file level or block level. Author discuss about the proof-of-
ownership protocol, shortcomings of proof-of-ownership protocol. Author presents a novel scheme for secure P-O-W 
which overcomes the drawbacks of P-O-W protocol. Author present three schemes which are different from each other 
in terms of security and performance .Then again there is a comparison between the third scheme and the solution [22]. 
Identification of  different type of data de-duplication strategies such as inter user, intra user and also discussion  about 
some attack that may be happen while de-duplication is done. Author propose a two phase de-duplication approach 
which combines the inter and intra user de-duplication by introducing de-duplication proxies. This de-duplication 
proxy is between the client and the storage server. The intra user de-duplication is done between the client and the 
respective proxies while the inter user de-duplication is done between the proxies and the storage server [23]. Author 
differentiates the data according to their popularity for secure data de-duplication. The unpopular data is consider as 
sensitive and given semantic security and the popular data that is used by many user is consider less sensitive so given 
weaker security and better storage. A multi layered cryptosystem has been proposed[24].  Client-side de-duplication is 
discussed .In client-side de-duplication if a client want to upload any file on the server then it first send the hash value 
of the file to the server and the server check whether it is present or not, if present the it inform the client that there is 
no need to store the file, otherwise it store the file .But the client-side de-duplication introduces an problem. In both the 
cases the server marks the client as the owner of the file and at that point there is no difference between the owner and 
the client. Again if any person got the hash values that he/she can access that file. To overcome such problem proof-of-
ownership is introduced. In this the owner has to prove to the server that he is the actual owner of that file without 
sending the actual file. A streaming protocol is introduced [25].The contradiction between the de-duplication and 
encryption is discussed [26]. De-duplication technique for private data storage is introduced. Here the client has to 
prove his identity by using proof-of-ownership protocol. A client who holds the private data proves the server that 
he/she is holding private data by just giving summary string of the file,  and not reveling the entire file. This private 
data de-duplication protocol is secure in simulation based framework [27]. A new concept called as Dekey, in which 
there is no need for key management has been proposed .There is secure distribution of convergent key shares across 
multiple servers [28]. A de-duplication system for VM disk image backup in virtualization model is design. De-
duplication is useful for space storage but it also introduce fragmentation. To reduce this revDedup a de-duplication 
system removes duplicate from old data and not from the new. If in de-duplication some repeated content are present 
then the old one is replaced by the new one [29]. A new model Dupless is proposed, in which there is a group of 
affiliated clients encrypt there data with the help of key server, a server which is different from the storage server [30]. 
Cross-user de-duplication is introduce .They demonstrate that de-duplication can be a channel of privacy leakage in 
cross user de-duplication .It can be used as a side channel that reveal information of the file. They have three solutions 
on this issue. The first solution is stop encryption in cross user de-duplication , second is to perform de-duplication at 
server side and the third solution is to provide some random threshold  for every file and perform de-duplication if and 
only if the number of copies of the file exceed the given threshold [31] Approach for client-side de-duplication of 
encrypted file in cloud storage by taking a reference of POW is discussed .They enhanced and generalized the 
convergent encryption method. The proposed scheme protects data confidentiality against both the outside adversaries 
and honest-but-curious cloud server. This scheme allows a bounded amount one-time leakage of target file before it 
starts to execute as compared to POW [32]. Reverse de-duplication is introduce. In reverse de-duplication the newer 
data is written contiguously and old data segment that share chunks with the newer segment will reference those 
chunks [33]. Live de-duplication file system is introduced which enables de-duplication storage of VM images in an 
open source cloud. This file system allows general I/O operation such as read, write, modify and delete, while enabling 
in-line de-duplication. It mainly target for VM image storage [34]. An in-network de-duplication is proposed for 
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storage aware software defined network for the efficient handling of data and to reduce the overhead of network 
transmission [35]. 
Different algorithm has been suggested to find out the duplicate record in the database [36]. Many author focus on the 
archival data. This approach adopt write-once policy which prevent the accidental destruction of data. This model also 
has the ability to coalesce duplicate copies of block [37].To improve the performance of de-duplication elastic aware 
algorithm is proposed[38]. 
2. 1 Motivation behind identified problem 
Cloud storage services are becoming very popular now a day. Cloud provides a better way of storage with efficient cost. 
Cloud has many features such as web services, application servers, hosted instances, virtualization, terminal services 
.This features provided by cloud attracting the researchers to do something new to make cloud more efficient and more 
powerful. 
Many people are using cloud as a storage server .As the number of users increases more space is required .So the issue 
with the cloud is to manage such a  huge amount of data. In order to manage data, different techniques have been 
introduced. De-duplication technique is used for the management of data. Although, de-duplication has many 
advantages but it has some security issues and design issues. This motivates us to propose a model which manage the 
security issues of de-duplication and provide authorized de-duplication in cloud. 

3.PROBLEM FORMULATION 
This section addresses the point of formulating the problem. Initially this section is describing different issues in Cloud 
computing and how to overcome it through authorized de-duplication, in the recent past has gained lot of attention 
from the research fraternity and after that the process through which the present work has tried to achieve the defined 
problems will be specified. 

• Cloud computing provides seemingly unlimited “virtualized” resources to users as services across the whole 
Internet, while hiding platform and implementation details. 

• Today’s cloud service providers offer both highly available storage and massively parallel computing resources at 
relatively low costs. 

• As cloud computing becomes prevalent, an increasing amount of data is being stored in the cloud and shared by 
users with specified privileges, which define the access rights of the stored data. 

• One critical challenge of cloud storage services is the management of the ever-increasing volume of data. 
• To make data management scalable in cloud computing, de-duplication has been a well-known technique and has 

attracted more and more attention recently. 
• Data de-duplication is a specialized data compression technique for eliminating duplicate copies of repeating data 

in storage. 
• Instead of keeping multiple data copies with the same content, de-duplication eliminates redundant data by keeping 

only one physical copy and referring other redundant data to that copy. 
• To allow only authorized person to upload or download there documents and also to prevent the leaking of 

document information  authorized de-duplication is required ,means only the authorized person can be allow for 
the duplicate check. 

• This is done by giving the access privileges to the user by the owner of the file. In another word, the goal of the 
adversary is to retrieve and recover the files that do not belong to them. 

4.Proposed Approach 
In our proposed approach we are considering college as a client. We are considering three types of files in our 
implementation. The file types are doc. file, txt files and pdf files. Many authors have proposed different techniques for 
data de-duplication as discussed in chapter 2. As discussed in the chapter 3 there is a need of data de-duplication for 
saving huge amount of space. In this section we are introducing our proposed approach which is somewhat different 
from the previous approaches.  
We proposed a model that can protect the data by including differential privileges of users in the duplicate check. The 
owner of the file decides what privileges should give to other user who wants to access that file. In our proposed model 
we can protect sensitive data by using the hybrid cloud concept. In hybrid cloud there are two clouds one private and 
one public. The client has to first interact with the private cloud. All the duplicate check and key distribution is done on 
private cloud only. In our proposed model system generated key is used, so the privacy is preserved. The public cloud is 
used for only storage purpose. The diagrammatic view of our proposed approach is given below. 
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Figure 1 Proposed approach Diagrammatic view 

In our proposed approach the public cloud is a centralized database. The purpose of the public cloud is only to store the 
file. In the private cloud there are multiple colleges’ private data such as access privileges of the user. The de-
duplication checking is done on the private cloud only. The user is sending a plain text that the simple file. The 
encryption of the file is done on the private cloud. For encrypting the file key is required, that key generation is done on 
private cloud. The file gets stored in the encrypted form in the public cloud. 
4.1 WORKING OF PROPOSED APPROACH  
Flowchart for the proposed approach is shown in Figure. This flowchart helps in visualization of the stepwise working 
of the proposed approach. Flowchart represents the process of file de-duplication. The flowchart is categorized into two 
parts modules and internal working. The figure 4.2 describes the different modules and what are the different activities 
perform by these modules and different component of these modules. 
The figure 4.3 describes the internal working of the model, how de-duplication is done. The cloud administrator has the 
functionality of activating the college account that means to provide the space on the public cloud. Again the authority 
of deactivating the college account is given to the cloud administrator. The college administrator send request to the 
cloud administrator for space, the cloud administrator approves the request and after that the cloud administrator’s 
function is over.  
The member involve in this module is college, college staff, college pass out students and the college present students. 
The college administrator will register the specified branch of the college and after that the college administrator will 
register the staff member of the college with some basic information. After the staff registration, the individual staff 
will fill its personal information and they can change their password. The authority of uploading the document to the 
public cloud is given to the college administrator, college staff and the pass out students of the college. The 
downloading authority for some specific file is depending upon the owner of the file. The owner of the file will specifies 
the access privileges to a particular file as well as the de-duplication permission. If a particular file owner has decided 
not to give anybody the de-duplication permission for a particular file then the file will get stored. By doing this we are 
maintaining the privacy of the user.  
The checking of de-duplication is done during the uploading of document. In our module we are considering only three 
types of files, doc file, txt file and the pdf file.  

 
Figure 2 Modules of our model 
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Figure 3 Internal Working of our model 

5.EXPERIMENTAL RESULT AND EVALUATION 
In this section we discus one example to show that how our work is implemented .After that we compare the evaluation 
parameter of our proposed approach with existing approach. 
Consider a college has a private cloud. Consider a user of that college who has uploaded right to the public cloud wants 
to upload a word file. First the file gets divided into pages and after that a hash key is generated per page. That hash 
key get stored on to the private cloud of the college. After the encryption of the file is done using AES algorithm on to 
the private cloud and then the file get stored to the public cloud. 
If another user want to upload the same document with some minor changes ,consider 2 or 3 pages then hash key is 
generated for only that 2 or 3 pages. The hash key is generated from the content of that file. And it will get shown on 
the partial duplicate document section. 
5.1 Evaluation  

Table 1 : Evaluation Parameter Comparison 

Parameter Proposed Approach Two-phase de-
duplication 

Multi-layered 
cryptosystem 
 

Space 
Partial de-duplication in 
file-level means more 
space saving 

Simple File-level de-
duplication is provided Not implemented 

Security Authorized de-duplication Inter-user de-duplication 
is less secure 

Provide more privacy to 
user who owns unpopular 
file while privacy 
degraded for users with 
popular files. 

Bandwidth If the file is duplicate then 
it will not get uploaded 

In intra user bandwidth 
saving ,in inter user more 
bandwidth saving 

Not implemented 

Computational Overhead Using AES algorithm for 
encryption & decryption Not implemented 

overhead is caused by 
convergent and 
symmetric encryption 

6. CONCLUSION AND FUTURE SCOPE 
6.1 Conclusion 
This work describes,   

• The existing literature on data de-duplication techniques and hybrid cloud concepts from previous literature is 
analyzed and studied for formulating the proposed approach. 

• Proposed work is based on hybrid cloud model. 
• Hybrid cloud model is developed to avoid duplicate document uploaded on public cloud. 
• It provides secure cloud servers where organization’s access privileges as well as secrete keys are stored. 
• Authorized de-duplication is done by providing the access permission and de-duplication permission. 
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• The encryption and decryption of the document is done using AES algorithm. 
6.2 Future Scope  
Everyone is talking about the benefits of storing data to the cloud for sharing information among friends, to simplify 
moving data between different mobile devices, and for small businesses to back up and provide disaster recovery 
capabilities. But how to manage massive amounts of data in enterprise data centers. De-duplication is becoming the 
emerging technique for managing such a huge amount of data. The proposed work provides space saving as well as 
security to the data, but still there are various aspects which need to be address in future. 

• Proposed work addresses only three types of file txt file, doc file and pdf file, we can extend this work for different 
types of file such as image and sound files and video files in future. 

• We can also apply some searching technique that speed-up the operation by separating the hash key according to 
the file type. 
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