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ABSTRACT 
In the present scenario security in wireless cellular networks plays a key role in protecting cellular data, conduct monetary 
transactions and send text messages. In the wireless cellular networks there are many security threats and risks associated. The 
present paper will throw light towards the basic features of wireless cellular technology, threats which come along with the 
package and their solutions. Also, the security features of the Wireless Application Protocol (WAP) used to access the Internet 
will be discussed. The paper will go over some new security mechanisms that have been proposed by researchers 
Keywords: - Data Encryption, Information Security, Protocol, Flow Visor, Wireless Mobile Networks. 

I. INTRODUCTION 
We live in a world where there is constant change in technology. Security in wireless cellular networks determines the 
system to manage, protect and distribute sensitive information in a secure way. Cellular Communication has become an 
important part of our daily life. Besides using cell phones for voice communication, we are now able to access the 
Internet, conduct monetary transactions, send text messages etc. using our cell phones, and new services continue to be 
added. However, the wireless medium has certain limitations over the wired medium such as open access, limited 
bandwidth and systems complexity. These limitations make it difficult although possible to provide security features 
such as authentication, integrity and confidentiality [2]. The current generation of 3G and 4G networks have a packet 
switched core which is connected to external networks such as the Internet making it vulnerable to new types of attacks 
such as denial of service, viruses, worms etc. that have been used against the Internet. 

II. THE CELLULAR NETWORK TECHNICAL OVERVIEW 

One of the most interesting things about a cell phone is that it is actually a radio -- an extremely sophisticated radio, but 
a radio nonetheless. The telephone was invented by Alexander Graham Bell in 1876, and wireless communication can 
trace its roots to the invention of the radio by Nikolai Tesla in the 1880s (formally presented in 1894 by a young Italian 
named Guglielmo Marconi. It was only natural that these two great technologies would eventually be combined [1]. A 
cell-phone carrier typically gets 832radio frequencies to use in a city. Each cell phone uses two frequencies per call -- a 
duplex channel -- so there are typically 395voice channels per carrier. (The other 42 frequencies are used for control 
channels -- more on this on the next page.)Therefore, each cell has about 56 voice channels available. In other words, 
in any cell, 56 people can be talking on cell phones. With digital transmission methods, the number of available 
channels increases. For example, a TDMA-based digital system can carry three times as many calls as an analog 
system, so each cell has about 168 channels available [5]. 

III. CELLPHONES AND ITS KINDS 
There are several kinds of cell phones, each one having its own security profile. Firstly you need know the kind of 
cellphone you use, to understand the security of your cell phone. 
 A. Analog Cell Phones 
Analog Cell Phones, also called AMPS. These were developed and deployed in 1970s and 1980s respectively and are 
the oldest cellular telephones which are still in usage. Voice is transmitted as an analog signal avoiding encryption of 
scrambling. So, they can be eavesdropped upon using handheld scanners which are sold at places like Radio Shack. 
Analog systems are still in wide usage in US in general and rural areas in particular. They do have certain backdrops 
like low battery life, poor quality of sound, on top of these service providers charge more on its usage all thes 
e reasons put together made their sales come down. However, it has the best coverage nation-wide but then it is fast 
changing [4]. (Note: many “dual-mode” digital phones support have analog for roaming in remote areas; roaming fees 
are sometimes included in a one’s monthly plan, but other times they are extra.) 
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B. Global System Mobile  
GSM (Global System Mobile, recently renamed Global System for Mobile Communications) is the cell phone system is 
the most popular and has many users in the world, and increasingly by carriers in the United States. It is standard 
developed by European Telecommunications Standards Institutive (ETSI) to describe protocols for 2G network. 
Account number and other information of the user are present in the "chip" that is built in the GSM phone [7]. Digital, 
encrypted communication is used between GSM and base station.  Voice is decrypted at base station and sent over the 
telephone network. GSM phones provide more privacy compared to analog ones, they can still be eavesdropped upon by 
the cellular telephone company, the government, or any organization or a person who has access to the telephone 
network’s switching equipment. The GSM encryption algorithm (called A5) can also be easily cracked by attackers. It 
has over 90% market share and is available in 219 countries. 
C. Time Division Multiple Access 
TDMA (Time Division Multiple Access) it is a channel access method for shared medium networks. It is commonly 
referred as 'digital AMPS' in US.it allows several users to share the same frequency channel by dividing the signal into 
different time slots.  AT&T in the 1990s deployed TDMA wherein telephones had a “voice privacy” or “voice security” 
setting which enables encoding of information or messages i.e. encryption, but the problem is your phone does not work 
with AT&T’s network once we turn this feature on, because AT&T cannot enable the encryption feature in their base 
stations, that makes TDMA phones eavesdropped by digital scanners and “soft radios” [9]. These phones are rarely 
used nowadays. AT&T is migrating its network to GSM so all the AT&T users are running GSM presently. The frame 
structure is as shown in the blow figure 1. 

 
Figure1: frame Structure. 

D. Code Division Multiple Access 
CDMA (Code Division Multiple Access) Qualcomm developed it and later it was deployed by Sprint PCS and by 
Verizon. CDMA telephone can be wiretapped on the provider’s network. Sprint part of Sprint/Nextel and Verizon use 
CDMA presently [6]. This allows several users to share a band of same frequencies. CDMA is used as access method in 
many mobile phone standards such as CDMA one, CDMA2000. The TDMA frame is as shown in below figure 2. 
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Figure2: TDMA Frame 

E. Integrated Digital Enhanced Network 
iDEN (Integrated Digital Enhanced Network) for multiplexing fleet radio systems Motorola developed this technology 
in the 1980s. Fleet Call adopted this technology which renamed itself Nextel. It not only provides digital telephone 
communications but also provides iDEN having a feature named "push-to-talk" that allows the units to be used as if 
they were a walkie-talkie. Nextel part of the Sprint/Nextel network uses it today. 

IV. GENERATIONS OF CELLULAR NETWORKS 
The evolution of cellular communications network is commonly known by 1G, 2G, 3G and 4G.Cellular Networks have 
been around since the 1980s. The generations of cellular network is as shown in below figure 3. 

 

                                                  Figure3: Generations of Cellular Networks. 
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A. First generation (1G)  

These are analog telecommunication standards introduced in the 1980s were the first cellular networks which have a 
maximum voice transmitting speed of about 9.6 kbps max. It is known by different names in different places 

Advanced Mobile Phone System (AMPS)   - US. Nordic Mobile Telephony (NMT)   - EUROPE (Nordic countries, 
Switzerland, Netherlands, Eastern Europe and Russia), Total Access Communications System (TACS) - Germany, 
Portugal, South Africa. RTMI – Italy. In Japan there were multiple systems. Analog modulation are used to transmit 
data by both the technologies 

B. Second generation (2G) 

2G cellular telecom networks were commercially launched on GSM standards in Finland in 1991 cellular networks also 
known as personal communication services (PCS).Three primary benefits of 2G networks over their predecessors were 
that 

• conversations were digitally encrypted 

• 2G systems were significantly more efficient on spectrum allowing for far greater mobile phone penetration levels 

• 2G  provided services like SMS,MMS all are digitally encrypted 

 Various 2G technologies have been deployed around the world. 

Code Division Multiple Access (CDMA). Digital AMPS (D-AMPS) have been deployed in the US. Global System for 
mobile communication (GSM) has been deployed in Europe and USA. Personal Digital Cellular (PDC) has been 
deployed in Japan. 

C. 2G And 2.5G  

GSM is the most widely adopted 2G technologies in the world. Presently 197 countries are subscribing it but it started 
in Europe. Its specifications were completed in 1990 and deployed in 1992. 2G/2.5G will soon be replaced by 3G. 
Interested readers are encouraged to look at [Imai05] for more details. The data services which are provided by 2.5G 
extension. 

Wireless Application Protocol (WAP): Since one of the most important services provided by 3G systems is access to 
the Internet, it is important to understand the security mechanisms of the protocol used to access the Internet. WAP is 
an open specification which enables mobile users to access the Internet. This protocol is independent of the underlying 
network e.g. WCDMA, CMDA 2000 etc and also independent of the underlying operating system e.g. Windows CE, 
PALM OS etc. The first generation is known as WAP1 which was released in 1998. WAP1 assumes that the mobile 
devices are low on power and other resources. And therefore the devices can be simple while sharing the security 
responsibilities with the gateway devices. The second generation is known as WAP2 and was released in 2002. WAP2 
assumes that the mobile devices are powerful and can therefore directly communicate with the servers. The 2.5G 
extension to this technology can be divided into two techniques. 1xEV-DV uses one radio frequency channel for data 
and voice, whereas 1xEV-DO uses separate channels for data and voice. 2G cellular telecom networks are as shown in 
below figure 4. 

  

Figure4: 2G cellular telecom networks 
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Short Messaging Service (SMS): Transfer of messages between cell phones. It uses standard protocols to allow fixed 
line or mobile phone devices to exchange short text messages 

High-Speed Circuit-Switched Data (HSCSD): This was done by GSM, which runs at speeds of 115 kbps. This 
technique cannot support large bursts of data. HSCSD was not widely implemented as GPRS is more popular. 

General Packet Radio Service (GPRS): It is a packet oriented data service for 2G and 3G cellular network. This 
technique can support large data transfers. In order to support this two new elements have to be added to existing 
networks. Service GPRS support node (SGSN) for security mobility and access control and Gateway GPRS support 
node (GGSN) in order to connect to external packet switched networks. 

Enhanced Data Rates for GSM Evolution (EDGE): It is a digital mobile phone technology that allows improved data 
transmission rates as backward compatible extension of GSM. The standard GSM uses GMSK modulation. Edge uses 
8-PSK modulation. GPRS and EDGE combined provide data rates of up to 384 kbps. 

D. Third generation (3G) 

Is the third generation of mobile telecommunications technology this is based on standard used for mobile devices and 
mobile telecommunications use services and networks that comply with the international mobile telecommunications-
2000.The 3rd generation partnership project was formed in 1998 to produce specifications for UMTS, a 3G technology 
based on Universal Terrestrial Radio Access (UTRA) radio interface and the extended GSM/GPRS network. A second 
radio interface also called IMT Multicarrier (IMT-MC) which is being promoted by the 3GPP2 organization. This 
interface is backward compatible with IS-95 to make a seamless transition to 3G [17]. This proposal is known as 
CDMA2000. The evolutions of mobile standards are shown in below figure 5. 

 

Figure5: The Evolution of Mobile Standards. 

E. Fourth Generation (4G) 

4G is the next generation after 3G. Although still 3G has not been fully implemented in the real world, people have 
started talking about the features of 4G. Some of the 4G services talked about are incorporating quality of service (QoS) 
and Mobility. 4G will also make use of the IPV6 address scheme. 4G is the short name for fourth-generation wireless, 
the stage of broadband mobile communications that will super cede the third generation (3G). Carriers that use 
orthogonal frequency-division multiplexing (OFDM) instead of time division multiple access (TDMA) or code division 
multiple access(CDMA) are increasingly marketing their services as being 4G, even when their data speeds are not as 
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fast as the International Telecommunication Union (ITU) specifies [15]. The evaluation of digital cellular standards is 
shown in below figure 6. 

 
Figure6: Evolution of Digital Cellular Standards 

When fully implemented, 4G is expected to enable pervasive computing, in which simultaneous connections to multiple 
high-speed networks will provide seamless handoffs throughout a geographical area. Coverage enhancement 
technologies such as femto cell and pico cell are being developed to address the needs of mobile users in homes, public 
buildings and offices, which will free up network resources for mobile users who are roaming or who are in more 
remote service areas [11]. Wireless Standards Evolution from 1G to 4G is shown in below figure 7. 

  

Figure7: Wireless Standards Evolution from 1G to 4G 

V. PRIVACY RISKS CONNECTED WITH CELL PHONES AND THE SOLUTIONS 

Cellular networks are at high risk. It is of particular concern as it relates to security of personal and business 
information now stored on smartphones 

A. Risks of Eavesdropping That is, someone being able to “listen in “the conversation over phones. The following are 
locations that an attacker can eavesdrop on a cellular telephone phone call: 
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Loud people:  Many people too loud when they speak over phones.Its human tendency to hear people discussing 
extremely confidential matters in restaurants, on trains, or on the street. These individuals have risk of being overheard. 
Environmental microphones: By placing a microphone in area where you probably have a phone conversation people 
can easily hear you. 
Wiretaps at the telephone switch: Cell sites are connected by leased-lines to a telephone switch.  Law enforcement 
agencies place court-ordered wiretaps at telephone switches. 
B. Interception on the leased-lines                       
The leased lines can be monitored as well. These “lines” can be physical wires, channels of a fiber optic cable, channels 
of a microwave link, or even virtual circuits within an ATM network.  A “leased-line “generally will travel through 
multiple different transport layers. Each of these locations is prone for monitoring. 
D. Geo location.                                                        
Geo location is the identification of the real-world geographic location of an object, such as a radar source, mobile 
phone or internet-connected computer terminal. This information can be made available to the police or other 
organizations under certain circumstances. 
GPS (Global positioning system): GPS   is a space based satellite navigation system that provides location it is result 
of the US E911 regulations, many phones in US have a Global Positioning System receiver. This makes it even easier 
for the provider to establish the cell phone’s position [15]. 

E. Phone Security Risks 
Cell phones have additional security risks they are as following; 
F. Deleted messages recovery 
Like computers, phones do a poor job of actually overwriting the data when a user tries to delete a message. In practice, 
this means that SMS messages, call logs, and even the list of cell towers that your phone has touched can be traced out 
[8]. Targeting of Missiles radiations emitted by cellphones can be used for targeting weapons. HARM (High-Speed 
Anti-Radiation) missiles can use the radiation of a cell phone  

VI. DIFFERENT TYPES OF ATTACKS 
A. Channel Jamming  
Channel jamming is a technique used by attackers to jam the wireless channel and therefore deny access to any 
legitimate users in the network [14]. 
B. Unauthorized Access 
If a proper method of authentication is not deployed then an attacker can gain free access to a network and then can use 
it for services that he might not be authorized for. 
C. Man in the Middle Attack  
An attacker can sit in between a cell phone and an access station and intercept messages in between them and change 
them. 
D. Session Hijacking  
A malicious user can highjack an already established session and can act as a legitimate base station. 
E. Denial of Service (DOS) 
This is probably the most potent attack that can bring down the entire network infrastructure. Security in Wireless 
Cellular Networks is caused by sending excessive data to the network, more than the network can handle, resulting in 
users being unable to access network resources [3]. 
F. Distributed denial of service 
A number of hosts can be used to launch an attack. It might be difficult to launch a large scale DOS attack from a 
single host. 

VII. SECURITY PROBLEMS 
The infrastructure for Cellular Networks is massive, complex with multiple entities coordinating together, such as the 
IP Internet coordinating with the core network [1]. And therefore it presents a challenge for the network to provide 
security at every possible communication path. 
A. Integrity  
Without any modifications with services such as SMS, chat and file transfer it is important that the data arrives 
B. Authentication 
One-way authentication based on long-term shared key between user's SIM card and the home network 
C. Confidentiality 
With the increased use of cellular phones in sensitive communication, there is a need for a secure channel in order to 
transmit information 
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D. Charging  
Network operator is trusted to charge correctly; based on user authentication 
E. Downloaded Contents 
Users might download unauthorized copies of music, videos, wallpapers and games. Spyware or Adware might be 
downloaded causing security issues. Another problem is that of digital rights management [14]. 

F. Device Security  

If a device is lost or stolen, it needs to be protected from unauthorized use so that potential sensitive information such 
as emails, documents, phone numbers etc. cannot be accessed. 

G. Location Detection 
With the move to IP based networks, the issue arises that a user may be associated with an access point and therefore 
their location might be compromised. The actual location of a cellular device needs to be kept hidden for reasons of 
privacy of the user. 

VIII. CONCLUSION 
Cellular technology gives corporations the ability to extend the bounds of a communications infrastructure to mobile-
untethered users.  This research paper described cellular technology, competing technologies, cellular applications, life 
cycle phases, hardware and software requirements, strengths, opportunities, and threats found in cellular technology. 
People have also started looking ahead at how new features of the 4G network infrastructure will affect security and 
what measures can be taken to add new security features and also improve upon those that have been employed in 4G. 
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