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ABSTRACT 
The privacy and security becomes the major issues since the multimedia is transmitted openly over the network. Along with the 
privacy and security, storage space is also an important point that can’t be missed. So it is necessary to provide the privacy and 
security to the multimedia with help of encryption. Encryption is the process of making data unreadable by other humans or 
computers for the purpose of preventing others from gaining access to its contents. Decryption is the process of taking encoded 
or encrypted text or other data and converting it back into text that you or the computer are able to read and understand. This 
term could be used to describe a method of un-encrypting the data manually or with un-encrypting the data using the proper 
codes or keys. Encryption & Decryption are both methods use to ensure the secure passing of messages, images and video and 
other sensitive documents & information. This work presents design and implement of an efficient video encryption of 
uncompressed AVI system, where lossy compression is considered.  The AVI (Audio Video Interleaved) file which is 
uncompressed divided into frames and audio which will be encrypted. Here a new modified International Haar Wavelet is used 
to encrypt the frames in an efficient secure manner, after encryption of the frame and audio will be decomposes and deliver 
final decrypted uncompressed video. The implemented image encryption scheme operated in the prediction error domain is 
shown to be able to provide a reasonably high level of security and efficiency. 
Keywords: Encryption, Uncompressed AVI Video, Haar Wavelet Decomposition 

1. INTRODUCTION 
The high growth in the networking technology leads a common culture for interchanging of the digital video very 
drastically. Hence it is more vulnerable of duplicating of digital video and re-distributed by hackers. Therefore the 
videos has to be protected while transmitting it, Sensitive information like credit cards, banking transactions and social 
security numbers need to be protected. For this many encryption techniques are existing which are used to avoid the 
information theft. In recent days of Internet, the encryption of data plays a major role in securing the data in online 
transmission focuses mainly on its security across the internet. Different encryption techniques are used to protect the 
confidential data from unauthorized use [1] [2]. With the rapid development of multimedia and network technologies, 
the security of multimedia becomes more and more important, since multimedia data are transmitted over open 
networks more and more frequently. Typically, reliable security is necessary to content protection of digital images and 
videos. Encryption schemes for multimedia data need to be specifically designed to protect multimedia content and 
fulfill the security requirements for a particular multimedia application. For example, real-time encryption of an entire 
video stream using classical ciphers requires heavy computation due to the large amounts of data involved, but many 
multimedia applications require security on a much lower level, this can be achieved using selective encryption that 
leaves some perceptual information after encryption. Government, military and private business amass great deal of 
confidential videos about their patient (in Hospitals), geographical areas (in research), enemy positions (in defence) 
product, financial-status [3] [4]. 

Haar functions have been used from 1910 when they were introduced by the Hungarian mathematician Alfred Haar. 
Haar wavelet is discontinuous, and resembles a step function. It represents the same wavelet as Daubechies db1. Haar 
used these functions to give an example of an orthonormal system for the space of square-integrable function on the 
unit interval [0, 1]. For an input represented by a list of numbers, the Haar wavelet transform may be considered to 
simply pair up input values, storing the difference and passing the sum. This process is repeated recursively, pairing up 
the sums to provide the next scale, finally resulting in differences and one final sum. The Haar Wavelet Transformation 
is a simple form of compression which involves averaging and differencing terms, storing detail coefficients, 
eliminating data, and reconstructing the matrix such that the resulting matrix is similar to the initial matrix. 
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2. LITERATURE SURVEY 
In 2009, Chunhua Li, Chun Yuan, Yuzhuo Zhong [11] has proposed a layered selective encryption scheme for Scalable 
Video Coding (SVC). The main feature of this scheme is making use of the characteristics of SVC. This method fully 
meets the encryption requirements of SVC and the encryption procedures are carried out at the Network Abstractor 
Layer (NAL) level. Based on the different structure and importance of base tier and enhancement tiers, different 
domains are encrypted. For base tier, Intra-Prediction mode (IPM) and residual sign are selected. For enhancement 
tiers, temporal scalability and spatial/SNR scalability are distinguished. Furthermore, key generation and distribution 
schemes are presented. Stream cipher Leak EXtraction (LEX) algorithm is adopted to reduce computational cost. 
Experiments were performed to verify the proposed method using the joint scalable video model (JSVM). 

Sarvesh Kumar Gupta, Khushbu Bisen [18] presents the use of digital cameras, requirements for storage, manipulation, 
and transfer of digital images has grown explosively in 2013. These images can be very large in size and can occupy a 
lot of memory, so compression of images is required for efficient transmission and storage of images. Image data 
comprise of a significant portion of the multimedia data and they occupy the major portion of the channel bandwidth 
for multimedia communication. Therefore development of efficient techniques for image compression has become quite 
necessary. The design of data compression schemes involves trade-offs among various factors, including the degree of 
compression, the amount of distortion introduced (if using a lossy compression scheme) and the computational 
resources required for compressing and decompressing of images. Wavelet based compression methods, when 
combined with SPIHT (Set Partitioning in Hierarchical Trees) algorithm gives high compression ratio along with 
appreciable image quality (like lossless). SPIHT belongs to the next generation of wavelet encoders, employing more 
sophisticated coding. In fact, SPIHT exploits the properties of the wavelet-transformed images to increase its efficiency. 
Progressive image compression methods are more efficient than conventional wavelet based compression methods it 
gives the facility to user choose the best compressed image which does not have recognizable quality loss. 

Nur Azman Abu, Prajanto Wahyu Adi and Othman Mohd [27] presents the development of digital information has 
lead to increasing demands on information security technology in order to protect the confidentiality of information. 
Digital steganography is one of technologies that is capable of protecting the information from unauthorized 
interception. It is due to its capability to hide the embedded of the information without attracting the eavesdropper’s 
attention. Among digital media, digital image is the most widely used medium for steganography. Discrete Cosine 
Transform (DCT) is a well known technique in digital image steganography. The use of DCT on small blocks may pose 
blocking effects and unintended artifacts on the overall image. These disadvantages of DCT can be eliminated by using 
Discrete Wavelet Transform (DWT) which is more compatible with the Human Visual System (HVS). However the 
floating point of DWT can cause some loss of information. On the other hand, Integer Wavelet Transform (IWT) 
represented in finite precision can avoid the problem of floating point precision in DWT. In this paper, the messages 
are embedded on the 1-level Integer Haar Wavelet Transform (IHWT) using coefficient difference scheme that is 
adopted from Pixel Value Differencing (PVD). The messages are embedded on the difference values of two adjacent 
wavelet coefficients. The result shows that the proposed method can easily outperform the existing method that employ 
IHWT and Pixel Mapping Method (PMM) in term of imperceptibility as well as the maximum capacity. 

Er.Rupinder Kaur, Dr.Jagroop Singh [28] introducing the concept of Compressing an image is significantly different 
than compressing raw binary data. General purpose compression programs can be used to compress images, but the 
result is less than optimal. This is because images have certain statistical properties which can be exploited by encoders 
specifically designed for them. Also, some of the finer details in the image can be sacrificed for the sake of saving a 
little more bandwidth or storage space. This also means that lossy compression techniques can be used in this area. The 
discrete wavelet is essentially sub band coding system and sub band coders have been quite successful in speech and 
image compression. In this paper the implemented Haar, Daub & Coif Wavelet Transform. The results in terms of 
PSNR (Peak Signal Noise Ratio), MSE (Mean Square Error), RMSE (Root Mean Square Error) & Compression Ratio 
shows that the Haar transformation can be used for image compression. It is clear that DWT has potential application 
in the compression problem and use of Haar transform is ideally suited. Images requires substantial storage and 
transmission resources, thus q 3498 image compression is advantageous to reduce these requirement. The objective of 
this paper is to evaluate a set of wavelets for image compression. Image compression using wavelet transforms results 
in an improved compression ratio. Wavelet transformation is the technique that provides both spatial and frequency 
domain information. This paper presents the comparative analysis of Haar, Daub & Coif wavelets in terms of PSNR, 
Compression Ratio MSE & RMSE using discrete wavelet transform. Discrete wavelet transform has various advantages 
over Fourier transform based techniques. DWT removes the problem of blocking artifact that occurs in DCT. DWT 
provides better image quality than DCT at higher compression ratio. 
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3. PROPOSED METHODOLOGY 

Proposed Methodology has been divided in 2 Phases:- 

1) Video Encryption 
 Frame Encryption using Haar Wavelet Decomposition. 
 Audio Encryption. 

2) Video Decryption 
 Frame Decryption using Haar Wavelet Decomposition. 
 Audio Decryption. 

 

 
Figure 1 Architecture of Video Encryption                             Figure 2 Architecture of Video Decryption 

3.1 Algorithm for Frame Encryption 
Algorithm for Encryption using Haar Wavelet Decomposition of Frame:- 

1. Start. 
2. Select an AVI video. 
3. Get video information. 
4. Extract frames from video. 
5. Haar wavelet decomposition of frames at level 0, level 1, and level 2. 
6. Generate key. 
7. Encrypt the frames of level 2. 
8. Join the encrypted frames of level 2. 
9. Join the encrypted frames of level 1. 
10. Join the encrypted frames of level 0. 
11. Get all encrypted frames. 
12. Stop 

   3.2    Algorithm for Audio Encryption 
1. Start. 
2. Select an audio file. 
3. Convert Sound to PCM wave format. 
4. Read file data. 
5. Convert to binary format. 
6. Binary sampling. 
7. Generate key. 
8. Encrypt data. 
9. Stop 

3.3     Algorithm for Frame Decryption 

Algorithm for Decryption using Haar Wavelet Decomposition of Frame:- 
1. Start. 
2. Select an encrypted video. 
3.  Extract frames from video. 
4. Haar wavelet decomposition of frames at level 0, level 1, and level 2. 
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5. Generate key. 
6. Decrypt the frames of level 2. 
7. Join the decrypted frames of level 2. 
8. Join the decrypted frames of level 1. 
9. Join the decrypted frames of level 0. 
10. Get all decrypted frames. 
11. Stop 

3.4 Algorithm for Audio Decryption 

1. Start. 
2. Select an encrypted audio file. 
3. Convert Sound to PCM wave format. 
4. Read file data. 
5. Convert to binary format. 
6. Binary sampling. 
7. Generate key. 
8. Decrypt data. 
9. Stop. 

 
Figure 3 flow diagrams for encryption of frame                     Figure 4 Flow diagram for Audio Encryption 

      Using Haar Wavelet Decomposition 
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Decomposition of Frames 
Image loaded by user is split into four parts horizontally and vertically. After decomposing that image is the image of 
level 0.Again decomposed that level 1 into horizontally and vertically. After decomposing level 0 into four parts that 
level is 1.Again decomposed level 1 into four parts by horizontally and vertically it is the 2 level of decomposition.  
In the proposed method, an image is decomposed by Haar Wavelet at level 0, level1 and level 2 respectively. 
Suppose here, I=Image 

z =size of an Image 
Decomposition of Frame=dI/ (dz/2) 

Therefore, 
Decomposition at level 0=2.dI/dz 
Decomposition at level 1= (2dI/dz) / (dz/2)/2 
                                            = (4dI/dz) / (dz/2) 
                         At level 1= 8dI / (dz) 2 

Decomposition at level 2= (8 dI/ (dz) 2)/ (dz/2/2)/2 
                                             = (16.dI/ (dz) 2)/ (2 dz/2)/2 
                                             = (32 dI/ (dz) 2)/dz 
                         At level 2= 32 dI/ (dz) 3 

Joining of Frames  
After decomposition of frame by Haar Wavelet, now join the image first at level 2, level 1 and level 0 respectively. 
Suppose, in composition or in joining of the frames there must be joining of the four decomposed frames are obtained 
by original single frame, by dividing it horizontally and vertically.  
Suppose there are four frames i.e.C1, C2, C3 and C4 from which the single frame should be created. 
Now, join the frames C1 and C2 horizontally at level 2- 
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4.RESULT ANALYSIS 
Table 1: Comparison of entropy of the original split image & entropy of encrypted image 

 
 
 

 

 

 

 

 
 

Table 2: Comparison of PSNR of original image and PSNR of encrypted image 
 

Name of Input 
Video  
 

Name of Input 
Image 

PSNR of original 
image 

PSNR of encrypted 
image 

Video 1 
 
 

Img1.bmp 
 

9.18 9.54 

Video 2 
 
 

Img2.bmp 
 

6.71 9.24 

Video 3 
 
 

Img3.bmp 
 

9.8 9.10 

Video 4 
 
 

Img4.bmp 
 

8.54 9.05 

5 CONCLUSION 
Although only some of the main cryptographic techniques were discussed here, one can see that there exists a large 
selection of approaches to encrypt and decrypt information, images, video in digital media. All the major video file 
formats have different methods of encrypting and decrypting, with different strong and weak points respectively. The 
aim of the system is to encryption and decryption of the video. The Haar Wavelet decomposition of frame algorithm is 
used which helps to decompose the image up to second level so that the encryption is performed on the smallest portion 
of the image without any pixel loss of that image. At the same time there is perfection in decryption as well because 
whenever the original image get encrypted it will decrypt as it is like original image. The system is also performing the 
encryption and decryption on audio. In this system typically, reliable security is necessary to content protection of 
digital images and videos. Encryption schemes for multimedia data need to be specifically designed to protect 
multimedia content and fulfil the security requirements for a particular multimedia application. 

6 FUTURE SCOPE 
In this dissertation work, the system is worked on only the uncompressed AVI video format but it may possible to 
modify it by working on compressed and work with any other type format of video. Here the using Haar wavelet the 
frames can be decomposed up to the second level but in future it can be perform on beyond the second level so that the 
encryption will applied on frames will very deep with having very high security. The security capacity can be improved. 
  

Name of Input 
Video  
 

Name of Input 
Image 

Entropy of original 
split image 

Entropy of  encrypted 
image 

Video 1 
 
 

Img1.bmp 
 

7.07 7.56 

Video 2 
 
 

Img2.bmp 
 

7.60 7.95 

Video 3 
 
 

Img3.bmp 
 

6.55 7.53 

Video 4 
 
 

Img4.bmp 
 

8.00 9.84 
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