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ABSTRACT 
Since second half of last century, computer networks started to grow with tremendous speed and with them the needfor security 
mechanisms which would ensure data, privacyand computer security grew as well. Many different security mechanisms were 
designed, yet none was reliable enough to protect the computer-network system from ever evolving threats and attacks. 
Intrusion detection plays an important role in todays computer and communication technology. As such it is very important to 
design time efficient Intrusion Detection System (IDS). DSs may be designed to perform misuse detection or anomaly detection. 
The propose work for intrusion detection gives importance to the aggregation techniques. In this method there are total 3 
aspect on which method is working. These aspects are Data aggregation, The time consume to aggregate the data and complete 
execution time for performing the proposed method. Results show that the proposed method is better at all aspect of 
performance parameters. 
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1. INTRODUCTION 
A mobile ad hoc network (MANET) is a self-configuring network that isformed automatically by a collection of mobile 
nodes without the help of afixed infrastructure or centralized management. Each node is equipped witha wireless 
transmitter and receiver, which allow it to communicate with othernodes in its radio communication range. In order for 
a node to forward apacket to a node that is out of its radio range, the cooperation of othernodes in the network is 
needed; this is known as multi-hop communication.Therefore, each node must act as both a host and a router at the 
same time.The network topology frequently changes due to the mobility of mobile nodesas they move within, move 
into, or move out of the network[1]. 
A MANET with the characteristics described above was originally developed for military purposes [2], as nodes are 
scattered across a battlefield and there is no infrastructure to help them form a network. In recent years, MANETs has 
been developing rapidly and are increasingly being used in many applications, ranging from military to civilian and 
commercial uses, since setting up such networks can be done without the help of any infrastructure or interaction with a 
human. Some examples are: search-and-rescue missions, data collection, and virtual classrooms and conferences where 
laptops, PDA or other mobile devices share wireless medium and communicate to each other. Due to wider applications 
of MANET security is one of the major concerns for us [3]. Consider a case as in MANET the routing protocol 
assumed that every node of these networks are unified and not malevolent, thus if single node get effected then it can 
cause the failure of the entire network 
There are two types of assault on MANET [3] as Active and Passive. In case of the passive assault the data packet, 
which contain the information get eavesdrop which violets confidentiality. Active attacks, including injecting packets to 
invalid destinations into the network, deleting packets, modify the information contain in the data packet, and 
masquerading and violets the security principles of the network. The enthused approach, namely the cryptography and 
the authentication have been suggested and also various other method are proposed and implemented. Since only these 
approaches are not sufficient. We should ensure that we have the capability to identify the assault once it enter into the 
network, along with  we can stop it from doing any damage to the system or any data. 
Intrusion detection is a method which enables us to oversee the different action of the system, either a computer or 
network system. The mechanism by which this is achieved is called an intrusion detection system (IDS) [4]. An IDS 
collects activity information and then analyzes it to determine whether there are any activities that violate the security 
rules. Once an IDS determines that an unusual activity or an activity that is known to be an attack occurs, it then 
generates an alarm to alert the security administrator. In addition, IDS can also initiate a proper response to the 
malicious activity.  
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Although there are several intrusion detection techniques developed for wired networks today, they are not suitable for 
wireless networks due to the differences in their characteristics. Therefore, those techniques must be modified or new 
techniques must be developed to make intrusion detection work effectively in MANETs [3] 
Data Aggregation:  
Data aggregation is a method which includes the mining of data in which the required information is searched and 
aggregated from different node and presented in a summarized format which help us in achieving our business 
objective or perform various analyses to obtain a conclusion. To perform this data aggregation there are different 
software available or it can be done manually. 
Data aggregation is a tool for Business Intelligence. The key steps of data aggregation are the accumulation of data, its 
usage and presentation of information which is available on these internet [5].These methods are also applicable in the 
wireless sensor network which contain constraint resources. By applying these aggregation techniques the restrain 
sensor nodes of WSN are able to conserve a large amount of energy.  Thus aggregation has a vital role in sensor 
networks. 
Mobile Adhoc Network (MANET): 
A mobile ad hoc network [3] is a network having no infrastructure, continuous, self configure and is connected 
without the wires.  The Latin word Ad-hoc stand for “for this purpose”. In MANET each node is mobile, thus move 
freely in any direction, thus the connected links change frequently.The node forward the data packet which is not its 
use and it is therefore a  router. One of the major challenges in building a MANET is acquiring each node with the up 
to date information to route the data traffic. These networks are either operated  by self or it may get connected to the 
Internet. They also consist of various transceiver among the nodes of the network. Thus, this is a highly unstable and 
independent network. 

2. LITERATURE REVIEW  
 An Efficient Method Of Sampling To Identify An Intrusion Detection In MANET: Military/ tactical Mobile 

AdHoc Network (MANET) these require a strong, disparate, flexible and secure network for communication and 
such atmosphere of computation having network central operations with the capability of fault tolerance. However, 
because of the structure of MANET, it became the cause for risk factor of security due to mobile nodes set up in an 
open area and the communication is wireless which is accessible by any other party. To detect an attack in 
MANET is a challenging problem because of its restrain resources and its dynamic topology changes. To locate 
these challenges the first thing is to determine and identify the attack by host based intrusion detection methods 
after that we  use sampling techniques and also the other methods so to have a tradeoff between the accuracy of the 
identified attack and overhead introduced on bandwidth. With the help of different real world simulations and 
experimental results we enable to understand the accuracy of this proposed method [6]. 

 K Means Clustering Method Of Data Mining To Identify Intrusion Detection In ZPR Based MANET: 
Mobile Ad-Hoc Networks (MANET) [7] these networks consist of the mobile node due to which it has a peer to 
peer service and highly dynamic environment. Due to this nature of MANET routing of the data packet become a 
more challenging issue. Thus, the routing protocol for these networks face the challenges such as the dynamic 
changes in topology, links behavior such as symmetric or asymmetric, energy consumption during transmission 
because of restraining resources of a node. Under this situation the reactive routing protocol and proactive routing 
protocol alone are not sufficient. Here we introduce a zone routing protocol ZRP along with the reactive and the 
proactive routing strategies. In this zone routing strategies a map of the updated topology of zone is centered with 
each node. In the interior of the zone an immediate routes are accessible. If we have to communicate with the 
exterior of the zone, then a route discovery procedure is to be employed. The local information about  routing 
regarding zone helpful in this route discovery procedure for route establishment. Security is also one important 
issue in MANET. There are various situations in which a node becomes malevolent or they impede the usual traffic 
of data packet in the network. To avoid such situation we introduce a k means clustering method so to separate a 
node which act as an intruder and differ from its normal behavior. This method has its formulation from the k 
means clustering techniques of data mining .We implement the intrusion detection system on all nodes of the 
MANET which backing the zone routing protocol for routing the data packets. In this way we use an efficient 
method K means to separate the malevolent nodes of the MANET. Thus, our network is protected from any 
malevolent activities and a correct flow of data packets is ensured in MANET [8]. 

 Trust node valuation and path reliability technique for intrusion detection in MANET: Mobile Ad Hoc 
Networks relies on each node passively monitor the data forwarding by its next hop. Actually ad hoc network 
suffers from high false positives. The false positives are reducing network performance (throughput) and increase 
overhead and inability to mitigate effects of attacks. Trust Node Valuation and Path Reliability technique to thwart 
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intrusion detection against collusion attacks in MANET. Node reputation, ranking is made to reduce the false 
positive detection. This technique is used to enhance monitoring system based IDTs against collusion risk factor. 
The computation of path reliability considers the number and reputation of nodes for comparing both source and 
retransmitted messages. The main purpose of this technique is work effectively to select the route and promptly 
detect colluding attacks. Therefore the total number of lost messages decreased and provides more efficient 
transmissions in ad hoc networks [9]. 

3. ENERGY EFFICIENT & LOW POWER CONSUMING DATA AGGREGATION METHOD FOR 
INTRUSION DETECTION IN MANET 
The proposed work is all around Intrusion Detection System in Mobile Adhoc Network. There are various aspect of any 
intrusion detection system in MANET. Some of those main concerns are as follows: 
a. Energy Efficient system 
b. Data Aggregation 
c. Efficiency of IDS 
 

 
 

Figure 1: Block Diagram of Proposed Concept 
The proposed EELPCDAID algorithm is for providing a energy efficient and low poser concussion method for data 
aggregation in MANET environment. Here the considerations are cited below: 

1. There is lot of nodes. 

2. These nodes are mobile in nature. 

3. Their topology is dynamic. 

4. There is power constraint with these various nodes. 

5. Data aggregation at host play a very critical and important role. 

These nodes are responsible to read or sense data after very short interval. 
Figure 2 shows the cluster under EELPCDAID algorithm scenario. Proposed algorithm aggregates data at each and 
every node which are communicating operational center. These various nodes  c1, c2,..,c4 of respective nodes are 
aggregated data and sent it to operational node of the same cluster or network which executes intrusion detection and 
takes respective decision. This process goes beyond the cluster as well. When the whole network gets communicated 
with global operational node. Various steps to calculating the aggregated data at various nodes of the same cluster and 
beyond is as follows: 
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Figure 2: Data aggregation at various nodes for Intrusion Detection 

a. Node n1 read or sense that data consider A1. 

b. Read data is put into some specific format. 

c. That data has many fields. 

d. Choose some of those fields of data A1 which are critical and crucial. 

e. Repeat step  until all the record of A is get processed  

f. If (newRecord) 

Insert to aggregatedData AD1  

Goto step g. 

else goto g. 

g. aggregatedData AD1 is then send  to operational node. 

h. Operational Node use aggregatedData for network analysis and intrusion detection 

4. RESULT AND ANALYSIS 
We compared our proposed EELPCDAID method’s based on energy efficient data aggregation’s result against the 
following benchmark:  
(1) Time complexity 

(2) Aggregation Ratio 

(3) Aggregated data size 

To measure the effectiveness and inference given by this method, we performed series of experiments. In it, we 
compared the effectiveness of proposed work, EELPCDAID,  with respect to system log dataset. To do so, we have 
implemented by MATLAB 7.7. 
System 

All the experiments were conducted on a PC, Dual-Core (3GMHz), with 2GB of RAM, running a Windows7 operating 
system. 
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Fig 3: Algorithm of EELPCDAID 

Data Sets 
The dataset which is required to perform the experiments is a web log dataset. This dataset is taken from the 
organization comdotzone. It is very know organization which works in various activities including research activities. 
They have provided their web log file for our research work. 

Time complexity 

The effectiveness is measured in terms of the time requirement in data aggregation techniques of  paper[10] and 
proposed EELPCDAID work. It compares between execution timing of the data aggregation of paper [10] and 
EELPCDAID work. Experiment is performed 10 times (as required time always gets change due to execution of many 
daemons processes at the same time). 
 
 
 
 
 
 
 
 
 

EELPCDAID Algorithm: The whole process of 

time synchronization in EELPCDAID is divided 

into various steps which are as follows: 

Step 1: Initialization  

  Power up nodes 

Step 2: Working  

a. Sense or record each and every data. 

b.  Find Critical and important data fields 

(According to application). 

c. Aggregate recorded data based on every 

new unique entry. 

Step 3: Pre-final step 

 Aggregate Complete record set 

Step 4: Final Step 

  Send it to ‘Operational   Node’ for 

Intrusion    Detection Analysis 
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Fig 4: Flow-chart of EELPCDAID 

Table 1: Execution time of data aggregation method 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

S. No. Base Paper [10] EELPCDAID 

1 14.08229292 1.357991112 

2 14.11475229 1.3263 

3 14.19001821 1.130623336 

4 14.19509301 1.170677168 

5 14.22569847 1.189916862 

6 14.33427582 1.091879493 

7 14.22503921 1.116532835 

8 14.28751302 1.088476385 

9 14.13144229 1.111983528 

10 14.31588613 1.058285527 

Start 

Each Node reads data 

Read data is put into some specific format 

Choose some of those fields of data A1 which are critical and crucial 

Stop 

Is it already in 
Aggregated Dataset 

Send Aggregated Dataset to ‘Operational Node’ 

Is there new record? 

Cumulate into Aggregated Dataset 
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Average of ten times of execution is calculated and shown in figure 5 

 
Fig 5: Average execution time of data aggregation methods of base work [10] with proposed EELPCDAID work 

Aggregation Ratio 

The effectiveness of any data aggregation method is test on the parameter of aggregation ration. Aggregation ration is 
descries as follows: 

*100 

It shows the effectiveness of the method. The aggregation ratio is calculated in continuous manner. Process gets start 
with 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

This aggregation ratio is shown in fig 6 for  data aggregation methods of base work with proposed EELPCDAID work 

 
fig 6: for  data aggregation methods of base work with proposed EELPCDAID work 

 

S. No. EELPCDAID work Base 
1 100 100 
2 75 75 
3 80 80 
4 83.33333333 83.33333 
5 70 70 
6 72.72727273 72.72727 
7 68.75 68.75 
8 70.58823529 70.58824 
9 70 70 
10 71.42857143 71.42857 

TABLE 2:AGGREGATION RATIO OF FIRST FEW RECORDS 
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Cumulate Number of Records 

It is obvious by seeing the dataset that total number of records are 42862 in original dataset which are aggregated and 
reduced. After performing this aggregation method the number of records are as follows: 
 
 
 
 
 
 
 

 
Fig 7: Number of records after performing base work and  proposed EELPCDAID work. 

5. CONCLUSIONS AND FUTURE WORK 
However, history shows that intruders often find new ways to attack and cause damage to computer systems and 
networks. Therefore, researchers consider that enabling a protection mechanism to learn from experience and use the 
existing knowledge of attacks to infer and detect new intrusive activities is an important and potentially fruitful area of 
future research. Researchers also believe that the development and deployment of network security policies are vital in 
networks with a dynamic environment such as are found in MANETs; this is a further potential area of research. 
Finally, the attacker may try to attack an existing protection scheme; therefore the protection mechanisms need to be 
robust enough to protect themselves and not introduce new vulnerabilities into the system. So our work will be in 
direction of Intrusion Detection in MANET but as we know that nodes of MANET have battery bottleneck that’s why 
we will use data aggregation technique to reduce the efforts. This work presents a less time complex technique for data 
aggregation in MANET. The EELPCDAID scheme provides less time complex, Energy Efficient, low communication 
and computation overhead during data aggregation. The EELPCDAID protocol overcomes the energy burden imposed 
by data aggregation at node level. So it is applicable for time critical secure application. The performance evaluation 
shows that our scheme is more energy efficient, less time consuming, accurate and secure than EEHA scheme by fig 5, 
6 and 7 with Table 1,2 and 3. 

We have compared and proved better our proposed work EELPCDAID based on the following benchmark:  

(1) Time complexity 

(2) Aggregation Ratio 

Aggregated data size 
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