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ABSTRACT 
Denial-Of-Service (DOS) is one of the most important attacks that a hacker can make in a computer network and 
exposes the vulnerability in the same. In Denial-Of-Service attack the attacker makes the resources unavailable to 
the legitimate users in the computer network by making the resources busy. So, even after being a legitimate user in 
the network, one cannot use that specific service which has been allotted to him by the network administrator. This 
type of attack can be stopped by using a device or software application called as Intrusion Detection System 
(IDS).IDS is a device that monitors network or system for malicious activities and produces reports to a 
management system regarding the same.There are generally two categories of IDS: misuse detection and anomaly 
detection.In this project we will be using a Genetic Algorithm (GA) based approach which will generate rules to 
detect DOS attacks. The GA will be trained on KDD (Knowledge discovery and data mining) cup 99 dataset to 
generate a rule set that can detect DOS attacks. The rule is applied on IDS system which has a function of data 
encryption for protecting packets from intruders. 
Keywords: Denial of Service, Intrusion Detection System, Genetic Algorithm, KDD. 

1.INTRODUCTION 
Internet is growing at a remarkable rate in recent years, not just in the terms of size, but also in the term of the services 
provided. While we are benefiting from the ease that new technology has brought us, computer systems are exposed to 
complex security threats. With the rapid expansion of Internet in recent years, computer systems are facing increased 
number of security threats. Regardless of numerous technological innovations for computer security, it is nearly 
impossible to have a completely secured system. Hence it has become necessary to use an Intrusion Detection System 
(IDS) which monitors network traffic and identifies network intrusions such as anomalous network behaviors, 
unauthorized network access and malicious attacks to computer systems. IDS is a tool that monitors events occurring in 
a computer system or network and analyzes them for signs of security threats. Intruders can be divided into two groups, 
external and internal. The external intruders are those who do not have any authorization for accessing the system and 
who attack by using different attack techniques. The internal intruder refers to those who have access permissions and 
wish to perform unauthorized activities. There are generally two categories of IDSs: misuse detection and anomaly 
detection. The misuse detection system performs the detection of intrusions through a matching with known patterns, 
and the anomaly detection system detects systems identify deviations from normal network behaviors and alert for 
potential unknown attacks. 

2. EXISTING SYSTEM FOR DETECTING DOS ATTACKS 
Presently there are number of systems used for detecting DOS attacks. All of them have certan drawbacks compared to 
our proposed system. They are as follows-  

i)OSSIM:OSSIM (Open Source Security Information Management) is an open source security information and event 
management system, integrating a selection of tools designed to aid network administrators in computer 
security. OSSIM is intended to give security analysts and administrators a view of all the security-related aspects of 
their system, by combining log management and asset management and discovery with information from dedicated 
information security controls and detection systems. This information is then correlated together to create contexts to 
the information not visible from one piece alone.  

ii) OSSEC: OSSEC is a free, open-source host-based intrusion detection system (HIDS). It performs log analysis, 
integrity checking, Windows registry monitoring, rootkit detection, time-based alerting, and active response. It provides 
intrusion detection for most operating systems, including Linux, Mac OS, Solaris and Windows. OSSEC has a 
centralized, cross-platform architecture allowing multiple systems to be easily monitored and managed. It was written 
by Daniel B. Cid and made public in 2004. 
iii) Snort: Snort is a free and open source network intrusion prevention system (NIPS) and network intrusion detection 
system (NIDS) created by Martin Roesch in 1998.Snort is now developed by Source fire, of which Roesch is the 

Denial-Of -Service Attack Detection Using KDD 
 

Prof. Pankaj Salunkhe1 ,Mayur Shishupal2 
 

1 Head of Department (Electronics & Telecommunication Engineering), YTIET, Bhivpuri [MH], India 
 

2 Pursuing Master of Engineering in Electronics & Telecommunication, YTIET, Bhivpuri [MH], India 
 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org 

Volume 4, Issue 3, March 2015              ISSN 2319 - 4847 
 

Volume 4, Issue 3, March 2015                                                                                               Page 2 

founder. In 2009, Snort entered InfoWorld's Open Source Hall of Fame as one of the “greatest open source software of 
all time". Through protocol analysis, content searching, and various pre-processors, Snort detects thousands of worms, 
vulnerability exploit attempts, port scans, and other suspicious behaviour. 
iv)Bro: An open-source, Unix-based network intrusion detection system. Bro detects intrusions by first parsing network 
traffic to extract its application-level semantics and then executing event-oriented analyzers that compare the activity 
with patterns deemed troublesome. 
v) Suricata: An open source-based intrusion detection system was developed by the Open Information Security 
Foundation (OISF). 
3.DRAWBACKS OF THE EXISTING SYSTEM  

i) Resource usage: The intrusion detection system is made to monitor the networks and systems continuously. So, 
even if there is no intrusion happening the intrusion detection will still use its resources to monitor the network 
and system .This drawback is called as resource usage problem. 

ii) Reliability: The intrusion detection system is configured on different systems of a network which is to be 
protected. The hacker or intruder can easily target a single system and can easily tamper or change the 
programmes running on the system. This drawback is called as reliability problem. 

iii) Fidelity: Data in a network flows in the form of packets. So, the information to the IDS is reached in the form of 
packets. Sometimes packets might need to travel a distance to reach the IDS. During that time a hacker or intruder 
can easily track the packets and can tamper with it or may even destroy it making it impossible to reach to the IDS. 
This drawback is called as fidelity problem. 

4. KDD CUP 99 DATASET 

The 1998 DARPA Intrusion Detection Evaluation Program was prepared and managed by MIT Lincoln Labs. The 
objective was to survey and evaluate research in intrusion detection.  A standard set of data to be audited, which 
includes a wide variety of intrusions simulated in a military network environment, was provided.  The 1999 KDD 
intrusion detection contest uses a version of this dataset.Lincoln Labs set up an environment to acquire nine weeks of 
raw TCP dump data for a local-area network (LAN) simulating a typical U.S. Air Force LAN.  They operated the LAN 
as if it were a true Air Force environment, but peppered it with multiple attacks.The raw training data was about four 
gigabytes of compressed binary TCP dump data from seven weeks of network traffic.  This was processed into about 
five million connection records.  Similarly, the two weeks of test data yielded around two million connection records.A 
connection is a sequence of TCP packets starting and ending at some well defined times, between which data flows to 
and from a source IP address to a target IP address under some well defined protocol.  Each connection is labelled as 
either normal, or as an attack, with exactly one specific attack type.  Each connection record consists of about 100 
bytes.The KDD cup 99 corrected dataset is 97.6Mlarge and test data unlabeled dataset is 461M large. 65535 records are 
selected from the each dataset. For this idea, it is decided to use 10% of the training set which contains 494,021 
connections. The testing set is the entire set of labelled connections consisting of around 4.9 million connections. Thus, 
entire data set could be used to test the system on unknown attacks. A connection is a sequence of TCP packets starting 
and ending at some well defined times, between which data flows to and from a source IP address to a target IP address 
under some well defined protocol. Each connection is labelled as either normal, or as an attack, with exactly one 
specific attack type. 

4.1 SOME OF THE DOS ATTACKS MENTIONED IN KDD CUP 99 DATASET  

i) backDoS: Denial of service attack against apache web server where a client requests a URL containing many 
backslashes. As the server tries to process these requests it will slow down and be unable to process other requests. 

ii)landDoS: An attacker can send a specifically formatted packet that can cause a remote server to crash, causing a 
DoS. Some implementations of TCP/IP are vulnerable to packets that are crafted in a particular way (a SYN packet 
in which the source address and port are the same as the destination--i.e., spoofed). Land is a widely available 
attack tool that exploits this vulnerability. 

iii)neptuneDoS: For each half-open connection made to a machine the tcpd server adds a record to a data structure 
describing all pending connections. This data structure is of finite size, and it can be made to overflow by 
intentionally creating too many partially-open connections. The half-open connections data structure on the victim 
server system will eventually fill; then the system will be unable to accept any new incoming connections until the 
table is emptied out. Normally there is a timeout associated with a pending connection, so the half-open 
connections will eventually expire and the victim server system will recover. However, the attacking system can 
simply continue sending IP-spoofed packets requesting new connections faster than the victim system can expire 
the pending connections. In some cases, the system may exhaust memory, crash, or be rendered otherwise 
inoperative.  
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iv)podDoS: Some systems will react in an unpredictable fashion when receiving oversized IP packets. Possible 
reactions include crashing, freezing, and rebooting. 

v)smurfDoS: In this attack, the perpetrator sends an IP ping (or "echo my message back to me") request to a 
receiving site The ping packet specifies that it be broadcast to a number of hosts within the receiving site's local 
network. The packet also indicates that the request is from another site, the target site that is to receive the denial 
of service. (Sending a packet with someone else's return address in it is called spoofing the return address.) The 
result will be lots of ping replies flooding back to the innocent, spoofed host. If the flood is great enough, the 
spoofed host will no longer be able to receive or distinguish real traffic. 

vi) teardropDoS:This type of denial of service attack exploits the way that the Internet Protocol (IP) requires a 
packet that is too large for the next router to handle be divided into fragments. The fragment packet identifies an 
offset to the beginning of the first packet that enables the entire packet to be reassembled by the receiving system. 
In the teardrop attack, the attacker's IP puts a confusing offset value in the second or later fragment. If the 
receiving operating system does not have a plan for this situation, it can cause the system to crash. 

4.2 IN THE DATASET,THE ATTRIBUTE/VALUES ARE 
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5. GENETIC ALGORITHM USED IN RULE SET CREATION 
A Genetic Algorithm (GA) is a programming technique that mimics biological evolution as aproblem solving strategy 
[7]. It is based on Darwinian’s principle of evolution and survival of fittest to optimize a population of candidate 
solutions towards a predefined fitness [6].GA uses an evolution and natural selection that uses a chromosome-like data 
structure and evolve the chromosomes using selection, recombination and mutation operators [6]. The process usually 
begins with randomly generated population of chromosomes, which represent all possible solution of a problem that are 
considered candidate solutions. From each chromosome different positions are encoded as bits, characters or numbers. 
These positions could be referred to as genes. An evaluation function is used to calculate the goodness of each 
chromosome according to the desired solution; this function is known as “Fitness Function”. During the process of 
evaluation “Crossover” is used to simulate natural reproduction and “Mutation” is used to mutation of species [6]. For 
survival and combination the selection of chromosomes is biased towards the fittest chromosomes. When we use GA for 
solving various problems three factors will have vital impact on the effectiveness of the algorithm and also of the 
applications [9]. They are: i) the fitness function ii) the representation of individuals; and iii) the GA parameters. The 
determination of these factors often depends on applications and/or implementation [7][13][14]. 
Basic working of a genetic algorithm is shown below: 
 

 

6. CONCLUSION  
This paper mainly focuses on stopping DOS attack in a network using rules set created by Genetic algorithm on KDD 
CUP 99 dataset. The rules set are then applied on IDS. If an intruder or hacker tries to enter the network ,the IDS 
checks for the rule set created .And if the rule set gets matched the attack is detected. 
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