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ABSTRACT 
Personal information stored in the Cloud may contain bank account numbers, passwords, notes, and other important data that 
could be used and misused by an offender, a opponent, or a law. This information can be stored, copied, and hacked by Cloud 
Service Providers (CSPs), often without user’s permission and control. The main goal of self-destructing data is to maintain the 
user data privacy. All the information and their copies become destructed after a user-specified time, without any user’s 
involvement. In addition, the decryption key is destroyed after the user-specified time. This paper, presents SeDas, a system that 
meets this challenge through a novel integration of cryptographic techniques. We are implementing SeDas sample. Through 
functionality and security properties evaluation of the SeDas sample, the results demonstrate that SeDas is realistic to use and 
meets all the privacy-preserving goals. 
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1. INTRODUCTION 
The growing popularity, continuing development and maturation of cloud computing services is an undeniable reality. 
Information stored locally on a computer can be stored in the cloud, including word processing documents, 
spreadsheets, presentation, auditory, photos, videos, report, monetary information, appointment calendars, etc. A cloud 
service provider (SP) is a third party that maintains information about, or acting like another entity. Unquestioning a 
third party requires taking the risk of assuming that the trusted third party will act as it is expected (which may not be 
true all the time). Whenever some entity processes information in the cloud, privacy or confidentiality queries may 
occur. Privacy in cloud computing can be defined as the ability of an entity to control what information it reveals about 
itself to the cloud (or to the cloud SP), and the ability to control who can access that information. 

2. LITERATURE SURVEY 
Numerous existing privacy laws enforce the standards for the group, maintenance, use, and expose of personally 
identifiable information (PII) that must be satisfied even by cloud SPs. (PII is commonly known as identity 
information). A cloud cannot be used for storing and processing data and applications if it is unsecure. The major 
problem regarding privacy in cloud is how to secure PII from being used by unauthorized users, how to prevent attacks 
against privacy (such as identity theft) even when a cloud SP cannot be trusted, and how to maintain control over the 
disclosure of private information. Handing sensitive data to another company is a serious concern. Cloud computing 
can increase the risks of security breaches. Knowing who has user’s personal data, how they are being accessed, and the 
capacity to preserve control over them prevents privacy breaches of PII, and can minimize the risk of identity theft and 
scam. The existing system was Vanish system which supplies a new idea for sharing and protecting privacy. In the 
Vanish system, a secret key is separated and stored in a P2P system with distributed hash tables (DHTs). A pioneering 
study of Vanish [1] supplies a new scheme for protecting privacy. In the Vanish system, a secret key is separated and 
stored in a P2P (point to point) system with distributed hash tables (DHTs). According to characteristics of P2P, after 
every eight hour the DHT will get refresh every node. With joining and exiting of the P2P node, the system can manage 
secret keys. Vanish works by encrypting every message with a arbitrary key and storing shares of the key in a big, 
public DHT. However, Sybil attacks [3] may one of the attacks which can be one problem of Vanish. Therefore the 
Vanish can efficiently pick up keys for more than 99% of their messages. Wolchok et al. [3] concluded that public 
DHTs like VuzeDHT [4] is not capable to provide enough security for Vanish. This paper presents a explanation to 
execute a data self-destructing system, or SeDas, which is based on an active storage framework [5]–[6]. The SeDas 
system defines a self-destruct method that is associated with each secret key part and survival time parameter for each 
secret key part. With Shamir Secret Sharing Algorithm [2], when one cannot get enough parts of a key, he cannot 
decrypt data encrypted with this key, which means the key is damaged. 
2.1    Data Self Destruct 
The data self-destructing system in the Cloud atmosphere should meet the requirements like- How to damage all copies 
of the data simultaneously and compose them unreadable in case of hacking, no open delete actions by the user, or any 
other party storing that information, no need to change any of the stored copies of that information. 
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 3.PRODUCT PERSPECTIVE 
System makes optimal use of resources to perform shopping and to handle complex banking transactions. The clouds 
are so efficient that they save the time and efforts. 

 
Figure 1 System Architecture 

3.1Product Functions 
Administrator side is used to add new products and its details, transaction management, and maintains user activities. 
User side is used to register user access web application and browse products and views detail information. User can 
add product to cart and pay shopping amount. Users fill all personnel detail to system at the time of registration. 
SEDAS receives request from customer and for generation key send request to cloud. It also provides encryption of 
Active Bundles data self token generation. Cloud server receives request from SEDAS and generates multiple keys. 
Then cloud partition selected key into two parts one for SEDAS and another for Bank Server. The front end includes 
the client's computer (or computer network) and the application required to access the cloud computing system. Not all 
cloud computing systems have the similar user interface. Services like Web-based e-mail programs influence existing 
Web browsers like Internet Explorer or Firefox. Other systems have unique applications that provide network access to 
clients. On the back end of the system are the various computers, servers and data storage systems that create the 
"cloud" of computing services. In theory, a cloud computing system could include practically any computer program 
you can imagine, from data processing to video games. Usually, each application will have its own dedicated server.  A 
central server administers the system, monitoring traffic and client demands to ensure everything runs easily. It follows 
a set of rules called protocols and uses a special kind of software called middleware. Middleware allows networked 
computers to communicate with each other. Most of the time, servers don't run at full capacity. That means there is 
unused processing power going to waste. It's possible to fool a physical server into thinking it's actually multiple 
servers, each running with its own independent operating system. The technique is called server virtualization. By 
maximizing the output of individual servers, server virtualization reduces the need for more physical machines. If a 
cloud computing company has a lot of clients, there's likely to be a high demand for a lot of storage space. Some 
companies require hundreds of digital storage devices. Cloud computing systems need at least twice the number of 
storage devices it requires to keep all its clients' information stored. That's because these devices, like all computers, 
occasionally collapse. A cloud computing system must make a copy of all its clients' information and store it on other 
devices. The copies enable the central server to access backup machines to retrieve data that otherwise would be 
unreachable.  

4.MATHEMATICAL MODULE FOR SHAMIR SECRET SHARING ALGORITHM 
Shamir's Secret Sharing is an algorithm in cryptography. It is a form of secret sharing, where a secret key is divided 
into parts, giving each participant its own single part, where some of the parts or all of them are needed in order to 
rebuild the secret. Counting on all participants to combine together the secret might be impractical, and therefore 
sometimes the threshold scheme is used where any k of the parts are sufficient to reconstruct the original secret. 

4.1Mathematical Definition  

Formally, our goal is to divide some data D  (e.g., the safe combination) into n  pieces DnD ,.....,1  in such a way 
that: 
Knowledge of any k  or more Di  pieces makes D  easily computable.  Knowledge of any 1k  or fewer Di  pieces 
leaves D  completely undetermined (in the sense that all its possible values are equally likely). This scheme is 
called  nk,  threshold scheme. If nk   then all participants are required to reconstruct the secret. 
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4.2Shamir's secret-sharing  
The essential idea of Shamir’s threshold scheme is that 2 points are sufficient to define a line, 3 points are sufficient to 

define a parabola, 4 points to define a cubic curve and so forth. That is, it takes k  points to define a polynomial of 

degree 1k . Suppose we want to use a  nk,  threshold scheme to share our secret S , without loss of generality 
assumed to be an element in a finite field F  of size: pnk 0  where P  is a prime number. Choose at 

random 1k coefficients  in , and let . Build the polynomial: 

                     (1) 
Let us construct any  points out of it, for instance set ni ,...,1  to retrieve ))(,( ifi . Every participant is given a 

point (a pair of input to the polynomial and output). Given any subset of  of these pairs, we can find the coefficients 
of the polynomial using interpolation and the secret is the constant term . 
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