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ABSTRACT 
Copy-move forgery is a type of image tampering where a part of the image is copied and pasted somewhere else in the image for 
manipulating the original image. Many techniques have been suggested to detect such type of tampering with the original image 
but time complexity is one of the major challenges. In the proposed method this issue has been addressed using Discrete Cosine 
Transform (DCT) and Bacterial Foraging Optimization (BFO).Using Discrete Cosine Transform (DCT), input gray scale images 
are divided into blocks and are processed to generate quantization matrix of original and forged images. Bacterial Foraging 
Optimization (BFO) algorithm is then used to detect the forged region based on classification of weights. Experiments 
demonstrate that the proposed approach is faster and robust to multiple copy-move forgery. 
Keywords:- Copy move forgery, Bacterial foraging optimization, Chemotaxis, Elimination-dispersal, E.coli 

1. INTRODUCTION 
Digital images are one of the natural carriers of information. They are the most common and convenient way for 
expressing and transmitting information. With the advancement of technology and availability of editing tools, it is not 
difficult to manipulate the digital images without any visible traces. It has become difficult to detect these modifications. 
So it is vital to help verifying the authenticity of the image. Digital image forgery detection can be categorized as active 
approach and passive approach. Watermarks are being used to protect digital images .This type of image forgery detection 
is defined as active approach as access to original image is required to embed watermarks. In practical situations this may 
not be feasible because digital images require some pre processing at the time of creating the image. So there is a need for 
passive approach where no prior information about the image is required. There are many ways for performing forgery, 
the commonly used method is copy move forgery. In copy move forgery parts of image itself are copied and pasted 
somewhere else in the image to manipulate it. In this paper we are focusing on pixel based technique for detecting 
whether an image is forged or not. Pixel based techniques emphasize on pixels of the digital image. For the efficient 
detection of forgery input image is divided into blocks and quantization matrix are generated of original and forged 
images using Discrete Cosine Transform (DCT).Neural classifier Bacterial foraging Optimization (BFO) algorithm is 
used to reduce time complexity in detecting forgery by performing classification of weights.BFO algorithm is widely 
accepted as a global optimization algorithm and is inspired by the social foraging behavior of Escherichia coli (E.coli) 
and is efficient in solving real world optimization problems arising in several application domains. 

2. LITERATURE SURVEY 
Sunil et al. [1] proposed a fast DCT based method for copy move forgery detection .To detect copy move forgery in digital 
images ,input image is divided into overlapping blocks.DCT transform is applied to represent block features. Block 
features are represented as row vectors and sorting is done. Block matching is done and blocks those do not belong to 
potential cluster are discarded. Shift values are calculated and then these values are compared with the threshold value. If 
shift value is greater than threshold value then that region is detected as forged. But time complexity is one of the issues. 
Hao-Chiang et al. [3] proposed a new forgery detection system based on Gabor filter for feature extraction and located 
algorithm. The Gabor feature of image is used to detect the forged image caused by copy and paste operations. The Gabor 
filter with different scaling factors, rotation angles and frequencies are considered to generate the Gabor feature 
representation of an image. For comparing two images, their Gabor features are applied to find if there is any similarity 
between them. To detect the small copy and paste area, an image is divided into small blocks. In each block it extracts a 
new descriptor and key points from the Gabor feature of block image. The proposed method can achieve high correct rate, 
however the process is time consuming. 
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Peng et al. [4] proposed a passive-blind image copy paste forensics scheme using noise features .Firstly, a color image is 
transformed into a gray scale one and wavelet transform based de-noising filter is used to extract the sensor pattern noise, 
then the variance of the pattern noise, the signal noise ratio between the de-noised image and the pattern noise, the 
information entropy and the average energy gradient of the original gray scale image are chosen as features. Then the 
tampered areas are detected by analyzing the correlation of the features between sub blocks and the whole image. The 
proposed scheme is only effective to image forensics between different images. The biggest drawback of the scheme is 
that it cannot self adaptively adjust the threshold. 
Sun et al. [5] proposed an image compositing detection method based on a statistical model for natural image in the 
wavelet transform domain, assuming that image compositing operations affect the inherent statistics of the image. The 
generalized Gaussian model (GGD) is employed to describe the marginal distribution of wavelet coefficients of images, 
and the parameters of GGD are obtained using maximum likelihood estimator. The statistical feature vectors are used to 
discriminate between natural images and composite images using support vector machine (SVM). However, this method 
works well only in spliced forgeries. 
Guohui et al. [6] proposed a blind forensics approach based on Discrete Wavelet Transform (DWT) and Singular Value 
Decomposition (SVD) to detect the specific artifact. Firstly, DWT is applied to the image and SVD  is used on fixed size 
blocks of low frequency components in wavelet sub band to yield a reduced dimension representation. Then the SV 
vectors are lexicographically sorted so that the duplicated image blocks will be close in the sorted list and therefore will 
be compared during the detection steps but this method is not tested on a big dataset.    

3. PROPOSED WORK 
The proposed method uses Discrete Cosine Transform (DCT) and Bacterial Foraging Optimization to detect copy move 
forgery. 

 
Figure 1   Proposed method framework 
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4. METHODOLOGY 
The task of finding copy move forgery is to find large similar regions in an image. Since the duplicated regions are 
unknown both in size and shape, comparing every possible pairs pixel by pixel, the computational complexity will be very 
higher .So it is more practical to divide the suspicious image into blocks for detecting the duplicated regions. Discrete 
Cosine Transform (DCT) and Bacterial Foraging Optimization (BFO) are used to detect forgery. Neural classifier 
Bacterial Foraging Optimization algorithm is used to reduce time complexity.   

 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 

 
                                                                  Figure 2  Bacterial Foraging: E.coli 

4.1  BACTERIAL FORAGING OPTIMIZATION ALGORITHM 
The  biology behind the foraging strategy of E.coli is used as simple optimization algorithm. The E.coli bacterium is best 
understood microorganism. BFO algorithm moves from pixel to pixel and considers each pixel as bacterium. The basic 
mechanism of BFO includes : 

4.1.1 CHEMOTAXIS (SWIMMING AND TUMBLING) 
Chemotaxis is the movement of an E.coli by continuous swimming and tumbling via flagella. An E.coli bacterium can 
move in two different ways. If the flagella rotate clockwise , each flagellum pulls on the cell and the net effect is that each 
flagellum operates independently of the others and so the bacterium tumbles. If the flagella move counterclockwise then 
effects accumulate by forming bundle and push the bacterium so that it runs (Swims) in one direction.  
4.1.2 REPRODUCTION 
Correspondingly through the chemotactic  movement  the health of bacteria will be calculated and least healthy bacteria 
will die. On the other hand, healthier bacteria asexually split into two bacteria to keep population size constant. 
4.1.3 Elimination -Dispersal 
The dispersion event happens after a certain number of reproduction processes. According to preset probability a lowest 
healthier bacteria is chosen to be dispersed and moved to another position within the environment. 
4.1.4 ALGORITHM 
Firstly, divide the original image and forged image into fixed size blocks and then detect the similarity of these blocks 
and  finally output the possible duplicated regions. 

Step  1: The input image is a grayscale image .If it is color image, it can be converted to grayscale image. 
Step  2: Divide the image into blocks and apply DCT. 
Step  3: Generate quantized matrix of original image and forged image after block processing. 
Step 4: Apply neural classifier BFO. Let j be the index for the chemotactic  step. Let k be the index for the 
reproduction step. Let l be the index of the Elimination-Dispersal event. Initially j=k=l=0. 

1. Initialize the parameters 
 P: Dimension of search space 
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        S: Total number of bacteria in the population 
        Nc: The number of chemotactic steps 
        Ns: The swimming length 
        Nre: The number of reproduction steps 
        Ned: The number of elimination-dispersal events 
        Ped: Elimination-dispersion probability 
        C(i): The size of the step taken in the random direction specified by the tumble. 

i =1,2,…………S 
2. Elimination dispersal loop l=l+1 
3. Reproduction loop k=k+1 
4. Chemotaxis loop ( compute the fitness function) 
5. Reproduction 

 

                    

Figure 3 Operation of Bacterial Foraging Optimization 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org  

Volume 3, Issue 9, September 2014         ISSN 2319 – 4847 
 

Volume 3, Issue 9, September 2014                                                                                         Page 67 

5.  RESULTS AND DISCUSSIONS 
Images in the dataset are taken from the benchmark dataset. 

 
Figure 4  Original image (park.bmp) 

 
Figure 5 Forged image (park.bmp) 

 

 
Figure 6 BFO (Neural Network) 
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Table 1 : Performance comparison 

 
 

 
Figure 7 Execution time graph for proposed method 

 6.CONCLUSION 
Forgery detection is an emerging and one of the most important areas of research. Compared with previous works, 
proposed method using Discrete Cosine Transform and Bacterial Foraging Optimization detects copy move forgery in 
digital images successfully. It is robust to multiple copy move forgery. Experiments demonstrate that the proposed 
algorithm is faster. It detects copy move forgery with low computational complexity. 
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