
International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org 

Volume 03, Issue 09, September 2014              ISSN 2319 - 4847 
 

Volume 3, Issue 9, September 2014                                                                                  Page 282 

 ABSTRACT 
Anomaly detection techniques are the last line of defense when other approaches fail to detect security threats or other 
problems. They have been extensively studied since they pose a number of interesting research problems, involving statistics, 
modeling, and efficient data structures. The term anomaly is nothing but the automatically finding of flows those are 
associated with anomalous activities from the large set of flows. These observations carried among the anomalous time 
interval. This anomaly extraction is important for the root cause analysis, attack mitigation, anomaly modeling and network 
forensics.  In this paper, we extended the previous approach of anomaly extraction based on association rules with improved 
scalability and efficiency. We presented the multi-dimensional, multi level data mining approach which not only allows for 
large data sets but also improves speed of extraction.  Basically, we use meta-data provided by several histogram-based 
detectors to identify suspicious flows, and then apply association rule mining to find and summarize anomalous flows. Using 
rich traffic data from a backbone network, we show that our technique effectively finds the flows associated with the anomalous 
event(s) in all studied cases. In addition, it triggers a very small number of false positives, on average between 2 and 8.5, which 
exhibit specific patterns and can be trivially sorted out by an administrator. Our anomaly extraction method significantly 
reduces the work-hours needed for analyzing alarms, making anomaly detection systems more practical. 
KEYWORDS: Keywords— Association rules, computer networks, data mining, detection algorithms. 

  

1. INTRODUCTION 
 

ince from last few years, network anomaly detection has become a crucial area for each industrial interest as well as 
for educational analysis. Applications of anomaly detection generally stem from the views of network watching and 
network security. In network watching, a ser-vice supplier is commonly curious -5swabout capturing such network 
characteristics as significant flows that use a link with a given capability, flows size distributions, and therefore the 
variety of distinct flows. In network security, the interest lies in characterizing known or un-known anomalous patterns 
of an attack or a virus. A general definition of a network anomaly describes an occurrence that deviates from the 
traditional network behavior. But since there are no known models on the market for traditional network behavior, it’s 
difficult to develop an anomaly detector within the strictest sense. Supported the inherent quality in characterizing the 
traditional network behaviors, the matter of anomaly detection are often categorized as model based mostly and non-
model based. In model based mostly anomaly detectors, it’s assumed that a known model is accessible for the 
traditional behavior of sure specific aspects of the network Associate in Nursing any deviation from the norm is deemed 
an anomaly. For network behaviors that can’t be characterized by a model, non-model based mostly approaches are 
used. Non-model based mostly approaches are often any classified supported the specific implementation and accuracy 
constraints that are obligatory on the detector. In network monitoring situations wherever an applied math 
characterization of network anomalies is needed, a known model isn’t a requirement. However, an applied math 
anomaly detector should have access to massive volumes of knowledge which will offer the desired samples, from those 
correct estimates of a network traditional behavior are often created. However, with increasing speeds of network links, 
the frequency of sampling that’s necessary for achieving a desired accuracy are often un-workable to implement. On-
line watching of those packets are needs per packet process together with outsizes of quantity of state info that has to be 
unbroken in memory. This can be an important burden on the restricted SRAMs that square measure on the market on 
the router line cards. Therefore sampling rates square measure re-source effected. So underneath these circumstances 
it’s a lot of acceptable to use anomaly detection which will method long streams of knowledge with little memory needs 
and restricted state information. Therefore a web detection of anomalies with process resource constraints corresponds 
to creating some specific queries on knowledge and this can be higher handled by separate algorithms which will 
method streaming data. Compared with applied math sampling, streaming peruses every bit of info for the foremost 
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necessary information whereas sampling processes solely a little proportion of the information and absorbs all the 
knowledge in this. There are many methods presented still to the date by various authors based on deferent techniques. 
Recently the association rule based anomaly extraction method was presented. This method had shown the efficient 
results in case of single dimension. This method used the Apriori Algorithm along with histogram based detector and 
voting in order to extract anomalies. How-ever this method is having still having some limitations such as not 
supported the scalability, not supporting the multi dimensional datasets. Hence in this project we are aiming to extend 
such approach by overcoming above said limitations. We proposed to use the multi dimensional and scalable 
association rule mining algorithm in place of previous one. In next section II we are presenting the literature survey. In 
section III, the proposed approach and its system block diagram is depicted. In section IV we are presenting the current 
state of implementation and results achieved. Finally conclusion and future work is predicted in section V.  

2. LITERATURE SURVEY  
In [3], Hacig um¨ us et al., introduced the idea of using the third party auditor for handling the data.  To extract 
abnormal flows, one may build a model de-scribing normal flow characteristics and use the model to spot deviating 
flows. However, building such a microscopic model is extremely difficult as a result of the wide variability of flow 
characteristics. Similarly, one may compare flows throughout associate interval with flows from traditional or past 
intervals and seek for changes, like new flows that weren’t antecedently discovered or flows with important 
increase/decrease in their volume. Such approaches primarily perform anomaly detection at the amount of individual 
flows and will be wont to determine abnormal flows.A short version of our work has previously appeared in [1]. Most 
related to our work, Silveira and Diot [4] recently introduced a tool called URCA that searches for anomalous flows by 
iteratively eliminating subsets of nor-mal flows. URCA also classifies the type of a detected anomaly. Nevertheless, it 
requires to repeatedly evaluating an anomaly detector on deferent flow subsets, which can be costly. Compared to this 
work, we show that simply computing frequent item-sets on profiteered flows is suffering to identify anomalous flows.  
A feature-based anomaly detection system analyzes collected traffic data and raises an alarm on observing an unusual 
behavior. The system needs to distinguish between normal and abnormal traffic variability. Seasonal, weekly, time-of 
day effect, and protocol dynamics result in legitimate traffic changes. These changes should be identified and separated 
from traffic variations due to anomalous events, like attacks, failures, and misconfiguration [3]. An important 
component of computer security is intrusion detection–knowing whether a system has been compromised or if an attack 
is occurring. Hostile activity can sometimes be inferred by examining inbound network traffic, operating system events, 
or changes to the file system, either for patterns signaling known at-tacks (signature detection), or for unusual events 
signaling possible novel attacks (anomaly detection). Anomaly detection has the advantage that it can sometimes detect 
previously unknown attacks, but has the disadvantage that it issues false alarms, because unusual events are not always 
hostile. Finally, substantial work has focused on dimensionality reduction for anomaly detection in backbone net-works 
[5] [8]. 

3. PROPOSED APPROACH FRAMEWORK AND DESIGN  
3.1 Problem Definition 
Thus, in this project we are presenting the new approach for anomaly extraction which is significantly reduces the work 
hours/timing for alarms analyzing, anomaly detection. An overview of our approach to the anomaly extraction problem 
presented in figure 1 is below. A number of different histogram based anomaly detectors monitor network traffic and 
detect anomalies in an online fashion. Upon detecting an anomaly, we use the union set of meta-data provided by the 
detectors to pre-filter a set of suspicious flows. This pre-filtering is necessary since it eliminates a large fraction of the 
normal flows. A summary report of frequent item-sets in the set of suspicious flows is generated by applying association 
rule mining. The basic assumption behind this approach is that frequent item-sets in the pre-filtered data are often 
related to the anomalous event. A large part of our evaluation results is devoted to the verification of this assumption 
and shows that this is indeed true. The entire anomaly extraction process is automated and can take place both in an 
online and offline fashion. In the online case, the anomaly detector triggers the anomaly extraction process upon 
detecting an anomaly. In the offline case, an administrator triggers the anomaly extraction process to analyze anomaly 
alarms in a post-mortem fashion and to determine their validity. Result tables showing data regarding the algorithmic 
efficiency parameters and comparative discussion related to efficiency of the algorithm proposed. Basically, we use 
meta-data provided by many histogram-based detectors to spot suspicious flows, then apply association rule mining to 
search out and summarize abnormal flows. Mistreatment wealthy traffic information from a backbone network, we 
have a tendency to show that our technique effectively finds the flows related to the abnormal event(s) altogether 
studied cases. Additionally, it triggers an awfully little range of false positives, on the average between 2-8.5, that 
exhibit specific patterns and might be trivially sorted out by associate degree administrator. Our anomaly extraction 
technique considerably reduces the work-hours required for analyzing alarms, creating anomaly detection systems a lot 
of sensible. We possible consider following steps: 1.Flow prefiltering, 2.Frequent Item-Set Mining Using Multi-
dimensional Apriori Algorithm, and 3.Multi dimensional Histogram based Detector, 4.Histogram Cloning and Voting.  
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• Flow Prefiltering: Assume a time interval with an anomaly. Prefiltering selects all flows that match the union of 
the meta-data Vj provided by detectors, i.e., all flows that match UVj where j = 1,..., n are filtered. Prefiltering 
usually removes a large part of the normal traffic. This is desirable for two reasons. First, it generates a 
substantially smaller dataset that results in faster processing in the following steps. Second, it improves the 
accuracy of association rule mining by removing flows that could result in false-positive item-sets. An important 
detail of our approach is that we keep flows matching any of the meta-data instead of flows matching all the meta-
data. In other words, we take the union of the flows matching meta-data rather than the intersection of the flows 
matching meta-data. Taking the union is important because identified meta-data can be flow-disjoint; meaning that 
they appear in different flows, in which case the intersection is empty. For example, consider the Sasser worm that 
propagated in multiple stages: Initially a large number of SYN flows scanned target hosts, then additional flows 
attempted connections to a backdoor on port 9996 of the vulnerable hosts, and finally a third set of frequent flows 
resulted from downloading the 16-kB worm executable. In this example, an anomaly would likely be annotated 
with meta-data about the SYN flag, port 9996, and the specific flow size. The intersection of the flows matching 
the meta-data would be empty, whereas the union would include the anomalous flows. 

• Frequent Item-Set Mining: Association rules de-scribe items that occur frequently together in a dataset and are 
widely used for market basket analysis. For example, a rule might reflect that 98 present of customers that 
purchase tires also get automotive services. Let be the set of all items in a market basket and be the set of all 
transactions. Each transaction contains a subset of items chosen from. In association analysis, a collection of zero 
or more items is called an item-set. If an item-set contains items, it is called an -item-set. The problem of 
discovering all association rules in a dataset can be decomposed into two sub problems: 1) The main and most 
challenging part is finding frequent item-sets, i.e., item-sets that appear in more than a threshold number of 
transactions; and 2) given the frequent item-sets, derive association rules. The second part is trivial as a frequent 
item-set implies a set of candidate association rules. For example, a frequent item-set gives the candidate rules, 
and. In this paper, we apply the first step of association rule mining, i.e., we find frequent item-sets to extract 
anomalous flows from a large set of flows observed during a time interval. We do not compute corresponding 
association rules as this second step does not pro-vide any additional information for the purpose of anomaly 
extraction. Our assumption for applying frequent item-set mining to the anomaly extraction problem is that 
anomalies typically result in a large number of flows with similar characteristics, e.g., IP addresses, port numbers, 
or flow lengths, since they have a common root cause like a network failure, a bot engine, or a scripted DoS attack. 
We map each flow record into a corresponding transaction. 

1 Histogram-Based Detector: Histogram-based anomaly detectors have been shown to work well for detecting 
anomalous behavior and changes in traffic distributions. We build a histogram-based detector for our evaluation that 
uses the KullbackLeibler (KL) distance to detect anomalies. The KL distance has been successfully applied for 
anomaly detection in previous work.  

2 Histogram Cloning and Voting: Histogram binning typically groups in a rather ad hoc way adjacent feature values, 
e.g., adjacent IP addresses, into a desired number of bins. As an alternative to arbitrary binning, we introduce 
histogram cloning. With histogram cloning, different clones provide alternative ways to group feature values into a 
desired number of bins/groups creating effectively additional views along which an anomaly may be visible. The 
cloning mechanism is coupled with a simple voting scheme that controls the sensitivity of the detector and eventually 
affects a tradeoff between false positives and negatives. In particular, a histogram clone with bins uses a hash 
function to randomly place each traffic feature value into a bin. Each histogram-based detector uses histogram clones 
with independent hash functions.1 Upon detection of a disruption in the distribution, each clone compiles a list of 
traffic feature values that are associated with the disruption by keeping a map of bins and corresponding feature 
values. The advantage of histogram cloning is that we obtain additional traffic views that help us in identifying the 
correct feature values in each anomalous bin using a voting scheme. In the short version of this work, we only keep 
feature values that have been identified by all histogram clones. We generalize this approach to a more flexible 
scheme that is based on voting. In particular, voting keeps a feature value if it has been selected by at least out of 
clones. With this approach, the tradeoff between false-positive and false-negative feature values can be adjusted via 
the parameters. 
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Figure 1: Proposed System Flowchart 

Histogram-Based Detector: Histogram-based anomaly detectors have been shown to work well for detecting anomalous 
behavior and changes in traffic distributions. We build a histogram-based detector for our evaluation that uses the 
Kullback Leibler (KL) distance to detect anomalies. The KL distance has been successfully applied for anomaly 
detection. Formula used for KL detection is given below. Here, m = histogram bins. Histogram binning typically groups 
in a rather ad hoc way adjacent feature values, e.g., adjacent IP addresses, into a desired number of bins. p = Reference 
Distribution of time interval q = Discrete Distribution of time interval Note: Coinciding distributions have a KL 
distance of zero, while deviations in the distribution cause larger KL distance values. In general KL distance is 
Asymmetric as follows In Anomaly Extraction, We have observed that the first difference of the KL distance time series 
is approximately normally distributed with zero mean and standard deviation. This observation enables us to derive a 
robust estimate, the median absolute deviation, of the standard deviation and of the anomaly detection threshold from a 
limited number of training intervals. We generate an alert when as an alternative to arbitrary binning, we introduce 
histogram cloning. With histogram cloning, different clones provide alternative ways to group feature values into a 
desired number of bins/groups creating effectively additional views along which an anomaly may be visible. The 
cloning mechanism is coupled with a simple voting scheme that controls the sensitivity of the detector and eventually 
affects a tradeoff between false positives and negatives. In particular, a histogram clone with bins uses a hash function 
to randomly place each traffic feature value into a bin. Each histogram-based detector uses histogram clones with 
independent hash functions. The advantage of histogram cloning is that we obtain additional traffic views that help us 
in identifying the correct feature values in each anomalous bin using a voting scheme. If an anomalous value is 
included by one clone, it is likely that it will also be included by the other clones as these events are not independent. 
Consequently, we can derive a lower bound for the probability that an anomalous feature value is included by âĂŹlâĂŹ 
or more clones. EQ Where, K = Number of Clone Pa = Probability of anomalous feature values. And upper bound for 
the probability that an anomalous feature value is missed. Here, we do not derive a bound since the considered events 
are not correlated. The impact of parameters on the overall accuracy of our approach is analyzed in parameter 
estimation stage further. Note: Histogram cloning uses random projections as they are commonly used in sketch data 
structures that have been proposed in the literature. Sketches aim at summarizing a data stream in a compact data 
structure, which can be used for answering various queries. In contrast, histogram cloning is a method to randomly bin 
histograms that does not target summarization. Necessary and adequate use of set theory to describe the problem, input 
data, output data, functionality, and constraints. 
3.2 Mathematical module 
Input: Data set  
Output: List of Extracted anomaly and extraction accuracy. 
Flow pre-filtering: 
Pre filtering usually removes a large part of the normal traffic. This is used for two reasons. First, it generates a 
substantially smaller dataset that results in faster processing in the following steps. Second, it improves the accuracy of 
association rule mining by removing flows that could result in false-positive item-sets. 
Apriori Using Association Rule: 
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I={i1, i2,…, in}be a set of n binary attributes called items. 
D={t1, t2, ..., tn}be a set of transactions called the database. 
Each transaction in D has a unique transaction ID and contains a subset of  the items in I. 
A rule is defined as an implication of the form X→Y 
where X, Y  and  X  
Histogram-Based detector: 
We build a histogram-based detector for our evaluation that uses the Kullback–Leibler (KL) distance to detect 
anomalies 
Formula used for KL detection is given below. 

 
 Where m= histogram bins (assuming ‘n ’HBDs that correspond to ‘n’ different traffic features and have each ‘m’ 
histogram bins.) 
p = Reference Distribution of time interval 
q = Discrete Distribution of time interval 
In general KL distance is Asymmetric as follows 

 
In Anomaly Extraction, We have observed that the first difference of the KL distance time series is approximately 
normally distributed with zero mean and standard deviation  observation enables us to derive a robust estimate, the 
median absolute deviation, of the standard deviation  and of the anomaly detection threshold  from a limited 
number of training intervals. We generate an alert when  

 
If an anomalous value is included by one clone, it is likely that it will also be included by the other clones as these 
events are not independent. Consequently, we can derive a lower bound for the probability that an anomalous feature 
value is included by ’l’ (out of ‘k’) or more clones. 

 
K = Number of Clone 
Pa = Probability of anomalous feature values. 
And upper bound for the probability that an anomalous feature value is missed 

 
The probability that a normal feature value is included by or more clones, on the other hand, is given by 

 
Here, we do not derive a bound since the considered events are not correlated. 
 
4. WORK DONE  
In this section we introduce the input requirement, system configuration, Matrices computed and work done results. 
4.1 Input 
Input for this practical work is IDS datasets.  
4.2 Hardware and software used 
 Hardware Configuration 

• Processor  - Pentium –IV 
• Speed  - 1.1 Ghz 
• RAM  - 256 MB(min) 
• Hard Disk  - 20 GB 
- Key Board - Standard Windows Keyboard 
• Monitor  - SVGA 

Software Configuration 
 Operating System          Windows XP/7/8 
 Programming Language        Java 
 Tool                                     Netbeans    
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4.3 Metrics Computed 
We computed the total number of anomalies detected in each item set and detection time [1]. 
4.4 Results of Practical Work 

 Achieved improved Anomaly extraction in terms of accuracy. 

Table 1: Accuracy of anomaly extraction. 
 

 Parameter Histogram based 

detector Accuracy 

Heterogeneous based 

detector  Accuracy 

IDS-1 0.72 0.81  

IDS-2 0.73 0.87 

IDS-3 0.77 0.89 

 

 
Figure 2: SETM VS Apriori 

SETM took too long to execute, clearly Apriori beats SETM by more than an order of magnitude for large datasets. 
And proposed Apriori is better than Apriori, as time taken by proposed apriori is less than apriori.  

                                                 
Figure 3: Anomalies detected in each dataset. 

In figure 3 anomalies detected in each item set, clearly we view that item set generated in 1, 2 and 3 are more than 4, 5, 
6 &7, so the rules that are matched are effective in dataset 1, 2 and 3. And the rules are fewer matches to the item set 4, 
5, 6 and 7.  
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4.5Analysis of anomaly extraction 

 

 
Figure 4: Anomalies Detection time in different IDS. 

In figure-4 X-axis shows the time in seconds and y-axis shows auc. The graph shows detection time of anomaly 
 using without heterogeneous detector and with heterogeneous detector. 
 

 
Figure 5: Accuracy of anomaly detection in different IDS. 

In figure-5 X-axis shows the different IDS dataset and y-axis shows auc. The graph shows accuracy  of anomaly  
detection   without heterogeneous detector and with heterogeneous detector. 

5. CONCLUSION AND FUTURE WORK  
In this paper, we have studied the problem of anomaly extraction that is of uttermost importance to several applications 
such as root-cause analysis and detection system testing. Network anomaly detection is a challenging task due to 
heterogeneous nature of the network. Automatically extracting and analyzing network anomalies from immense 
amount of traffic data is difficult and thus atomic anomaly detectors could have very low detection rate. This paper has 
demonstrated the advantages of combining various anomaly detectors through consensus optimization. We summarize 
the decisions of base detectors in a graph, and maximize the consensus by promoting smoothness of label assignment 
over the graph. On real network anomaly detection datasets, the proposed algorithm improves the detection accuracy of 
the base detectors by 10% to 20%. 
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