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Abstract 

An artificial immune system (AIS) that is distributed, robust, dynamic, diverse and adaptive. It captures many features of the 
vertebrate immune system and places them in the context of the problem of protecting a network of computers from illegal 
intrusions .This involved investigating AIS algorithms and implementing a suitable one. A number of AIS algorithms were 
examined and chosen to achieve high classification accuracies while possessing less computational complexity than other 
algorithms. Using the AIS concepts and algorithms to find  how the human immune system works. The immune recognition is 
based on the complementarily between the binding region of the receptor and a portion of the antigen called epitope. Antibodies 
present a single type of receptor, antigens might present several epitopes. This means that different antibodies can recognize a 
single antigen. 
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1. INTRODUCTION 
A biological immune system consists of two different response systems: innate and adaptive immune systems. By 
cooperation of these, the whole immune system defends the body against harmful foreign antigens. The innate system 
responds to foreign antigens. This mechanism has not been used in artificial immune systems. In contrast, the adaptive 
part functions against specific targets, which has been available for artificial immune systems. The important functions of 
the adaptive immune system are to recognize, eliminate and memorize foreign antigens, as well as to discriminate 
between self and non-self molecules. This means that the immune system is able to react only to non-self molecules. 
 
The adaptive immune system consists of two kinds of lymphocytes. One is the B cell, which originates in the bone 
marrow and has the ability to produce antibodies. B cells can recognize the shape of foreign antigens, eliminate and 
memorize them. The other is the T cell, which can discriminate between self and non-self molecules in a body. T cells 
acquire the ability to discriminate by education in an organ named the thymus. What happens in the thymus? If the T cell 
recognizes self-molecules, it causes apotosis and dies. This is called negative selection. If it does not react, it is tested with 
non-self molecules. If the T cell is not able to recognize them, it dies. So, T cells that can react with non-self molecules 
survive. This is positive selection. Tcells that can pass through the thymus are able to react to non-self molecules but 
unable to react to self molecules (see the Figure) . 
 

 
 
After training in a thymus, T cells circulate throughout the body. When B cells react with foreign antigens, they need the 
help of T cells. B cells do not react with self molecules if T cells do not recognize it. As a result, the adaptive immune 
system does not attach self-molecules. 
 
Self and non-self classes 
To apply the self and non-self regions and the mechanism of dividing shape space to classification, it is necessary to 
divide the data set into two classes: self and non-self classes. Self-class consists of only one class in the problem and non-

Implementation of Artificial Immune System 
Algorithms 

 
K. Sri  Lakshmi 

 
Associate Professor, Department of CSE 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org  

Volume 3, Issue 6, June 2014   ISSN 2319 - 4847 
 

Volume 3, Issue 6, June 2014 Page 368 
 

self class consists of all the remaining classes. The immune system categorizes self-molecules as self-class and all other 
molecules as non-self class. Data belonging to self-class are named self data and those in the non-self class are named 
non-self data. 
 
Self and non-self regions in the shape space 
Modeling of the immune receptor is one of the most important items, because the immune reaction is based on 
recognition via the receptor. In AIS, it is represented in shape space. It is a phase space whose axes represent the 
properties of the receptor; for example, the length, width, height of any bump or groove in the 
Combining site, electrostatic charge, etc. This means that the position in shape space represents the shape of a receptor. 
The distance between two positions is the affinity between these shapes. The smaller the distance, the higher the affinity. 
If the distance is smaller than a threshold, these interact with each other. 
 
To apply education in a thymus to classification, we need to understand how to represent this mechanism in shape space. 
There are two kinds of region in shape space. Thyms education makes it possible for survived T cells to be distributed in 
only one region called the non-self region. The other region is named self region. Negative selection removes T cells from 
the self-region and positive selection chooses T cells distributed in the non-self region. This is very useful for 
classification, because the data set belonging to the same class becomes clusters. 
 

 
 
Antibodies and Antigen   
Antibodies (also referred to as immunoglobulin and gamma globulins) are Y-shaped proteins that respond to a specific 
antigen (bacteria, virus or toxin). Each antibody has a special section (at the tips of the two branches of the Y) that is 
sensitive to a specific antigen and binds to it. When an antibody binds to a toxin it becomes an antitoxin and generally 
disables the chemical action of the toxin. A large number of antibodies can bind to an invader and signal the complement 
system , that the invader needs to be removed. Antigens are defective coding on the cell surface that appears soon after 
the infection of a cell by an infectious agent, but before replication has begun. Epitopes, which are patterns, present on the 
surface of the antigen are used by the antibody to detect if they constitute a potential threat to the body. 

 
Artificial lymphocyte 
In the immune system, each T cell recognizes these molecules. AIS uses artificial lymphocytes (ALC) to recognize data 
individually in the same way. The ALC consists of a receptor, a recognition distance threshold (RDT) and a self class. 
The receptor is represented in shape space. Its definition is such that, if there is a distance (Euclidian distance, hamming 
distance, etc.) between an ALC and individual data, the ALC can recognize it. Self class of an ALC is one of the classes. 
The remaining classes are non-self class for the ALC. Self class is decided in a learning process (next subsection).If class 
i is a self class in a learning process, self class is i .Then, ALCi represents the ALC who’s self-class is i and the ALCs 
whose self class is the same are named the same kind of ALC. 
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Fig: Determination of RDT. 

 
2. Learning Processes  
We describe the algorithm to acquire the ALCi set so that these ALCi cannot recognize the data belonging to their own 
self class ( i ).This is inspired by education in a thymus and consists of iteration of some processes. These processes are 
proliferation and mutation(clonalexpansion), determination of RDT (negative  selection) and activation and selection 
(positive selection). After passing through these processes, the ALCi is named memory ALCi. In the proliferation and 
mutation process, one ALCi produces clones. Mutation of a cell is done in the immune system and it is important to use 
this for computation. Changing the receptor of ALC partially makes a clone. This process is the same as the evolutionary 
computations and is known to be effective. 
 
In negative selection, we reverse the idea. We don’t choose the ALC that cannot recognize the self data set, but decide the 
RDT of ALC so that it cannot recognize the self data set. The reason is the computational cost. With a real thymus, only 
about 3% can survive among an enormous number of T cells and this is costly. RDT is determined by multiplying the 
minimum distance with the self data set by the constant number α equal to or less than 1 . This ensures that ALCs cannot 
recognize the self-data that are used as the training data. It introduces the variable recognition threshold of ALC and a 
new negative selection algorithm. Parameter α is the most important in DAIS(Discrimination-based Artificial Immune 
System). 

 
 
In positive selection, an ALCi is selected in order to perform two kinds of activity. To decide the activities, the non-self 
data set is divided into two kinds. One is the data that are not recognized by the memory ALCis and the other is the data 
recognized by them, which are represented as Ui and Ri, respectively. The primary activity of an ALCi is the number of 
Ui that it can recognize. The secondary activity of an ALCi is the number of Ri that it can recognize. An ALCi is selected 
in the order of the primary activity. If some ALCis have the same activity, they are selected in the order of the secondary 
activity. 
 
If some ALCis have the same secondary activity, they are selected in the order of RDT. The larger RDT an ALCi has, the 
wider it can cover. The remaining ALCis are removed. These processes make an ALCi more effective.          The above 
processes are repeated to obtain the more useful ALCi..The learning process is as follows in detail. Antibody and Antigen 
with Paratope, Epitope and Idiotope Through three big processes with one ALC, we get the more effective ALC. First, in 
the proliferation and mutation process, the ALC produces its clones. Next, the self data set is presented to these clones 
and their RDT is determined. In the final process, they are activated by non-self data set and the best ALC is selected. 
 
 Negative Selection Mechanism 
The purpose of negative selection is to provide tolerance for self-cells.It deals with the immune system’s ability to detect 
unknown antigens while not reacting to the self-cells. During the generation of T-cells, receptors are made through a 
pseudo-random genetic rearrangement process. Then, they undergo a censoring process in the thymus, called the negative 
selection. There, T-cells that react against self-proteins are destroyed; thus, only those that do not bind to self-proteins are 
allowed to leave the thymus. These matured T-cells then circulate throughout the body to perform immunological 
functions and protect the body against foreign antigens. 
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Clonal Selection Principle 
The clonal selection principle describes the basic features of an immune response to an antigenic stimulus. It establishes 
the idea that only those cells that recognize the antigen proliferate, thus being selected against those that do not. The 
main features of the clonal selection theory are that 
 

1. The new cells are copies of their parents (clone) subjected to a mutation mechanism with high rates (somatic 
hypermutation); 

2. Elimination of newly differentiated lymphocytes carrying self-reactive receptors; 
3. Proliferation and differentiation on contact of mature cells with antigens. 

 
When an antibody strongly matches an antigen the corresponding B-cell is stimulated to produce clones of itself that then 
produce more antibodies. This (hyper) mutation, is quite rapid, often as much as “one mutation per cell division” (de 
Castro and Von Zuben, 1999). This allows a very quick response to the antigens. It should be noted here that in the 
Artificial Immune System literature, often no distinction is made between B-cells and the antibodies they produce. Both 
are subsumed under the word ‘antibody’ and statements such as mutation of antibodies (rather than mutation of B-cells) 
are common.  
 
Experimental Results  
The immune recognition is based on the complementarily between the binding region of the receptor and a portion of the 
antigen called epitope. Antibodies present a single type of receptor, antigens might present several epitopes. This means 
that different antibodies can recognize a single antigen.This involved investigating AIS algorithms and implementing a 
suitable one. A number of AIS algorithms were examined and the AIRS2 algorithm was chosen due to its abilities to 
achieve high classification accuracies while possessing less computational complexity than other algorithms 
          
The choice between negative and positive selection can be based on various reasons. There are at least two factors that 
cannot be ignored. First, in many applications, a large amount of normal data is typical, e.g.in network intrusion 
detection problem. These data are not only too large to be used directly to find anomaly, but contains too much duplicated 
or similar information. Second, if a method does not provide any inductive ability, for example, clustering or rule 
extraction, from the raw data, it is not really a learning method, strictly speaking. 
           
Both positive selection and negative selection can be a reasonable choice according to the specifics of the problem. One 
obvious scenario when negative selection is preferred is when we have a large number of self samples and we can 
potentially generate a relatively small set of detectors. The straightforward positive selection proposed a couple of times 
by a valid alternative in most cases. When the number of self samples are larger than the number of detectors by more 
than one order of magnitude , such positive selection method like Self-Detector is not a realistic solution. 
 
3. Results 
Negative selection 
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Clonal Selection 

 
 
Positive Selection 

 
 
4. Conclusion 
There is no direct analog of our negative-selection algorithm in classifier systems, except the learning rules under 
which new rules are generated. Bidding for messages in classifier systems is analogous to immune cells competing 
to bind to foreign datapaths. we have shown here how to embed an architecture for adaptive behavior in a real-
time environment with live agents.Our research was a collection of pressing unsolved problems in computer 
security. Over the past several years we have designed and built several successful solutions to real computer 
security problems. The role of the algorithms is played by our affinity maturation model of learning, although 
ours is simpler in the sense that we assign credit directly from the environment to the detectors, and do not pass 
strength among immune cells.  
A more direct analog of the bucket brigade would occur if we tried to build up idiotypic networks of immune cell 
in which immune cells stimulate and repress other immune cells. Although this is appealing from an adaptive 
design perspective, there is little if any experimental evidence that such networks exist in natural immune 
systems.Although the mapping is not 1-1, we believe that the AIS we have described in this paper captures many 
of the important properties of classifier systems and provides an interesting point of comparison.  
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