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Abstract 

Cyber security and power system communication systems network constitutes the core of the electric system automation 
applications, the design of cost-effective and reliable network architecture is critical. These parts together are essential for proper 
electricity transmission, where the information infrastructure is crucial. The operational and commercial demands of electric 
utilities require a high-performance data communication network that supports both existing functionalities and future 
operational requirements. This integrated approach created several challenges that need to be taken into consideration such as 
cyber security issues, information sharing, and regulatory compliance. There are several issues that need to be addressed in the 
area of cyber security. Since several power control systems have been procured with “openness” requirements, cyber security 
threats become evident. The paper present cyber security issues and their highlights access points in a substation. The motivation 
of this paper is to provide a better understanding of the hybrid network architecture that can provide diverse electric system 
automation application requirements. In this regard, our aim is to present a structured framework for electric utilities who plan 
to utilize new communication technologies for automation and hence, to make the decision-making process more effective and 
direct. 
 
Keywords: communication technology, automation, cyber securities issues, power control system. 
 
1. INTRODUCTION 
The Smart Grid plays an vital role in responding to many conditions in supply and smart energy demand and can save 
over many of dollars over the future, and this might be crucial to the economy of a country. The U.S. Government 
proposed that all critical infrastructure companies need to meet new cyber security standards and grant the president 
emergency powers over control of the grid systems and other infrastructure. 
The diversity of equipment and manufacturers lead to a proliferation of proprietary protocols for data communication 
among power system control equipment. During this period control equipment was undergoing rapid change as new 
microelectronic technologies were applied to power system control for the first time. Suppliers endeavoured to establish a 
technical or commercial advantage through evolution of their products. Some companies established a considerable 
installed user base of their proprietary equipment. In the prevailing economic conditions of the time, it was believed that 
technical superiority; proprietary equipment and an installed customer base would lead to continued future sales. Utilities 
and system integrators were confronted with a difficult challenge whenever equipment from different vendors was 
integrated into a single system. The different control protocols, parameters and operational philosophies often meant that 
it was difficult and sometimes impossible to make the disparate components operate sensibly in a single system. The 
expenditure of engineering resources to overcome these hurdles rarely resulted in systems with significantly superior 
capabilities, merely ones with unique combinations of equipment. Indeed, even when several utilities had similar 
combinations of equipment, their differing operational regimes and priorities sometimes prevented useful cost cutting 
through sharing of design or integration information. 
Recent developments in communication technologies have enabled reliable remote control systems, which have the 
capability of monitoring the real-time operating conditions and performance of electric systems. These communication 
technologies can be classified into four classes, i.e., Power Line Communication, Satellite Communication, Wireless 
Communication, and Optical Fiber Communication. Each communication technology has its own advantages and 
disadvantages that must be evaluated to determine the best communication technology for electric system automation. In 
order to avoid possible disruptions in electric systems due to unexpected failures, a highly reliable, scalable, secure, robust 
and cost effective communication network between substations and a remote control center is vital.  
 
2. TYPES OF COMMUNICATION NETWORK 
Communication requirements into three categories, namely: 
• Real-time operational communication requirements; 
• Administrative operational communication requirements; 
• Administrative communication requirements. 
 Experiences have now shown that these classification approach is very suitable. It is now widely used both within and 
outside National Grid 
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2.1 Real Time Operational Communication Requirements 
Real-time operational communication encompasses communication in real time that is required to maintain operation of 
the power system. The class is in turn divided into real-time operational data communication and real-time operational 
speech communication. Real-time operational data communication encompasses: 
• Teleprotection; 
• Power system control. 
The communication is characterized by the fact that interaction must take place in real time, with hard time requirements. 
The communication requirements define the design of the technical solutions. For teleprotection purposes, messages 
should be transmitted within a very short time frame. Maximum allowed time is in the range of 12–20 ms, depending on 
the type of protection scheme. The requirement has its origin in the fact that fault current disconnection shall function 
within approximately 100 ms. Power System Control mainly includes supervisory control of the power process on 
secondary or higher levels. These systems are of the kind SCADA/EMS. Measured values must not be older than 15 s, 
when arriving at the control center. Breaker information shall arrive no later than 2 s after the event has occurred. Real-
time operational voice communication encompasses traditional telephony; where voice communication has an operational 
purpose, e.g., trouble shooting in a disturbed power operational case, power system island operations. The actual 
possibility of having voice communication is, by the control center staff, considered as one of the most important tools, 
both in normal and abnormal operation cases. Real-time operational voice communication also includes facsimile for 
switching sequence orders. Also, the means of using electronic mail (e-mail) for transfer of switching sequence orders is 
considered. 
 
2.2 Administrative Operational Communication  Requirements: 
In addition to real-time operational communication, information is needed that, in more detail and afterwards, support 
description of what has happened in minor and major power system disturbances. This class is referred to as 
administrative operational communication. Examples are interactions with local event recorders, disturbance recorders, 
and power swing recorders. 
 
The communication is characterized by that interaction does not need to take place in real time. Time requirements are 
moderate. Also, the following functions are included in this class. 
 
• Asset management. 
• Fault location. 
• Metering and transfer of settlement information. 
• Security system. 
• Substation camera supervision. 
 
2.3 Administrative Communication  Requirements: 
Administrative communication includes voice communication and facsimile within the company also between the offices 
that are at different geographical locations, as well as to or from the company, where the communication has an 
administrative purpose. 
 
3. SMART GRID INFRASTRUCTURE 
SCADA security has become an important area of interest amongst researchers. It has led many researchers to publish 
interesting research papers and voice their claims in the need to improve the existing security standards in the area of 
power systems.  
 
The Smart Grid Infrastructure is presented in Fig 1, which represents the topology of our current-day implementation, 
without the cyber security model. The Smart Grid Infrastructure with the cyber security model, will comprise ‘network 
monitoring tools’ which will check all the packets that are being sent in and out of the network and characterize them to 
see if they are legitimate or not. The block for monitoring networks will be added as the last block of this model in order 
to reduce complexity and cost, and it will have to be written with a specific set of rules that apply to only power system 
devices. A security model for the Cyber Security infrastructure is in three types of vulnerabilities - system vulnerability, 
scenario vulnerability, and access point vulnerability. A case study on the electric substation and the possible 
consequences at the power station, and substation is also presented .In order to improve the accessing capabilities of the 
existing networks, and comparing them to the “best practices” many authors recommend the cyber security assessment to 
be adjunct to other corporate security efforts rather than a standalone report. They argue that execution times above, or 
below the respective bounds provide indications for a system compromise. Although this anomaly detection seems to work 
well in a controlled environment, there will be an increase in the number of false positives when implemented in a real-
time network 
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Figure 1: Smart Grid Infrastructure. 

 
4. CYBER SECURITY ISSUES 
Based on the described evolution of PSC systems and limited concern of cyber security in the 1990s, new issues have 
arisen, which are described here.  
4.1 De-Coupling Between Operational SCADA/EMS and Admin IT, 
To Secure Operational When existing SCADA/EMS systems now are being refurbished or replaced, the information and 
IT security issues must be taken into account. If an SCADA/EMS system is to be refurbished, the operational 
SCADA/EMS system part must be shielded from the Administrative part, such that the Operational part is protected 
 

 
Fig.2. De-coupling between operational SCADA/EMS and administrative IT environments. 

 
from digital threats that are possible over the Internet connection. If an SCADA/EMS system is to be replaced, it is then a 
very good occasion to reconsider an overall system structure, and then incorporate IT security on all SCADA/EMS levels. 
A way towards this more secure state is to, if possible, de-couple the Operational SCADA/EMS system and the 
Administrative IT system as shown in fig 2. 
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4.2 Threat and Possibilities  
The fact that SCADA/EMS systems now are being interconnected and integrated with external systems creates new 
possibilities and threats. These new issues have been emphasized in the CIGRÉ working groups.  
 
4.3 SCADA Systems and SCADA Security 
The fact that SCADA systems now are, to a great extent, based on standardized off-the-shelf products, and increasingly 
being connected over Internet for different purposes like remote access, remote maintenance, implies that SCADA 
systems are being exposed to the same kind of vulnerabilities as ordinary office PC solutions based on Microsoft products. 
This is a delicate question, on what to do and how to handle this new unsecure situation, since SCADA systems are vital 
for several critical infrastructures, where a power control system is one such system and public transportation is another. 
The use of SCADA systems is cross-sectional and it has an impact on different parts of a society. Here, the protection of 
the digital structure of an infrastructure typically refers to critical information infrastructure protection. 

 
Fig. 3. Information security domains. 

 
4.4.  Information Security Domains 
Since the SCADA/EMS systems have become increasingly integrated, it becomes more difficult to treat the system 
structure in terms of “parts” or “subsystems.” The physical realization of various functions is less evident from a user 
perspective. Instead, it becomes more natural to study a SCADA/EMS system in terms of “domains.” 
A domain is a specific area, wherein specific activities/business operations are going on and they can be grouped together. 
Here, the following security domains are introduced (see Fig. 3). 
• Public, Supplier, Maintainer Domain. 
• Power Plant Domain. 
• Substation Domain. 
• Telecommunication Domain. 
• Real-Time Operation Domain. 
• Corporate IT Domain. 
The purpose of the domain concept is to emphasize for everyone involved within a specific area the importance and 
handling of information security issues. Also, one domain X may be using hardware equipment and/or communications 
that are also used by domain Y. Therefore, the domains are typically interrelated. The domains described above may be 
different from one electric utility to another, depending on the utility’s operation and tasks. The proposed domains in this 
paper are found to be chosen in a natural way. It is of course up to each utility to choose and implement its domains. The 
ideas presented here are general and applicable to another set of security domains and their interdependencies. 
The security is treated within each domain, and there always only one “authority” responsible for security within the 
domain. Different interests and compliance with legislative and contractual requirements could make it necessary to 
define a security policy structure using different security domains inside the power utility. Within one security domain, we 
shall rely on only one security policy and only one authority responsible for the security policy inside the domain. The 
authority should guarantee a minimum security level for the systems in the domain. The security level of the individual 
systems must be classified and may actually vary. When communicating across power utilities, organizations, 
and other companies, using communication networks, the security domains should be recognized. For example, a power 
utility could define a security domain and related policies and procedures for its tele control activity to assure compliance 
with legislative or regulatory requirements. If similar definitions, procedures, policies, etc. were developed by other power 
utilities, it would be easier to discuss and define common rules for the information exchange or the usage of common 
resources in a communication network. However today, there are no common definitions including the terms security and 
critical asset. A power utility should also discuss and define the policy structure depending on the topology and the 
importance of resources in the telecontrol network itself. A power utility on a regional level for example, must decide if 
all substations, all local control centers, and the regional control centre should belong to the same security domain or be 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org  

Volume 3, Issue 6, June 2014   ISSN 2319 - 4847 
 

Volume 3, Issue 6, June 2014 Page 203 
 

split into several domains. This is particularly true when the utility provides electric as well as gas, or water products and 
services. This becomes more of an issue when utilities share equipments, such as remote terminal units. 
An Electric Power Utility (EPU) representing one security authority could define each domain according to the level of 
protection required by the organization. The domain model should be defined based on the results of a risk assessment 
process  Fig. 4 shows a model for different types of EPUs including examples of interconnections that are elaborated. 
Appropriate security controls must be assigned to the domains and inter/intra connections. The EPU systems and data 
networks supported by IT components, such as servers, client devices, data communication infrastructure, access and 
network management devices, operating systems, and databases, must be mapped to the domain model, as well. 

 

 
Fig. 4. Information security domain model. 

 
This model is suited for a “defense in depth” strategy against cyber risk. Furthermore, an EPU needs to define its own 
selection of security controls for SCADA control systems, based on normative sources. The controls must be appropriate 
for the EPU’s regulatory regime and assessment of business risks. The security controls need to be defined within each 
domain and the information flows between the domains, based on the agreed risk assessments. For example, the 
Corporate domain and Business critical domain controls will depend on an intrabusiness risk assessment, whereas the 
Operational critical domain controls are likely to require interdependent risk assessments between other operators and 
possibly Government agencies  in addition to an intra-business risk assessment. Many types of IT components are 
required to support EPU control systems and lists of controls should be elaborated such as: 
• system architecture security controls; 
• IT support user security control; 
• User access security controls. 
 
5. SMART GRIDS 
The smart grid vision suggests that the power grid will have extensive networking to communicate various measurements 
and remotely affect control. Some of these have already started with the Phasor Measurement Units (PMUs) based phasor 
data collection, and communication of phasor values to Phasor Data Concentrators for real-time state estimation and 
various wide-area control of the power systems. However, the structure of the communication network to be laid out in the 
national power grid, the communication protocols to be used, the physical media, the distributed algorithms to make 
decisions on power system state and required control actions, the hierarchy of communication and control network, and 
many other issues remain unsettled to date. This mandates that we need power system and communication network co-
simulation as opposed to only a national power grid simulator as suggested in the report . 
 
5.1  Smart Meters 
The broadband connections make it possible to transfer data faster and of more “bulky” kind if needed. The utilities now 
use the possibility of remotely reading the consumers’ consumptions at each household, without the need to actually go to 
the premises and without notifying the customers. This saves time and money. But the broadband capabilities also open 
up new ways of introducing new functionality, both at the meters and in the central system collecting metering data. 
Furthermore, the utilities are interested in transferring data to the households. Such data could include price information 
(USD/kWh) and “special offers.” But data could also be controls, which then open up new cyber security considerations 
that need to be treated. One such example, which is a delicate issue, is to deal with “Which party will be responsible 
when, by mistake or by intentional digital tampering, a household is disconnected for two weeks, and that the owner of 
the house gets damages by destroyed food or water leakage, when he is away on two weeks of vacation?” The owner? The 
utility? Who? These issues are clearly related to cyber security and they must be raised within the electric power arena. 
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5.2  Smart Grid Systems—Use of Wind Power 
Another rising issue is the introduction of wind power in many countries. Some people may claim that is marginal, but in 
fact, this is clearly evident. This is certainly not marginal for the transmission system operator (TSO) National Grid. The 
intermittent production of power by a wind mill, in combination with maintaining the electrical balance, for example by 
means of increased use of hydro power, is very delicate. These facts together constitute a challenge, and we here must 
work with smarter solutions, forming a “smart grid system.” 
 
6. Monitoring Modal  
State estimation is used in system monitoring to best estimate the power grid state through the analysis of meter 
measurement data and power system models. It is the process of eliminating unknown state variables on a power grid 
based on the measurement data. Hence by using the output of state estimation, one can determine whether a suspected 
batch of data is legitimate or could have been altered. 
An attacker can determine the power system configuration and generate bad measurements in a way such that the bad 
measurements are not detected (False Data Injection Attacks). The attacker can also utilize small errors in measurements 
in State Estimation algorithms and use that for increasing the chances of not being detected. Since an attacker will not 
have access (or it will be very difficult) to the real time model of the system, then the state estimation results will be an 
independent yardstick to determine authenticity of data.  
The model for monitoring the network comprising of the networking monitoring tool and state estimation model is 
presented in Figure 5. 

 
Figure 5. Model for monitoring the power grid network. 

 
The data from the power grid is fed into the “Analysis” block for monitoring the network packets and analyzing the state 
of the network at that particular time. It consists of two blocks - the block for network-traffic analysis, and the block for 
Chi-Square analysis. The packet analysis consists of monitoring the network for malicious traffic and characterizing them 
from legitimate traffic. The characterization is done based on a specific set of rules for the protocol specific to the device 
which is being monitored. The rules for characterizing the network traffic has several layers of security configured in it, 
and has simple rules that considers “good” traffic if it originates from the IP addresses which are allowed to communicate 
and establish SYN packets to the other devices. If the originating IP address is not present in the list of allowed devices, it 
is reported. The packets are further inspected for headers related to the protocol specific to the devices, and inspecting the 
commands that are sent and received. The network monitoring script also scans for abnormal port scans and ping sweeps 
which is the first step for hacker to detect the devices in the network. Any abnormal port scans, ping sweeps, and ICMP 
requests are recorded and reported for further analysis on determining the location of the device conducting 
reconnaissance on the SCADA network. Besides the network monitoring side, state estimation is done to characterize 
“good” data from “bad” data and the detailed description of this methodology is given below. 
 
State estimation is the process of eliminating unknown state variables on a power grid based on the measurement data, 
and one can determine whether a suspected batch of data is legitimate or could have been altered. The state estimation is 
done by considering a set of variables consisting of all bus voltage magnitudes and angles except the phase angle at 
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an arbitrarily selected bus, which is zero. The data from the power grid is sampled and the state of the system is estimated 
based on the current state of the system, and this process is done in the Chi-Square Analysis block. The data is 
immediately compared with the legitimate set of data originating from the system model, which is characterized as 
“good” data. An attacker can determine the power system configuration and generate bad measurements (False Data 
Injection Attacks), the Chi-Square Analysis block will be able to compare it with the system model, and any 
inconsistencies obtained as a results of the comparison is noted and reported. The overall state of the network is 
characterized as a function of the state estimation results together with the results from monitoring the network. We 
believe that such a level of characterization will be of high standard and extremely accurate with regards to reporting 
malicious data and monitoring the network for abnormalities. 
 
7. Conclusion 
Security research in the control system environment is still an on-going research topic when compared to the development 
in other areas of information security. The presence of security threats and exploitable weaknesses in the control system 
devices makes it easier for attackers to target them, and this could be potentially catastrophic for national security and 
nuclear or military sites if the control system devices get compromised. The thesis addresses four scenarios in which an 
attack can be performed on the devices – insider attacks, attack on the computer accessing the SCADA system, attack on 
the SCADA network, and direct exploit on the device by reprogramming it. A network-monitoring model has been 
proposed with state estimation theory, and network analysis to identify and report any malicious attacks on the SCADA 
network. However, this work is still in its infancy, and it is necessary to develop and maintain tools to offer an ideal 
solution to the SCADA environment. The ultimate goal of this research would be to develop a highly robust SCADA test-
bed, and hope this thesis would serve as the first bold step in identifying and reaching this goal PSC and cyber security 
issues are vital parts of the critical information infrastructure, such as a smart grid system. Furthermore, cyber security 
issues become increasingly important, when the term of “smart grid” has been introduced, and these developments will 
accelerate. This is evident for the use of smart meters and introduction of wind power, forming a “smart grid system.” 
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