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Abstract 

Data mining refers to extracting or mining useful data from large amounts of data. Due to the wide availability of huge amount 
of useful information and knowledge, data mining can be used for market analysis, fraud detection and customer retention. 
Network intrusion detection system is used to detect any intruder which might have entered into the computer system In this 
paper, a multi agent based approach is used for network intrusion detection. An adaptive NIDS will be used. The method proposed 
is the enhancement of the previous methods. Here more numbers of agents are used which will be continuously monitoring the 
data to check for any intruder which might have entered in the system. Each agent is trained accordingly so that it can check for 
any type of intruder entering into the system. Verification through many agents will ensure the safety of the data. Data mining 
technology has emerged as a means for identifying patterns and trends from large quantities of data. Agent computing whose aim 
is to deal with complex systems has revealed opportunities to improve distributed data mining systems in a number of ways. 
Multi-agent systems (MAS) often deal with complex applications that require distributed problem solving. In many applications 
the individual and collective behavior of the agents depends on the observed data from distributed sources. Distributed data 
mining is originated from the need of mining over decentralized data sources. Since multi-agent systems are often distributed 
and agents have proactive and reactive features which are very useful for Knowledge Management Systems, combining DDM with 
MAS for data intensive applications is appealing. 
This paper  the integration of multi-agent system and distributed data mining, also known as multi agent- based distributed data 
mining, in terms of significance, system overview, existing systems, and research trends. 
 
Keywords: Distributed  Data  Mining,  Multi-Agent  Systems,  Multi  Agent  Data  Mining,  Agent  Based  Distributed 
Data Mining. 
 
1. Introduction 
When you Originated from knowledge discovery from databases (KDD), also known as data Mining (DM), distributed 
data mining (DDM) mines data sources regardless of their physical locations. The need for such characteristic arises 
from the fact that data produced locally at each site may not often be transferred across the network due to the 
Excessive   amount of data and privacy issues. Recently, DDM has become a critical component of knowledge-based 
systems because its decentralized architecture reaches every networked business. 
Data Mining still poses many challenges to the research community.  The main challenges in data mining are: 
•     Data mining to deal with huge amounts of data located at different sites. The amount of data Can easily exceed 
the terabyte limit; 
• Data m i n i n g  i s  v e r y co m p u t a t i o n a l l y intensive process involving very large data sets. Usually, it is necessary 
to partition and distribute the data for parallel processing to achieve acceptable time and space performance; 
• Input data change rapidly. In m a n y  application domain data to be mined either is produced with high rate or they 
actually   come   in   streams.   In   those cases, knowledge has to be mined fast and efficiently in order to be usable and 
updated; 
Security is a major concern in that companies or other organizations may be willing to release data mining results 
but not the source data itself. The   remaining   sections   of   the   paper   are organized as follows. In Section II we 
describe the agent. In Section III we describe Agent- Based Distributed Data Mining. In  Section IV we describe open 
problems Strategy Section V MADM systems general Architecture Overview.   Open Issues and Trends are includes the 
paper. 
 
2.Why  agents 
DDM is a complex system focusing on the distribution of resources over  the network as well as data mining 
processes. The very core of DDM systems is the scalability as the system configuration may be altered time to time, 
therefore designing DDM systems deals with great details of software engineer issues, such re- usability, extensibility, and 
robustness. For these reasons, agents’ characteristics are desirable for DDM systems. Furthermore, the decentralization 
property seems to fit best with the DDM requirement. At each data site, mining strategy is deployed specifically for the 
certain domain of data.  However,  there  can  be  other  existing  or new strategies that data miner would like to test. A 
data site should seamlessly integrate with external methods and perform testing on multiple strategies for further analysis. 
Autonomous agent can be treated as a computing unit that performs multiple tasks based on a dynamic configuration. The 
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agent interprets the configuration and generates an execution plan to complete multiple tasks.[2],  [11],  [14],  [10], 127], 
and [2] discuss the benefits of deploying agents in DDM systems. Nature of MAS is decentralization and therefore each 
agent has only limited view to the system. The limitation somehow allows better security as agents do not need to observe 
other irrelevant surroundings. Agents, in this way, can be programmed as compact   as   possible,   in   which   light-
weight agents can be transmitted across the network rather than the data which can be more bulky. Being able to 
transmit agents from one to another host allows dynamic organization of the system. For example, mining agent a1, 
located at site s1, posses algorithm alg1. Data mining task t1 at site s2 is instructed to mine the data using alg1. In this 
setting, transmitting a1 to s2 is a probable way rather than transfer all data from s2 to s1 where alg1 is available. 
In addition, security, a.k.a. trust-based agents [11][12],  is  a  critical  issue  in  ADDM. Rigid security          models  
intending  to  ensure  the security  may  degrade  the  system  scalability. Agents offer alternative solutions as they can 
travel through the system network. As in [15], the authors present a framework in which mobile agents travel in the 
system network allowing the system to maintain data privacy. Thanks to the self-organization characteristic which 
excuses the system from transferring data across the network therefore adds up security of the data. A trade-off for the 
previous discussed issue, scalability is also a critical issue of a distributed system.  In  order  to  inform  every  unit  in  
the system  about  the  configuration  update  of  the system, such as a new data site has joined the system, demands 
extra human interventions or high complex mechanism in which drops in performance may occur. To this concern, 
collaborative learning agents [10][6] are capable of   sharing   information,   in   this   case,   about changes of system 
configuration, and propagate from one agent to another allowing adaptation of the system to occur at individual agent 
level. Furthermore, mobile agents as discussed earlier can help reduce network and DM application server load as in 
state-of-art systems [3][24]. 
 
3. AGENT-BASED DISTRIBUTED DATA MINING: 
Applications of distributed data mining include credit card fraud detection system ,intrusion detection system, health 
insurance, security- related applications, distributed clustering, market segmentation, sensor networks, customer profiling, 
evaluation of retail promotions, credit risk analysis, etc. This DDM application can be further enhanced with agents. 
ADDM takes data   mining   as   a   basis   foundation   and   is enhanced with agents; therefore, this novel data mining 
technique inherits all powerful properties of agents and, as a result, yields desirable characteristics. In   general,   
constructing   an ADDM system concerns   three key characteristics: interoperability, dynamic system configuration, and  
performance aspects, discussed as follows. Interoperability concerns, not only collaboration of agents in the system, but 
also external interaction which allow new agents to enter the system seamlessly. The architecture of the system must be 
open and flexible so that it can support the interaction including communication protocol, integration policy, and service 
directory. Communication protocol covers message encoding, encryption, and transportation between agents, 
nevertheless, these are standardized by the Foundation of Intelligent Physical Agents (FIPA)  and are available for public 
access. Most agent platforms, such as JADE2 and JACK3, are FIPA compliant therefore interoperability among them are 
possible. Integration policy specifies how a system behaves when an external component, such as an agent or a data site, 
requests to enter or leave. The issue is further discussed in [47] and [29] In relation with the interoperability 
characteristic,   dynamic   system   configuration, that tends to handle a dynamic configuration of the system, is a 
challenge issue due to the complexity of the planning and mining algorithms. 
A mining task may involve several agents and data sources, in which agents are configured to equip with an algorithm 
and deal with given data sets. Change in data affects the mining task as an agent may be still executing the algorithm. 
Lastly, performance can be either improved or impaired because the distribution of data is a major constraint. In 
distributed environment, tasks can be executed in parallel, in exchange, concurrency issues arise. Quality of service 
control in performance of data mining and system perspectives is desired, however it can be derived from both data 
mining and agents fields. Next, we are now looking at the overview of our point of focus. An ADDM system can be 
generalized into a set of components and viewed as depicted in figure 1.We may generalize activities   of   the   system   
into   request   and response, each of which involves a different set of components. Basic components of an ADDM 
system are as follows. 

 
Fig. 1: Overview of ADDM system. 
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Data: Data is the foundation layer of our interest. In distributed environment, data can be hosted in various, forms, such 
as online relational databases, data stream, web pages, etc., in which purpose of the data is varied. 
Communication:   The   system   chooses   the related resources from the directory service, which maintains a list of 
data sources, mining algorithms, data schemas, data types, etc. The communication protocols may vary depending on 
implementation of the system, such as client- server, peer-to-peer, etc. 
Presentation: The user interface (UI) interacts with the user as to receive and respond to the user. The interface 
simplifies complex distributed systems into user-friendly message such as network diagrams, visual reporting tools, etc. 
On the other hand, when a user requests for data mining through the UI, the following components are involved. 
Query optimization:  A query optimizer analyses the r equest  as to determine type of mining tasks and chooses 
proper resources for the request.  It a l so  d et e r mi n es  wh et h er  i t  i s  possible to parallelize the tasks, since the data 
is distributed and can be mined in parallel. 
Discovery Plan: A planner allocates sub-tasks with related resources. At this stage, mediating agents  play  
important  roles  as  to  coordinate multiple computing units since mining sub-tasks performed  asynchronously  as  
well  as  results from  those  tasks.  On the other hand, when a mining task is done, the following components are 
taken place, 
Local Knowledge Discovery (KD): In order to transform data into patterns which adequately represent   the   data   and   
reasonable   to   be transferred over the network,   at each data site, mining process may take place locally depending on 
the individual implementation. 
Knowledge Discovery: Also known as mining, it executes the algorithm as required by the task to obtain knowledge 
from the specified data source. 
Knowledge Consolidation: In order to present to the user with a compact and Meaningful mining result, it is necessary 
to normalize the knowledge obtained from various sources. The component involves complex methodologies to combine 
knowledge/patterns from distributed sites. Consolidating homogeneous knowledge/patterns is promising and yet difficult 
for heterogeneous case. 
Central learning strategy: is when all the data can be gathered at a central site and a single model can be build. The 
only requirement is to be able to move the data to a central location in order to merge them and then apply sequential 
DM algorithms. This strategy is used when the geographically distributed data is small. The strategy is generally very 
expansive but also more accurate. The process of gathering data in general is not simply a merging step; it depends on   
the   original   distribution.   For   example, different records are placed in different sites, different attributes of the same 
records are distributed across different sites, or different tables can be placed at different sites, therefore when gathering 
data it is necessary to adopt the proper merging strategy. However, as pointed before this strategy in general is unfeasible 
[10]. Agent technology is not very preferred in such strategy. 
Meta-learning strategy: it offers a way to mine classifiers from homogeneously distributed data.  Meta-learning  follows  
three  main  steps. The first is to generate base classifiers at each site using a classifier learning algorithms. The 
second step is to collect the base classifiers at a central site, and produce meta-level data from a separate validation set 
and predictions generated by the base classifier on it. The third step is to generate the final classifier (meta-classifier) 
from meta-level data via a combiner or an arbiter. Copies of classifier agent will exist or deployed on nodes in the 
network being used. Perhaps the most mature systems of agent-based meat- learning systems are: JAM system [11], and 
BODHI [11]. 
Hybrid learning strategy:  is a technique that combines local and centralized learning for model building [12]; for 
example, Papyrus [13] is designed to support both learning strategies. In contrast to JAM and BODHI, Papyrus can not 
only move models from site to site, but can also move data when that strategy is desired. Papyrus is a specialized system 
which is designed for clusters while JAM and BODHI are designed for data classification. 
The major criticism of such systems is that it is not always possible to obtain an exact final result, i.e. the global 
knowledge model obtained may be different from the one obtained by applying the one model approach (if possible) to the 
same data. 
Approximated results are not always a major concern, but it is important to be aware of that. Moreover, in these systems 
hardware resource usage   is not optimized.  If the heavy computational part is always executed locally to data, when the 
same data is accessed concurrently, the benefits coming from the distributed environment might vanish due to the possible 
strong performance degradation. Another drawback is that occasionally, these models are induced from databases that 
have different schemas and hence are incompatible. 
 
4. MADM SYSTEMS GENERAL  ARCHITECTURE OVER VIEW: 
In distributed data mining, there is a fundamental trade-off between the accuracy and the cost of the   computation. If 
our interest is in cost functions which reflect both computation costs and communication costs, especially the cost of wide 
area communications, we can process all the data locally obtaining local results, and combine the local results at the 
root to obtain the final result. But if our interest is accurate result, we can ship all the data to a single node. We assume 
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that this produces the most accurate result. In general, this is the most expensive while the former approach is less 
expensive, but also less accurate. 

 
Fig 2: MADM systems general Architecture 

 
Architecture: 
Most of the MADM frameworks adapt similar 
Architecture (see figure .2.) and provide common structural components.They use KQML  or  FIPA-ALC,  which  are  a  
standard agent  communication  language  that  facilitates the interactions among agents. The following is a definition 
for the most common agents that are used in MADM; the names might be different but they share the same 
functionalities in most cases. 
Interface Agent (or User  Agen t):  this agent interacts with the user (or user agent). It asks the user to provide his 
requirements, and provides the user with mined results (may be visualized). Its interface module contains methods 
for inter agent communication and getting input from the user. The process module contains methods for capturing 
the user input and communicating it to the facilitator agent. In the knowledge module, the agent stores the history 
of user interaction, and user profiles with their specific preferences. 
Facilitator Agent(or   Manager  Agent):The facilitator agent is responsible of the activation and   synchronization   of   
different   agents.   It elaborates  a  work  plan  and  is  in  charge  of ensuring  that  such  a  work  plan  is  fulfilled.  
It receives the assignments from the interface agent and may seek the services of a group of agents and synthesize the 
final result and present it to the interface  agent.  The interface module is responsible for inter agent 
communicat ion ; the process module contains methods for control and coordination of various tasks. The sequence 
of tasks to be executed is created from specific “ontologies”stored in the knowledge module using a rule-based approach. 
The agent task may include identifying relevant data sources, requesting services from agents, generating queries, etc. 
The knowledge module also contains meta-knowledge about capabilities of other agents in the system. 
Resource Agent (or Data Agent): The resource agent actively maintains meta-data information about each of the data 
sources. It also provides predefined and ad hoc retrieval capabilities. It is responsible for retrieving the necessary data sets 
requested by the data mining agent in preparation for a specific data mining operation. It takes into account the 
heterogeneity of the databases, as well as resolves conflicts in data definition and representation.  Its   interface   module   
supports inter-agent communication as well as interface to existing data sources. The process module provides facilities 
for ad hoc and predefined data retrieval. Based on the user request, appropriate queries are generated and executed 
against the data base and the results are communicated back to the facilitator agent, or other agents. 
Mining Agent: The data mining agent implements specific data mining techniques and algorithms. The interface 
module supports inter-agent communication. The process module contains methods for initiating and carrying out the 
data mining activity, capturing the results of data  mining,  and  communicating  it  to  result agent  or  the  facilitator  
agent.  The  knowledge module  contains  meta-knowledge  about  data mining methods, i.e., what method is suitable 
for what  type  of  problem,  input  requirements  for each  of  the  mining  methods,  format  of  input data, etc. This 
knowledge is used by the process module in initiating and executing a particular data mining algorithm for the 
problem at hand. 
 
Distributed Learning 
There are three ways learning can occur when data is distributed. These relate to when agents communicate with respect 
to the learning process: 
• The first approach gathers the data into one place. The use of distributed database management systems to provide a 
single set of data to an algorithm is an example of this (Simoudis, 1994). The problem with such an approach is that it 
does not make efficient use of the resources usually associated with distributed computer networks. 
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• The second approach is for agents to exchange information whilst learning on local data. This is the approach taken by 
Sian (1991). No revision or integration is needed, as the agents are effectively working as a single, tightly coupled, 
algorithm over the entire data. This restricts the agents to using learning algorithms that have been specially modified to 
work in this way. Thus the main disadvantage with this approach is that it does not allow the use of 'off the-shelf' 
learning algorithms. 
• The third approach is for the agents to learn locally, and then to share their results, which are then refined and 
integrated by other agents in light of their own data and knowledge. This model permits the use of standard algorithms, 
and also allows inter-operation between different algorithms. Brazdil & Torgo (1990), Svatek (1995) and Provost & 
Hennessy (1994) have all taken this approach. The main problem here is how to integrate the local results. We are 
adopting the latter approach, as it provides distributed processing together with flexibility in deploying 'off-the-shelf' 
algorithms. The following section describes the relationship between theory revisions, knowledge integration and 
incremental learning. We will then describe an empirical comparison of three different approaches to distributed learning 
based on theory revision, knowledge integration and a combination of theory revision and knowledge integration. 
 
4.1 Theory Revision, Knowledge Integration & Incremental Learning Theory refinement and knowledge 
integration are related techniques: 
Theory refinement involves revising a theory with respect to new training examples. Knowledge integration involves 
combining two theories into a single unified theory. Although related, the two processes differ in certain respects. Theory 
revision generally involves the modification of individual rules; knowledge integration generally involves removing 
redundancy between different sets of agents' rules, then ordering the remaining rules. 
Distributed learning can also be cast as an incremental learning problem. Mooney (1991), demonstrated that any theory 
revision system should be capable of incremental revision. This is achieved by feeding back a partial theory,and then 
revising that theory with respect to a single example. In a distributed learning system, the problem is similar; an agent 
learns a local theory, then has it revised by another agent with respect to that agent's examples. This favours incremental 
learning algorithms and those algorithms with a theory revision component for use in distributed learning. 
 
4.2 An Empirical Evaluation of Distributed Learning Techniques 
In order to compare the efficiency of techniques for distributed learning, we have conducted a series of experiments based 
on FOCL. The 1984 Congressional Voting Records dataset (435 examples) was used. We used both the inductive and 
theory revision components of FOCL. The simple knowledge integration component makes use of a simple accuracy 
measure. We count the number of correct positive and negative examples covered by each theory. Every theory is 
measured against all the training data. The theory with the highest score is selected. We have evaluated four different 
distributed learning methods: 
1 No Distribution. A conventional, non-distributed approach. All the available training examples are provided to FOCL. 
2 Incremental Theory Revisions. An agent learns a local theory from its share of available training examples, and then 
passes this theory to the next agent, and so on. Five agents were used. In each case the available training examples are 
split equally between the agents. 
3 Simple Knowledge Integration. Each of five agents learns a local theory. The five resulting theories are tested against 
all the training examples, the best theory is selected and is then compared with the test set. 
4 Theory Revision and Simple Knowledge Integration. As in the previous example, each of the five local agents learns a 
local theory. Every agent then receives all the other agents' theories. Each agent revises these four theories to fit its local 
data. As in the previous method, the best theory is found by testing against the entire training set. 
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