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Abstract 

Cloud storage has become more popular for storing and sharing files across multiple users. However many of security threats, 
may results into integrity of data and its security issues. In this paper, we propose secure and performant data storage on cloud is 
known as cryptonite In addition to this design, we are implementing Merkle Hash Tree algorithm with which we are trying to 
improve data integrity as well as trying to enhance the effective bandwidth. Here, we have analyzed various mechanisms to ensure 
reliable data storage using cloud services. It mainly focuses on the way of providing computing resources in the form of services 
rather than a product and utilities are provided to users over internet. In this paper, the architecture for a secure data repository 
service is presented and will be designed on top of a public Cloud infrastructure .Our repository model will allow1 users to 
securely store and share their data on the Cloud without giving access of the plain text not only to unauthorized users but also to 
the Cloud storage provider and the repository itself. 
 
Keywords: — Cloud Storage System (CSS), Cryptonite technology, IAAS, Merkle Hash Tree (MHT), PAAS, SAAS. 
  
1. INTRODUCTION 
Now- a-days we see many industries are moving from traditional approach i.e. server desktop based to cloud computing 
Many of the industries have now moved to cloud based CRMs, e.g. IBM,Salesforce.com which is mostly used now. On 
the  other hand when all the industries are migrating to cloud based approach a crucial and critical thing is Data storage 
&  security comes into picture. Hence we propose a solution for data storage and its security. Cloud computing, or 
something being in the cloud, is a colloquial expression used to describe a variety of different types of computing concepts 
that involve   a large number of computers connected through a real-time communication network such as the Internet. 
Cloud computing is a term without a commonly accepted unequivocal scientific or technical definition. In science, cloud 
computing is a   synonym for distributed computing over a network and means the ability to run a program on many 
connected computers at  the same time. The phrase is also more commonly used to refer to network-based services which 
appear to be provided by  real server hardware, which in fact are served up by virtual hardware, simulated by software 
running on one or more real  machines. Such virtual servers do not physically exist and can therefore be moved around 
and scaled up (or down) on the fly   without affecting the end user—arguably, rather like a cloud. Consider the following 
scenario to motivate our work. Smart  Power Grids are giving utilities unprecedented access to real time power 
consumption data on individual customers.  Managing and analyzing this data requires large-scale compute and storage 
resources such as offered by Clouds[3]. As part  Of the Los Angeles Smart Grid Demonstration project, the University of 
Southern California (USC) campus is serving as a testbed to research Smart Grid software technologies and human 
behavior to study power usage. This multi-disciplinary  research has several departments and researchers involved, and 
data is collected on buildings, occupants, campus events, classroom schedules, and weather, in addition to Smart Meter 
and sensor data. Research regulations require that the different owners of this shared dataset – including the campus 
power consumers, who number in the thousands – have final control on which  
research groups have access to their datasets [4]. A Cloudhosted data repository to hold personally identifiable 
information for scientific and operational needs should enforce this single owner/multiple writers/multiple  reader’s 
permission on individual data files with low management overhead, while ensuring that plaintext data is not stored in the 
Cloud. This motivates the need for a data storage service which retains the persistence and availability offered by public 
Cloud storage but with security and encryption that is controlled by the clients, a low key management overhead, and 
compatibility with existing storage service interfaces while not sacrificing performance and scalability. Now a days it is 
becoming more popular because of the services provided by the cloud .The services are like platform as a service i.e. 
PAAS, Infrastructure as a service i.e. IAAS, software as a service i.e. SAAS. Similar to Cloud Computing, Cloud Storage 
has also been increasing in popularity recently due to many of the same reasons as Cloud Computing. Cloud Storage 
provides remote storage on demand, over a network which is based on a request for a given quality of service (QoS). 
There is no need to purchase storage or in some cases even provision it before storing data. You only pay for the amount 
of storage your data is actually consuming.[5] Our dissertation concept is related to this cloud storage area. We are going 
to store dat a on the public cloud in an encrypted form with maintaining the data integrity which will increase the 
performance of the system. 
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In the base paper , they have introduced the concept of kryptonite with the use of RSA, AES algorithm for the encryption 
purpose. And SHA algorithm for maintaining the data integrity. Now we are going to increase the performance of the 
system by providing more security and complete data integrity with help of merkle hash tree.[6] Need for secure and 
performant data: In upcoming days the requirement for storing the data in a very much reliable environment is increased 
so to fulfill this requirement the origin of the data cloud storage comes into picture. Now to achieve data integrity more 
and more research is going on. So we have defined our problem definition as to implement a secure and performant Data 
Repository on Public Cloud and to design and implement improved data integrity verification technique.  

 
Objectives are as follows: 
1. To provide cloud based data security. 
2. To improve cloud based file management. 
3. To implement efficient file retrievals.[3] 
So here Cryptonite protects data confidentiality by performing client side encryption before data is stored in the 
repository. We have described the design and implementation of Cryptonite, a secure and performant data repository for 
public Cloud platforms to maintain data confidentiality .We propose a new system along with concept of cryptonite ,we 
are using Merkle Hash Tree to do not have significant overhead and to maintain data integrity even perform better than 
the Azure. 
 
A. Problem Definition: 
To implement a secure and performant Data Repository on Public Cloud, one which is having shared infrastructure. This 
paper presents an implementation of the Cryptonite service and desktop client on the Amazon Web Service Cloud 
platform. We also discuss optimizations to overcome data security overheads and provide an empirical analysis of the 
improvements.  
 
2. LITERATURE SURVEY 
In the base paper “Cryptonite: A Secure and Performant Data Repository on Public Clouds”, authors Simmhan, 
Kumbhare, and V. Prasanna presented a system called as cryptonite . In which they have provided a secure and 
performanant data storage on the public cloud for use of number of users. In that they have used the encryption technique 
for the for storing the files on the cloud with the help of RSA and AES algorithms. The file which is going to store on the 
cloud will be in form of strongbox file. No one can access this file, even if the cloud itself can see the content of the stored 
file. So file storage is done securely. But for this they require the cryptonite client library i.e. CCL in the database at client 
side. [1, 2] In the paper “An analysis of security and privacy issues in smart grid software architectures on clouds” , 
author present an analysis of security and privacy issues in a Smart Grids software architecture operating on different 
Cloud environments, in the form of taxonomy. We use the Los Angeles Smart Grid Project that is underway in the largest 
U.S. municipal utility to drive this analysis that will benefit both Cloud practitioners targeting Smart Grid applications, 
and Cloud researchers investigating security and privacy. [4] In next paper, “Assured Protection & Veracity for Cloud 
Data using Merkle Hash Tree Algorithm”, author presented a model in which the Data Owner Sends the Data and it is 
Stored by splitting the Data using Merkle Hash Tree Algorithm and Verification Process is achieved for Data Safety, so 
that the data leakage can be prevented and requires authentication limitation to access the data in Cloud Storage Server 
(CSS), Third Party Auditor (TPA) is the Verifier Which Verifies the Data Block Randomly to Ensure the Trustability. [6] 
Here in Paper “Protocol for Ensuring Data Integrity in Cloud Environment”, author consider the task of allowing a third 
party auditor (TPA), on behalf of the cloud client, to verify the integrity of the dynamic data stored in the cloud. The 
introduction of TPA eliminates the involvement of the client through the auditing of whether his data stored in the cloud 
is indeed intact. The support for data dynamics via the most general forms of data operation, such as block modification, 
insertion and deletion, is also a significant step toward practicality, since services in Cloud Computing are not limited to 
archive or backup data only. While prior works on ensuring remote data integrity often lacks the support of either public 
audit ability or dynamic data operations, this paper achieves both. In particular, to achieve efficient data dynamics, we 
improve the existing proof of storage models by manipulating block tag authentication. To support efficient handling of 
multiple auditing tasks, we further explore the technique of signature to extend our main result into a multi-user setting, 
where TPA can perform multiple auditing tasks simultaneously. Extensive security and performance analysis show that 
the proposed schemes are highly efficient and provably secure.[7] 

 
3. ABOUT MERKLE HASH TREE  
A Merkle hash tree is a tree of hashes in which the leaves are hashes of data blocks in, for instance, a file or set of files. 
Nodes further up in the tree are the hashes of their respective children. For example, in the picture to the right hash 0 is 
the result of hashing hash 0-0 and then hash 0-1. That is, hash 0 = hash (hash 0-0 | hash 0-1). 
It is also known as Merkle signature scheme. 
The Merkle signature scheme is a digital signature scheme based on hash trees (also called Merkle trees) and one-time 
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signatures such as the Lamport signature scheme. It was developed by Ralph Merkle in the late 1970s and is an 
alternative to traditional digital signatures such as the Digital Signature Algorithm or RSA. 
The advantage of the Merkle Signature Scheme is that it is believed to be resistant against quantum computer algorithms. 
The traditional public key algorithms, such as RSA and ELGamal would become insecure in case an effective quantum 
computer can be built (Shor's algorithm). The Merkle Signature Scheme however only depends on the existence of secure 
hash functions. This makes the Merkle Signature Scheme very adjustable and resistant against quantum computing. 

 

 
Figure 1: Merkle Tree with 8 leaves 

 
4. IMPLEMENTATION DESIGN 
A. Mathematical Model: 
 
Let F= {F1, F2 …FN} be the set of files in one folder stored on cloud storage. Let number of files to be power of two, so 
that we denote possible number of messages as N = 2n. 
We formulate our problem as given N of files build a Merkle Hash Tree based data integrity scheme, so thatmaximum 
number of files can be linked. 
Next, To calculate result parameter which is Effective Bandwidth , the following formula is used  
Let B = Effective bandwidth. 
L= size of file to be secure. 
T = Time Taken for performing all operation that are part of cryptonite. 
n= Number of users 
Dt = Time required for achieving Data IntegrityUsing Merkle Hash Tree. 
Then It can given by , 
B = L / 
 
B. Algorithm to achieve data integrity: 
 
Step 1: Obtain the total number of files in one folder.Ensure that number of files are N=2n. 
 
Step 2: key generation: 
Generate public key k1 to generate public keys Xi and private key Yi.For each public key Xi with 1<= i <= 2n, a 
hash value hi=H (Xi) is computed. With these hash values hi a hash tree is built. We call a node of the tree aij, where 
i denotes the level of the node .The level of a node is defined by the distance from the node to a leaf. Hence a leaf of the 
tree has level i=0 and root has level i=n. We number all nodes of one level from left to right, so that ai,0 is leftmost node 
of level In Merkle tree the hash values hi are the leaves of a binary tree, so that hi=a0,i. Each inner node of the tree is the 
hash value of the concatenation of its two children. So  
a1,0=H (a0,0||a0,1) and a2,0=H (a1,0||a1,1). 
In this way, a tree with 2n leaves and 2n+1 -1 node is built. The root of the tree an,0 is the public key pub of the Merkle 
Signature Scheme. 
 
Step 3: Signature Generation 
To sign a message M with Merkle signature scheme, the message M is signed with one time signature scheme, resulting 
in a signature sig’ first. This is done by using one of the public & private key pairs (Xi, Yi). The corresponding leaf of the 
hash tree to one time public key Xi is a0,i=H(Xi) We call the path in the hash tree from a0,I to the root A.The path A 
consist of n+1 nodes,A0,….An, with A0=a0,i being the leaf and An=an,0=pub being the root of the tree.To compute this 
path A, we need every child of the nodes A1,….,An. We know that Ai is a child of Ai+1. 
 
To calcolate the next node Ai+1 of the path A, we need to know both children of Ai+1. So We need the brother node of 
Ai. We call this node authi. So that Ai+1=H (Ai|| authi) Hence n nodes autho….authn-1 are needed to compute every 
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node of the path A.We now calculate and save these nodes autho….authn-1 .These nodes plus one time signature sig’ of 
M is the signature  
sig=(sig’||auth0||auth1||…..||authn-1) 
 
Step 4: Signature verification 
The receiver knows the public key pub, message M and signature sig’. The receiver verifies one time signature sig’ of the 
message M. If sig’ is a valid signature of M the receiver computes A0=H (Xi) by hashing the public key of one time 
signature. For j=1,2…..n-1 the nodes of Aj of the path A are computed with Aj=H(Aj-1||authj-1)If An equals the public 
key pub of signature tree, signature is valid.  
 
4.1 System design diagram: 
System Sequence Diagram  

 
Scenario 1: For uploading file by owner           Scenario 2: For downloading file by user 

Frame1sd

Owner Sytem Manager Server

1 : Request for registration()

2 : Response for registration

3 : request for login()

4 : Response for login

5 : request to upload file()

6 : request to upload strongbox file()

7 : cryptography operation()

8 : upload file()

9 : response uploaded sucessfully

10 : Request to generate graph()

11 : Response to generate graph()
<<destroy>>

12 : request for logout()

13 : response for logout

                     

Frame2sd
User1 Sytem Manager Server

1 : request for Registration()

2 : Response for regitration

3 : request for login()

4 : Response for login

5 : View file list to download()

6 : request to download file()

7 : request forwarded if autherized()

8 : response to download

9 : request to Generate  download graph()

10 : Response to generate graph

11 : request to logout()

12 : response to logout()

 
 

5. TECHNOLOGY AND ASSOCIATED PLATFORM 
 

Software Requirements 
 Operating System : Independence of Operating System  
 Application Libraries : Java and J2EE, web Services, Apache Tomcat 5.5 
 Language : J2EE and Java 
 Front End : HTML 

 
Hardware Requirements 

 Processor : Pentium IV. (& onwards). 
 Memory (RAM) : 256 MB RAM. 
 Hard disk: 4GB 

 
DESIGN AND IMPLEMENTATION CONSTRAINTS:- 

1. User must select valid file. 
2. Have some basic knowledge about tree data structure. 
3. Easy Graphical user Interface for ease of usage. 
4. Time to generate tree must be as minimum as possible. 
5. The security of stored data should be strong as compared to other data repository system. 
6. The depth and no. of leaves generated by tree should be less. 
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6. SYSTEM ARCHITECTURE 

 
Figure 2: System Architecture of the Proposed System 

 
7. RESULT  
a.Following figure shows graph for uploading file using Based System. 
b.Following figure shows graph for uploading file using proposed System. 

 

  
(a)                                                                                   (b) 

 
c.Following figure shows graph for downloading file using Based System. 
d.Following figure shows graph for downloading file using proposed System. 

 

 
            (c)                       (d) 

 
The time require to upload a file used our system is improved by 40%. Also the downloading time of file using our system 
is much faster than the existing system. So here the performance optimization is achieved. 
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8. CONCLUSION AND FUTURE ENHANCEMENT 
In this paper a Merkle Hash Tree algorithm is applied cryptonite secure data storage on cloud is presented. Enhancement 
in the cryptonite system is done by improving performance efficiency.  
Data Security & data integrity are major constraints for adoption of cloud storage. Because of security & integrity issues, 
users are avoiding use of cloud storage. This paper proposes an efficient system that improves cloud data security. And 
here we extends this work further by developing new Markel hash tree based scheme for improving data storage on the 
cloud. Our system improves the effective bandwidth with which performance can be improved. Thus we believe that, this 
system with new cryptonite algorithm will help cloud users to overcome from their security objection. 
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