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Abstract 

Ever since the rising era of internet technology, network security has become one of the most important issues that needs focus 
today. There is an increasing public demand to develop systems that can guard against different attacks that are attempted by 
hackers. One security system which falls in to this category is the Intrusion Detection System (IDS). These systems can be broadly 
classified into two major categories depending on the analysis techniques of IDS these are mainly 1) the anomaly detection and 
the 2) misuse detection. Therefore our motivation in this research work is to focus on misuse detection. In these types of 
techniques generally attack signatures are collected and stored in a database in the same way as virus protection software does in 
order to detect the related attacks In this paper we present an innovative functional framework to evade NIDS. Primary, NIDS are 
modeled accurately by means of Genetic Programming (GP). that are looking for evasions on models is simpler than directly 
trying to understand the behavior of NIDS. We present a proof of concept showing how to evade a self-built NIDS regarding two 
publicly available datasets. Our framework can be used to audit NIDS. 
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1. INTRODUCTION 
Computer networks have contributed significantly by adding new dimensions to the global communication [1]. But this 
communication has always been affected by intrusions and misuses that have posed serious threats when it comes to data 
security. This has forced the issue to develop systems that will protect data from external misuse [1] [2]. At the moment 
intrusion detection systems play a vital role in providing security infrastructures. Intrusions are often considered as 
scenarios where in the intruders or hackers try to break the security of the network, by affecting a vulnerable host and then 
proceeding towards further damage [4]. The techniques that are used in building intrusion detection systems usually have 
certain limitations. There can be no system as such which is completely flawless. All the systems either host based or the 
network based systems have their own limitations. So, the hunt for betterment always continues [2] [4]. 

  
2. LITERATURE SURVEY 
Intrusion as the name suggests is the act of using a computer system or its resources without earning authorized privileges, 
with an intention to cause significant damage [3].  Where as Intrusion Detection is a process that performs the basic task of 
finding individuals or machines that attempt intrusion on a dedicated network. (IDS) Intrusion Detection Systems are 
nothing but software programs that perform detection activity by analyzing apparent behavior against mistrustful patterns, in 
real-time. Intrusion is basically a network based activity [5]. With global network connectivity, which is continuously 
increasing the subject of intrusion has been successful to achieve prominence, encouraging active research in attempt 
towards building an efficient IDS. Two types of IDS basically exist [4] [5] The first one is Network based IDS (NIDS) and 
the other is Host-based IDS (HIDS). The working of NIDS is based on analyzing the packets from the network whereas 
HIDS monitors the audit data collected from the operation system. There also exist two major categories in which these 
analysis techniques of IDS fall under [6].   
 
1. Anomaly detection  
2. Misuse detection.  
Anomaly detection performs the job of detecting intrusions based on the captured normal profiles of users looking for any 
unacceptable deviation. In Misuse detection known attack "signatures" are used to find a matched activity which is declared 
as an attack instance [5] [6]. Both these techniques can be employed in the NIDS or HIDS. If employed in NIDS, the misuse 
detection technique, the system behaves in similar way to the detective actions of the virus protection software where using 
the already known virus code to detect the known virus [7]. The misuse detection collects the attack signatures in a database 
in a similar way in which virus protection software detect attacks. Misuse detection techniques are widely preferred in 
commercial IDS products [6] [7].  
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Host-Based 
As stated earlier Host-based approaches detect intrusions utilizing audit data that are collected from the target host machine. 
As the information given by the review data can be tremendously inclusive and complicated, host based approaches can 
acquire high discovery rates and low false alarm rates. 
However, there are disadvantages for host-based approaches, which include the following [4]: 
1) Host-based approaches cannot easily prevent attacks: when an intrusion is detected, the attack has partially occurred. 
2) Audit data may be altered by attackers, influencing the reliability of review data. 
The data from a solo host is used to notice symbols of interruption as the packets Enters or exits the host [4] [5]. Host-based 
systems are becoming more and more popular due to their effectiveness at handling insider misuse. This is mostly due to the 
IDS assembly data (log files) from each dangerous machine within the network, while network based systems can only 
analyses the data that passes by a exacting network node [4]. 
Host based scheme stand out at stopping the following: 

 Data Access/Modification:  
 The makeup of mission critical data is different for every organization, but includes things like the Web site [5], 

customer or member databases, proposal information, and personnel records. By observance an eye on the access of 
this data and taking note of changes [6], host based IDS’s are superior at significant when something altered that 
should not have. 

 Abuse of Privilege:  
This is probably one of the most serious problems in most organizations, and an area where host-based IDS’s excel [5] 
[6]. By observing track of changes to permissions, the host based scheme can inform safety personnel when the doors 
are swinging too large. In adding up, most host based scheme allow safety admin to get a rapid view of the privileges 
that survive across their organization, and can ensure that people like past employees are detached from all systems [6]. 

 
Network-Based 
Network-based approaches detect intrusions using the IP package information collected by the network hardware such as 
switches and routers [6]. Such information is not so plentiful as the review data of the objective host machine. Nevertheless, 
there are advantages for network based approaches, which include the following: 
1) Network-based approaches can detect the so-called “distributed” intrusions over the whole network and thus lighten the 
burden on each individual host machine for detecting intrusions [7]. 
2) Network-based approaches can defend the machine against attack, as detection occurs before the data arrive at the 
machine [6] [7]. 
The information from a network is scrutinized next to a database and it flags those who look doubtful. Review data from 
one or more than a one hosts may be used as well to detect symbols of intrusions. Network based systems focus on 
observing the network packets, by sniffing them, which means that they proof traffic as it goes by. Some IDS's of this type 
can be installed in more than one location, which is usually referred to as a Distributed IDS [8]. Network-based IDS's tend 
to be less expensive than their host based cousins, as they typically only need to be installed near the entry/exit point of the 
network [8]. 
Network-based systems do extremely well at stranger attacks, and focus on catching people before they are authenticated. 
Areas where they will be good at comprise stopping the following: [7] [8] 

 DOS & Packet Manipulation:  
A denial of service (DOS) attack is when someone sends an overload of network packets to a single resource, causing it to 
either crash or become so slow as to be unresponsive. A more advanced version is the Distributed Denial of Service attack, 
in which multiple computers all attack the resource simultaneously. Many network attacks involve sending network packets 
that are of incorrect size or configuration, which often causes the targeted resource to crash. Network-based IDS’s, because 
they can process huge amounts of network traffic and sit in an optimal location, are excellent for blocking such attacks. 
However, note that they can also be a prime target for these attacks [8]. 

 Unauthorized Use 
This is the most common attack type that people think of when they hear about IT security. Network-based IDS’s are ideal 
for tracking unauthorized access, meaning intruders that are attempting to login to a machine without the proper credentials, 
compromise a machine to create a jump-off point, and those that are looking to grab passwords or data [7] [8]. 

 
Hybrid-based 
Hybrid systems as the name suggests is a system that is developed usually using a combination of both for e.g. host-based 
and network-based systems; apart from this still many of the IDS’s are considered as stronger in one field or the other. 
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Many organizations build a strong system by making use of different tools and features of a variety of systems. A host-based 
based system with additional inexpensive network analyzing tool can form a complete strategy [9]. 

 Anomaly- Based 
In such type of system the behavior of normality is usually known. Therefore the job of these systems is to look anomalous 
behavior. The IDS has knowledge of normal behavior so it searches for anomalous behavior or deviations from the 
established baseline. Anomaly detection system’s suffer with a drawback of high false positive alarm rate, but still it comes 
with the capability of detecting unknown or new exploits [9] [10]. 
 
Goals 
The two main objectives of the proof of concept presented are first, to corroborate that GP can be a good paradigm to 
model NIDS, and second, to find evasions over the NIDS analyzing the corresponding GP model. For that purpose, we 
have created a basic NIDS based on the C4.5 algorithm [19]. This 
algorithm is a supervised learning classifier whose 
output is a tree. 
 
Proposed System 
Our Aim in this project is to focus on the positive false alarms that are generated through some real occurrences that are not 
malicious in nature. Also we try to overcome the drawbacks of NIDS such as poor design or signature implementation. 

By the observation of the attack signatures, we find that there are some attack signatures which are similar to other attack 
signatures generated previously. This mainly happens, because the new attack which gets generated is a derivative of the 
previous known attack. For e.g. worms. All worms are similar because the main task of any worm is to consume network 
resources by propagating itself in the network and eventually force the system to halt. 
Considering the other way round it might happen that a new attack is a relative to an existing attack for e.g. lIS illegal 
access attack. There are several examples which show that there is some kind of similarity between many different attacks 
and the existing ones. Therefore our plan is to use some part of the known signature to find out the new attacking signature. 
For this we can use the Traditional Apriori Algorithm, but it takes much time to generate candidate item sets and scan the 
database. Therefore, we suggest an algorithm to identify intrusions by making use of old signatures, which will save a lot of 
processing time.   
 
SYSTEM DESIGN 
An intrusion-detection system acquires information about an information system to perform a diagnosis on the security 
status of the latter. The goal is to discover breaches of security, attempted breaches, or open vulnerabilities that could lead 
to potential breaches. A typical intrusion-detection system is shown in Figure 1. 
 

 
Fig 1 Intrusion Detection System 

 

 
Fig 2 Network Intrusion Detection System 

 
An intrusion-detection system can be described at a very macroscopic level as a detector that processes information coming 
coming from the system to be protected (Fig. 1). This detector can also launch probes to trigger the audit process, such as 
requesting version numbers for applications. It uses three kinds of information: long-term information related to the 
technique used to detect intrusions (a knowledge base of attacks, for example), configuration information about the current 
current state of the system, and audit  information describing the events that are happening on the system. The role of the 
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detector is to eliminate unneeded information from the audit trail. It then presents either a synthetic view of the security-
related actions taken during normal usage of the system, or a synthetic view of the current security state of the system. A 
decision is then taken to evaluate the probability that these actions or this state can be considered as symptoms of an 
intrusion or vulnerabilities. A countermeasure component can then take corrective action to either prevent the actions from 
from being executed or change the state of the system back to a secure state. 
 
System Implementation 
NIDS:- 
Network intrusion detection   system  as  the name suggests is a system that will use network based approach in an attempt 
to detect intrusions or attacks [3] [4]. Usually such types of systems, are installed on servers and when any particular host 
sends data to another host in some different network, the data generally travels in the form of packets across the network, 
and it always passes through the server, as it reaches the server, [4] the server scans the packet, and applies certain rules, 
and based on the outcome decides whether to accept the packet and forward it to the intended destination or simply discard 
it in case suspicious pattern is detected [4] [5]. The general working of the same is illustrated in the figure 3 given below. 

 
Fig 3 Basic Architecture  of NIDS 

 
The attacker makes use of an attacking tool in order to affect the victim. In order to elaborate simulation of real-life traffic 
scenario, we will produce normal packets as which will act as background traffic. There will be two inputs that our 
algorithm needs the first will be the o/p from the packet sniffer and the second input will be from the known signature. The 
output produced by our algorithm will be the set of frequent items with the maximum length. Then in the final step to find 
new attacks we need to implement the proposed Apriori Algorithm and test it on KDD dataset. 

 
Fig 4 System Architecture 

 
 B  System Overview 

 
Fig  5 Genetic Programming Model 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org  

Volume 3, Issue 6, June 2014   ISSN 2319 - 4847 
 

Volume 3, Issue 6, June 2014 Page 11 
 

GENETIC PROGRAMMING MODEL (GP) 
This experiment analyzed the effectiveness of a genetic algorithm applied to the detection of computer intrusions and 
malicious computer behavior. The use of genetic algorithms to detect malicious computer behavior is a novel approach to 
the computer network intrusion detection problem presented in designing an Intrusion Detection System. A genetic 
algorithm is a method of artificial intelligence problem-solving based on the theory of Darwinian evolution applied to 
mathematical models. The genetic algorithm designed for this experiment promoted a high detection rate of malicious 
behavior and a low false positive rate of normal behavior classified as malicious. The genetic algorithm was given “training 
data” from which an empirical model of malicious computer behavior was generated. This model was then tested over 
previously unseen data to gauge its real-world performance. The results presented show that the genetic algorithm was 
successfully able to generate an accurate empirical behavioral model from training data and then able to successfully apply 
this empirical knowledge to data never seen before. The final model produced had an overall accuracy level of 97.8%, 
which showed both a high detection rate and an extremely low false positive rate. From these results, it was concluded that 
genetic algorithms are a viable method for empirical model generation for computer intrusion detection. Genetic algorithms 
are now a possible alternative for the detection of malicious intrusions. 

 
Apriori algorithm 
The Apriori algorithm is the most popular algorithm based on association rules, and basically used in almost all commercial 
IDS. It is based on the fundamentals of mining frequent item sets. It has got the name Apriori because of the fact that the 
algorithm uses the knowledge gained previously about the frequent item sets. The algorithm basically follows an iterative 
approach, which uses a level-wise searching technique [11]. It makes use of K-item sets in order to discover (k+1) item sets. 
The algorithm first takes into consideration frequent item set initially and continues to work iteratively, unless there in no 
set which will contain frequent item sets. The Apriori algorithm is said to be composed of three parts, 
An initial frequent item set, which will act as the input to the algorithm, followed by the candidate generation, candidate 
pruning and candidate support process [11]. As we already mentioned that the algorithm employs an iterative technique, as 
a result the support information thus obtained is again fed to the candidate generation step, and the process goes on 
continuously until there is no more frequent set available [10] [11]. The following figure illustrates the basic architecture of 
the Apriori algorithm given in block wise manner. 
 

 
Figure 6 Process flow of the Apriori algorithm. 

 
Our approach is to implement the Apriori algorithm with minimum resources including hardware and less computational 
heads. Because Apriori algorithm suffers from data complexity problems [11], i.e. for every step of candidate generation the 
algorithm has to scan the entire database, and as we are aware that the larger the database the difficult it is to scan 
completely, therefore candidate generation and candidate pruning are considered to be tedious as it involves bringing new 
data, after random unexpected intervals of time [11] [12]. We have to also take care that less memory should be utilized 
during the scanning process. 
The KDD dataset came into existence in the year 1999 developed by DARPA managed by Lincoln laboratory. The TCP 
dump data was preprocessed in order to create this dataset. The dataset was developed with an intention to distinguish 
between ‘good’ and ‘BAD’ connections, as there is no alternative to identify malicious intentions using a real network [11].  

 
DOS attack:  
It is the mechanism, of making a computer resource unavailable, by blocking it from access intended for group of people. 
DOS attacks are generally targeted on high profile websites such as banks, payment gateways etc [18]. 
 
R2L attack: It is attack performed by unauthorized person located outside the network with an attempt to hijack privileges 
of local users [18]. 
 
U2R attack: 
In this type of attack local host of a particular network tries to force fully hijack the privileges of super user like 
administrator; these types of attacks are very popular in UNIX systems [18]. 
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C4.5 algorithm 

 
Figure 7. Graphical description of the experimental work performed. 

 
The weka tool [21] to obtain the C4.5 based NIDS (step 1 in Figure 7). For that purpose, we randomly choose a subset of 
each dataset to perform the training phase, testing over the remainder. This testing phase provides, for each trace, the 
output given by the NIDS, i.e. if it has properly classified the trace or not. This information is appended to each trace, 
obtaining the final dataset (step 2 in the Figure 7 ). We perform another division of the dataset, in this case to obtain two 
new different subsets, one to be used in the GP training phase and another one to test the individuals (step 3 in the Figure 
7). The models are created by first evolving them using a training subset (step 4 in Figure 3), using the remaining subsets 
to test whether the obtained models have a good performance with different traffic from the one used to evolve them (step 
5 in Figure 7). 
 
Let the classes be denoted {C1, C2,…, Ck}. There are three possibilities for the content of the set of training samples T in 
the given node of decision tree: 
1.  T contains one or more samples, all belonging to a single class Cj. The decision tree for T is a leaf identifying class Cj.  
2. T contains no samples.  
The decision tree is again a leaf, but the      class to be associated with the leaf must be determined from information other 
than T, such as the overall majority class in T. C4.5 algorithm uses as a criterion the most frequent class at the parent of the 
given node. 
3. T contains samples that belong to a mixture of classes. 
In this situation, the idea is to refine T into subsets of samples that are heading towards single-class collections of samples.  

An appropriate test is chosen, based on single attribute, that has one or more mutually exclusive outcomes {O1,O2, …,On}: 

T is partitioned into subsets T1, T2, …, Tn where Ti contains all the samples in T that have outcome Oi of the chosen test. 
The decision tree for T consists of a decision node identifying the test and one branch for each possible outcome.  

• Test – entropy: 
If S is any set of samples, let freq (Ci, S) stand for the number of samples in S that belong to class Ci (out of k possible 
classes), and S denotes the number of samples in the set S. Then the entropy of the set S: 
     Info(S) = -    ( (freq(Ci, S)/ S)  log2 (freq(Ci, S)/ S))  
After set T has been partitioned in accordance with n outcomes of one attribute test X: 
Infox(T) =   ((Ti/ T)  Info(Ti)) 
  Gain(X) = Info(T) - Infox(T) 
Criterion:  select an attribute with the highest Gain value.  
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Software requirements 
 

 Java 1.3 and above 
 J creator  
 Operating System: Windows XP/windows 7  

Hardware requirements 
 Processor: Pentium IV 
 Hard disk: 40GB/above 
 Memory: 256Mb/above 

 
Dataset 
Data mining and Knowledge Discovery competition for 1999 provided a dataset that was a subset of the MIT/DARPA 
IDEval data set. This dataset discovered shares the same data, and is also more manageable and accessible than the one 
previously built as part of the 1998 DARPA threat detection and Evaluation Program, which was prepared and managed by 
MIT Lincoln Labs. A standard set of data to be audited was provided which includes a wide variety of intrusions simulated 
in that military network environment 
The GP modeling process at issue requires a labeled dataset. This dataset must represent as well as possible real traffic. Due 
to the necessity of generating different traffic profiles, a controlled environment is required. Generated traffic should 
include normal (simple web requests, remote connections, web navigation, etc) and intrusive (malicious) traffic. Traffic is 
processed by means of data mining techniques to extract the most significant features. It also needs to be labeled in order to 
identify it as normal or hostile. Obtained traffic should be exposed to the NIDS, which analyzes the dataset looking for 
intrusive actions. Output given by the NIDS is appended to its corresponding processed frame. Thus, the obtained dataset is 
composed of registers with the form:  
F1,F2,F3,...,FN,L,O  
 
Where each Fi is the field i of the trace (for example, the source port, the flag bits, the amount of data exchanged, etc.), L is 
the label which indicates the nature of data (normal or attack) and O is the output given by the NIDS (normal or intrusion). 
The overall dataset is then divided into smaller sets, one being the GP training subset and the remainder the GP testing 
subsets.   
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Output 

 
 

 
 
 
Result 

 
 
3. CONCLUSION 
Thus in this research work we have successfully achieved our aim of detecting intrusions by using the attack information 
from the attack definition datasets. For achieving we have employed the technique of detecting new attacks based on the 
information of known attacks. We have used the KDD cup 1999 dataset for the same, and applied the signature Apriori 
algorithm which is well known and widely used intrusion detection algorithm  our results illustrate that our system 
effectively detects attacks as compared to other systems. Our system exhibits consistent results with minimum overheads. 
 
APPLICATION 
Over the past three or four years there has been some controversy regarding the applicability of intrusion detection systems 
(IDS) to the forensic evidence collection process.  Two points of view, essentially, have emerged.  One perspective views 
forensic evidence collection and preservation in the case of a computer or network security incident to be inappropriate for 
an intrusion detection system.  Another perspective submits that the IDS is the most likely candidate for collecting 
forensically pristine evidentiary data in real or near real time. This extended abstract describes, briefly, the framework for a 
research project intended to explore the applicability of intrusion detection systems to the evidence collection and 
management process.  The project will review the performance and forensic acceptability of several types of intrusion 
detection systems in a laboratory environment. 
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Future Enhancement 
The core of the framework is to model the NIDS using Genetic Programming to obtain an easier to understand individual 
which works as similar as possible to the NIDS. This model allows the understanding of how the NIDS classifies network 
data. Once this model is obtained, we can look for some way of evading the NIDS detection by changing some of the fields 
of the packets. The final aim of using our framework is not to break the detection of the NIDS, but to analyze NIDS 
robustness. We will test our framework by using a simple NIDS based on the C4.5 algorithm over the only two publicly 
available datasets that have their records labeled. We will show the effectiveness and degree of reduction of the complexity 
when using GP to model the behavior of the NIDS. Taking advantage of this reduction, we will provide evasions over the 
original C4.5-based NIDS. Concretely, we will find evasions that allow attackers to perform a SYN flooding attack and a 
port scanning attack to systems in such a way that the NIDS would not detect them. 
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