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Abstract 

In today’s life providing security has become more cumbersome because of all the malicious possibilities in data transmission, so 
we need a system which makes data transmission more secure beyond encryption, passwords and digital signatures. The system 
that we are discussing in this report is an Intrusion Detection System, which is a platform that provides security in the 
distributed environment.  
This paper also attempts to explain the drawbacks in conventional system designs, which may result in low performance and less 
data efficiency due to network congestion. The cloud and grid computing systems are considered to improve the efficiency and 
performance of the system. Cloud systems are characterized by a main server and other connected servers which provide certain 
services. Cloud systems, especially public cloud systems are prone to intrusions and care must be taken to secure the system. The 
emphasis in this report is to make grid and cloud systems more secure by implementing intrusion detection system along with 
auditing. 

 
Index Terms— Auditing, Cloud Computing, Cloud Intrusion Detection System, Cloud Security, Grid Computing, 
Intrusion Detection Systems. 
 
1. INTRODUCTION 
Important trend in the computer science is towards Cloud Computing and we can see that many cloud services are 
proposed and developed in the Internet. Cloud services can help many companies to build data centers with high 
performance computing resources and reduce the cost of maintaining the computing hardware. Cloud computing is based 
on cloud drawings used in the past to represent telephone networks & later to depict internet in. Cloud computing is 
internet based computing where virtual shared servers provide software, infrastructure, platform, devices and other 
resources and hosting to customer as a service on pay-as you-use basis. All the information that a digitized system has to 
offer is provided as a service in the cloud computing model. Users can access these services available on the cloud without 
having any previous knowledge on managing the resources involved. Cloud users do not own the physical infrastructure; 
rather they rent the usage from a third-party provider. They consume resources as a service and pay only for resources 
that they use. What they only need is a personal computer and internet connection. Cloud computing has revolutionized 
the IT world with its services provisioning infrastructure, less maintenance cost, data & services availability assurance, 
rapid accessibility and scalability.  
 
2. Related work 
1 LITERATURE REVIEW 
Authors H. Debar, M. Dacier, and A. Wespi described that the intrusion-detection systems (IDSs) can offer additional 
security measures for these environments by investigating configurations, logs, network traffic, and user actions to 
identify typical attack behavior [1]. However, IDS must be distributed to work in a grid and cloud computing 
environment. It must monitor each node and, when an attack occurs, alert other nodes in the environment. The author I. 
Foster et al.  has given  the solution that this kind of communication requires compatibility between heterogeneous hosts, 
various communication mechanisms, and permission control over system maintenance and updates—typical features in 
grid and cloud environments [2].Cloud middleware usually provides these features, so an IDS service is proposed which 
is offered at the middleware layer (as opposed to the infrastructure or software layers). Traditional IDSs can’t 
appropriately identify suspicious activities in a grid and cloud environment. The authors have suggested two methods to 
detect intrusion anomaly detection (Behavior analysis) and misuse detection (knowledge analysis) [3], [4]. Misuse 
Detection model refers to detection of intrusions that follow well-defined intrusion patterns. It is very useful in detecting 
known attack pattern. Anomaly detection refers to detection performed by detecting changes in the patterns of utilization 
or behavior of the system. Gang Wang , Jinxing Hao, JianMab, Lihua Huang proposed an algorithm, it a combination of 
Fuzzy clustering, ANN  and Fuzzy aggregation module. We are implementing this algorithm for detecting and analyzing 
attacks[6].Vincent Shi-Ming Huang Hsinchu, Taiwan and Ming ChiangIntrusion Detection system proposed,DDoS 
mitigation system which consists of Source Checking and Counting module, Multi-Stage Attack Detection module, Text-
Based Turing Test module, and Question Generation module[7].Safaa O. Al-mamory, Firas S. Jassim giving our analysis 
of the KDD Cup 99 data set, it became apparent that specialized detectors were needed to classify the various types of 
attacks that typically occur on 
computer networks. Some of them such as DDoS or Probe attacks proved very easy to classify using simple models. For 
creating simulated attacks we are using 41 attributes which is mentioned in this paper [8]. 
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2. Methods of IDS: 
1. Behavior Analysis: It identifies unusual behavior (anomalies) on a host or network. They function on the assumption 
that attacks are different from “normal” (legitimate) activity and therefore be detected by systems that identify these 
differences. With this strategy, we can cover a wider range of unknown attacks. 
2. Knowledge Analysis: Here, a set of rule/signature is preconfigured to identify network/system exploit. The analysis 
looks for events or set of events that match a predefined pattern of events that describe a known attack. The patterns are 
called signatures. One advantage of using this kind of intrusion detection is that we can add new rules without modifying 
existing ones. 
IDS analyze the data captured by the auditor and apply detection techniques based on behavior analysis and knowledge 
analysis. In the event of intrusion detection, it uses the communication means provided by middleware to send alert to 
other nodes. The IDs will work as shown in the figure [1]. 
 

 
Fig. 1 Block diagram of IDS 

 
3. IMPLEMENTATION 
Why Need of IDS? 
Intrusion detection is main aspect because of following security issues: 
1. Cloud data confidentiality issue  
Confidentiality of data over cloud is one of the glaring security concerns. Encryption of data can be done with the 
traditional techniques. However, encrypted data can be secured from a malicious user but the privacy of data even from 
the administrator of data at service provider’s end could not be hidden. Searching and indexing on encrypted data 
remains a point of concern in that case. Above mentioned cloud security issues are a few and dynamicity of cloud 
architecture are facing new challenges with rapid implementation of new service paradigm. 
2. Network and host based attacks on remote Server  
Host and network intrusion attacks on remote hypervisors are a major security concern, as cloud vendors use virtual 
machine technology. DOS and DDOS attacks are launched to deny service availability to end users.  
3. Cloud security auditing  
Cloud auditing is a difficult task to check compliance of all the security policies by the vendor. Cloud service provider has 
the control of sensitive user data and processes, so an automated or third party auditing mechanism for data integrity 
check and forensic analysis is needed. Privacy of data from third party auditor is another concern of cloud security. 
4. Lack of data interoperability standards  
It results into cloud user data lock-in state. If a cloud user wants to shift to other service provider due to certain reasons it 
would not be able to do so, as cloud user’s data and application may not be compatible with other vendor’s data storage 
format or platform. Security and confidentiality of data would be in the hands of cloud service provider and cloud user 
would be dependent on a single service provider. 
 
Existing System: 
For checking a security traditional system is CAPTCH As, most schemes were aim   the Turing test that embeds 
characters in an image. Computer vision techniques, by optical character recognition, have over 90% accuracy to 
recognize the character in an image. To improve the strength of a character image against to a program, tries to add more 
noise and distortion, but this will be harder for a human to recognize the characters too. Thus, adding too much noise and 
distortion will make the characters image to be unusable. Furthermore, proposed alternative image question CAPTCHAs 
which does not have the above issue and provided a combination of character and image CAPTCHA which possesses both 
of the above properties and users have to do simple mathematical computation in order to answer the question. 
 
PROBLEM  STATEMENT 
In this project, we focus on cloud data storage security and to get the proper service to a genial cloud user. We are 
implementing Intrusion Detection System for detecting attacks. We are providing a multistage detection to more precisely 
detect the possible attackers and a text-based Turing test with question generation module to challenge the suspected 
requesters. Our system works efficiently to mitigate the DDoS traffic from Internet. In our system when client attacks on 
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server system our system detects that attack and blocks that client and that pattern of attack is stored at admin side. If 
another client attacks with same pattern then that client is detected and blocked. 
 
Proposed System: 
In our proposed system we are implementing IDS for detecting attacks performing this task in different modules. We are 
providing a multistage detection to more precisely detect the possible attackers and a text-based Turing test with question 
generation module to challenge the suspected requesters who are detected by the detection module. We implemented the 
proposed system and evaluated the performance to show that our system works efficiently to mitigate the DDoS traffic 
from the Internet. In our system when client attacks on server system our system detects that attack and blocks that client 
and that pattern of attack is stored at admin side. If another client attacks with same pattern then that client is detected 
and blocked. Admin performs Turing test for client by generating questions. 
We are using KDDCUPSET for storing types of attacks. The client packets go through the comparing of packets with 
defined packets by using apriori algorithm and if new pattern is detected it is stored in KDDCUPSET for prohibiting 
further attacks by different clients. The client who attacked with new pattern is blocked after detecting new pattern. In 
KDDCUPSET we are storing predefined attacks for out testing. From that KDDCUPSET we are taking patterns for 
attacks. We can store new patterns in that KDDCUPSET. 
 
Modules 
1) Checking source 
This module is the coordination module with counting module in the whole system. The packet coming from the Internet 
will first arrive at the kernel Source Checking and counting module.In this module we are checking the source of attack 
[7]. We are providing authentication for client for login. If client attacks with some pattern then by identifying that clients 
IP address we are finding its source. 
2) Counting  
In this module we are recording the source address destination address and the time at which client performs login test. 
After login successful the counting module is reset. It will be enable by the Attack Detection module when there are some 
suspected traffic been detected. 
3) Attack detection 
In this section, we elaborate our new approach; FC-ANN. FC-ANN firstly divides the training data into several subsets 
using fuzzy clustering technique. Subsequently, it trains the different ANN using different subsets. Then it determines 
membership grades of these subsets and combines them via a new ANN to get final results. The whole framework of FC-
ANN is illustrated in Fig 2. As typical machine learning framework, FC-ANN incorporates both the training phase and 
testing phase. The training phase includes the following three major stages: 

 
Fig 2. Framework of FC-ANN 

 
Stage I: For an arbitrary data set DS, it is firstly divided into training set TR and testing set TS. Then the different 
training subsets TR1, TR2…, TRk are created from TR with fuzzy clustering module. 
Stage II:  For each training subset TRi (i = 1, 2…, k), the ANN model, ANNi, (i = 1, 2…, k) is training by the specific 
learning algorithm to formulate k different base ANN models. 
Stage III: In order to reduce the error for every ANNi, we simulate the ANNi using the whole training set TR and get the 
results. Then we use the membership grades, which were generated by fuzzy clustering module, to combine the results. 
Subsequently, we train another new ANN using the combined results. In the testing phase, we directly input the testing 
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set data into the k different ANNi and get outputs. Based on these outputs, the final results can then be achieved by the 
last fuzzy aggregation module. 
The three stages of FC-ANN framework raise three important issues:  

1) How to create k different training subsets from the original training dataset TR? 
2) How to create different base model ANNi with different training subsets? 
3)  How to aggregate the different results produced by different base model ANNi? 

 
These issues will be addressed by the following sections respectively. 
i) FC Module (Fuzzy Clustering Module) 
The aim of fuzzy cluster module is to partition a given set of data into clusters, and it should have the following 
properties: homogeneity within the clusters, concerning data in same cluster, and heterogeneity between clusters, where 
data belonging to different clusters should be as different as possible. Through fuzzy clustering module, the training set is 
clustered into several subsets. Due to the fact that the size and complexity of every training subset is reduced, the 
efficiency and effectiveness of subsequent ANN module can be improved. 
The clustering techniques can be categorized into two techniques such as hard clustering techniques and soft clustering 
technique. Beside partition of training set, we also need to aggregate the results for fuzzy aggregation module. Therefore, 
we choose one of the popular soft clustering techniques, fuzzy c-means clustering, for fuzzy clustering module. In fuzzy 
clustering module, it is based on the minimization of the following objective function[6]: 

 
Where, m is any real number greater than 1, uTR

ij is the degree of membership of xTR
i in the cluster j, xTR

i is the ith of d-
dimensional measured data, cTR

j is the d-dimensional center of cluster, and is any norm expressing the similarity between 
any measured data and center. 
Fuzzy partitioning is carried out through an iterative optimiza-tion of the object function shown above, with the update of 

membership uTR
ij and the cluster centers cTR

j by [6] 

 
This iteration will stop when: 

 
Where, e is a termination criterion between 0 and 1 and q is the iteration steps. Based on the above analysis, the fuzzy 
cluster module is composed of the following steps [6]: 

 
After the above five steps, the training set TR can be divided into k subsets TRk. Subsequently, ANNi is needed to train 
using these subsets TRk. Next section, we will discuss how to create different base model ANNi with different training 
subset TRk. 
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ii) Ann module 
An artificial neuron is a processing element with many inputs and one output. ANN consists of a group of processing 
elements that are greatly interconnected and convert a set of inputs to a set of preferred outputs.ANN module aims to 
learn the pattern of every subset. ANN is a biologically inspired form of distributed computation. In this study, we will 
employ classic feed-forward neural networks trained with the back-propagation algorithm to predict intrusion. 
A feed-forward neural network has an input layer, an output layer, with one or more hidden layers in between the input 
and output layer. The ANN functions as follows: each node i in the input layer has a signal xi as network’s input, 
multiplied by a weight value between the input layer and the hidden layer. Each node j in the hidden layer receives the 
signal In(j) according to: 
Then passed through the bipolar sigmoid activation function[6] : 

 
The output of the activation function f(In(j)) is then broadcast all of the neurons to the output layer: 

wherehj and hk are the biases in the hidden layer and the 
output layer.  

 
When n is the number of training patterns, Yk and Tk are the output value and the target value, respectively. 
The gradient descent method searches for the global optimum of the network weights, and partial derivatives oE/ow is 
computed for each weight in the network. And the weight will adjust according to the expression: 

 
wheret is the number of epochs, g is the learning rate. 
To accelerate the convergence of the error in the learning procedure, the momentum with the momentum gain, a, is 
include into Eq.  (10) (Anderson, 1995): 

 
in which the value for a is within 0 and 1. 
Based on the feed-forward neural networks trained with the back-propagation algorithm, every ANNi can complete 
training using different subsets TRk. However, next question is how to aggregate the different results produced by 
different base model ANNi. 
 
iii) Fuzzy Aggregation Module 
The aim of fuzzy aggregation module is to aggregate different ANN’s result and reduce the detection errors as every 
ANNi in ANN module only learns from the subset TRi. Because the errors are nonlinear, in order to achieve the 
objective, we use another new ANN to learn the errors as follows: 
Step 1: Let the whole training set TR as data to input the every trained ANNi and get the outputs[6]: 

 
where n is the number of training set: TR, yTR

jk is the out-put of ANNk. 
Step 2:  Form the input for new ANN[6]: 

 
whereUTR

n is the membership grade of TRn belonging toCTR. 
Step 3: Train the new ANN. We can use Yinput as input and use the whole training set TR’s class label as output to train 
the new ANN. 
Through above three steps, the new ANN can learn the errors which caused by the individual ANNi in ANN module. 
During the stage of testing, work procedure of ANN module and fuzzy aggregation module is similar to the above. Firstly 
we calculate the membership grade, based on the cluster centers CTR. For a new input xTS

i is coming, firstly based on CTR, 
the membership UTS can be calculated by[6]: 

 
Then, respectively, using ANN module and fuzzy aggregation module, the output, YTS

output , can be gotten. 
 
4) Question Generation Module 
The main task of this module is to randomly generate text-based question for Turing Test module to challenge 
thesuspected requesterwill ask some questions which client has to answer perfectly[7]. 
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5) Turing Test Module 
In this module the client is provided with some CAPTCHA code which client will input through keyboard, doing this 
admin will understand that the client is a human not a machine. 
 
Apriori algorithm 
Parameters used in the Algorithm: [9]  
The parameters we will be using in our algorithm 

1. D: set of transactions wherein every transaction is considered as a packet. 
2. C:  The candidate set containing all the items found. 
3. S(c)   The support of the candidate c is the percentage of transactions that contain c.  
4. min_support: The threshold meets minimum support meets.  
5. Signature_known : stands for the known part of the signature.  
6. Max_len: it contains the max length of frequent itemset which has the known signature.  
7. N : known signature length + 1.  
8. k–itemsets : A set of items with k elements.  
9. Sig: Current frequent item - item set in Lk.  
10.  Lk: A set of frequent k-itemsets (with minimum support: The set has two fields: item set and support count).  
11.  Ck: A set of candidate itemset of k-elements which are considered as potential frequent item sets. This set will 

consists of 2 entries: first for the item set and second for the support count.[9] 
The Apriori algorithm is the most popular algorithm based on association rules, and basically used in almost all 
commercial IDS. It is based on the fundamentals of mining frequent item sets. It has got the name Apriori because of the 
fact that the algorithm uses the knowledge gained previously about the frequent item sets. The algorithm basically follows 
an iterative approach, which uses a level-wise searching technique [9]. It makes use of K-item sets in order to discover 
(k+1) item sets. The algorithm first takes into consideration frequent item set initially and continues to work iteratively, 
unless there in no set which will contain frequent item sets. The Apriori algorithm is said to be composed of three parts, 
An initial frequent item set, which will act as the input to the algorithm, followed by the candidate generation, candidate 
pruning and candidate support process [9]. As we already mentioned that the algorithm employs an iterative technique, as 
a result the support information thus obtained is again fed to the candidate generation step, and the process goes on 
continuously until there is no more frequent set available [10] [9]. The following figure illustrates the basic architecture of 
the Apriori algorithm given in block wise manner. 
 
Hardware Requirements 
The minimum hardware requirements are: 
Hard disk                    :          20 GB and above  
RAM                           :          1 GB and above  
Processor speed           :          2.0 GHz and above  
 
Software Requirements 
The minimum requirements for detection and prevention of phishing attacks are: 
Operating System       :        Windows XP/7 
Technology Used        :        JSP, Servlet, JDBC 
Development IDE       :         Net beans 7.1 
Database Server           :        MySQL 

 
Result Set (Screen shots): 
 

 
Fig. 1 Admin Login 
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Fig. 2 IDS Login 

 

 
Fig. 3 Apriori Input 

 

 
Fig. 4 Attack Detection 

 

 
Fig. 5 Probe Attack Detection 

 

 
Fig. 6 DDoS Attack Detection 

 

 
Fig. 7 Visualization of attack types 
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FUTURE SCOPE 
In the future, IDS will be implemented, for detecting any types of newly generated attacks. So that cloud users will be 
worry free for using a cloud for storing and maintaining their secure data. Mainly we are concentrating for detecting SQL 
injection attack so that data ware house users will be tension free for storing their data on cloud.  
 
4. CONCLUSION 
Cloud computing is a “network of networks” over the internet, therefore chances of intrusion is more with the erudition of 
intruder’s attacks. Different IDS techniques are used to counter malicious attacks, DDOS attacks in traditional networks. 
For Cloud computing, enormous network access rate, applications to service provider and distributed attacks 
vulnerability, an efficient, reliable and information transparent IDS is required. In this paper, a multi-threaded cloud IDS 
model is proposed which can be administered by a third party monitoring service, it check each arrival packet with a 
database by using KDDCUP 99 dataset for that we are using apriori algorithm for It is a confidence-based Association 
Rule Mining algorithm. The basic idea of the apriori algorithm is to generate frequent item sets for a given dataset and 
then scan those frequent item set to distinguish most frequent items in this dataset. The process is 
iterative. Because generated frequent item sets from a step can construct another item sets by joining with previous 
frequent item sets. We are using Fuzzy clustering, ANN and fuzzy aggregation for detecting attacks. If attack is 
recognized then we start turning test based on text and then CAPTCHA image for confirming attackers if attackers 
confirmed then admin will blocked that client’s IP address. This will increased efficiency and transparency for the cloud 
user. 
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