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ABSTRACT 
Cloud computing’s multi-tenancy feature, which provides privacy, security and access control challenges,  because of sharing 
of physical resources among untrusted tenants. In order to achieve safe storage, policy based file access control, policy based 
file assured deletion and policy based renewal of a file stored in a cloud environment, a suitable encryption technique with key 
management should be applied before outsourcing the data. In this paper a decentralized access control scheme is proposed for 
secure cloud storage by providing access to the files with the policy based file access using Attribute Based Encryption (ABE) 
scheme. The proposed scheme prevents replay attacks and supports creation, modification, and reading data stored in the 
cloud. Moreover, the authentication and access control scheme is decentralized and robust, unlike other access control schemes 
designed for clouds which are centralized. 
Keywords:- Access control, authentication, attribute-based encryption, cloud storage. 

1. INTRODUCTION 
Now a days cloud computing is a rationally developed technology to store data from more than one client. Cloud 
computing is an environment that enables users to remotely store their data. Remote backup system is the advanced 
concept which reduces the cost for implementing more memory in an organization. It helps enterprises and government 
agencies reduce their financial overhead of data management. They can archive their data backups remotely to third 
party cloud storage providers rather than maintain data centers on their own. An individual or an organization may not 
require purchasing the needed storage devices. Instead they can store their data backups to the cloud and archive their 
data to avoid any information loss in case of hardware / software failures. Much of the data stored in clouds is highly 
sensitive, for example, medical records and social networks. Even cloud storage is more flexible, how the security and  
privacy are available for the outsourced data becomes a serious concern. In one hand, the user should authenticate itself 
before initiating any transaction, and on the other hand, it must be ensured that the cloud does not tamper with the data 
that is outsourced. User privacy is also required so that the cloud or other users do not know the identity of the user. 
The cloud can hold the user accountable for the data it outsources, and likewise, the cloud is itself accountable for the 
services it provides. The validity of the user who stores the data is also verified. Apart from the technical solutions to 
ensure security and privacy, there is also a need for law enforcement. Access control in clouds is gaining attention 
because it is important that only authorized users have access to valid service. A huge amount of information is being 
stored in the cloud, and much of this is sensitive information. Care should be taken to ensure access control of this 
sensitive information which can often be related to health, important documents (as in Google Docs or Dropbox) or 
even personal information (as in social networking). It is just not enough to store the contents securely in the cloud but 
it might also be necessary to ensure anonymity of the user. For example, a user would like to store some sensitive 
information but does not want to be recognized. The user might want to post a comment on an article, but does not 
want his/her identity to be disclosed. However, the user should be able to prove to the other users that he/ she is a valid 
user who stored the information without revealing the identity. There are cryptographic protocols like ring signatures 
[13], mesh signatures [14], group signatures [15], which can be used in these situations. Ring signature is not a feasible 
option for clouds where there are a large number of users. Group signatures assume the preexistence of a group which 
might not be possible in clouds. After comparing the drawbacks of all the cryptographic protocols mentioned above, a 
new protocol known as attribute-based signature (ABS) has been proposed in this paper. ABS was proposed by author 
Maji[16]. In ABS, users have a claim predicate associated with a message. The claim predicate helps to identify the 
user as an authorized one, without revealing its identity. Other users or the cloud can verify the user and the validity of 
the message stored. ABS can be combined with ABE to achieve authenticated access control without disclosing the 
identity of the user to the cloud. 
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2. RELATED WORK 
Existing work on access control in cloud are centralized in nature [6], [7], [8], [9], [10], [12], [18]. Except [18] and 
[12], all other schemes use ABE. The scheme in [18] uses a symmetric key approach and does not support 
authentication. The schemes [6], [7], [10] do not support authentication as well. Security and privacy protection in 
clouds are being explored by many researchers. In paper [2], Wang addressed storage security using Reed-Solomon 
erasure-correcting codes. Authentication of users using public key cryptographic techniques has been studied in [3]. 
Many homomorphic encryption techniques have been suggested [4], [5] to ensure that the cloud is not able to read the 
data while performing computations on them. Using homomorphic encryption, the cloud receives ciphertext of the data 
and performs computations on the ciphertext and returns the encoded value of the result. The user is able to decode the 
result, but the cloud does not know what data it has operated on. In such circumstances, it must be possible for the user 
to verify that the cloud returns correct results. Author Wang, in paper [2] addressed secure and dependable cloud 
storage. Cloud servers prone to Byzantine failure, where a storage server can fail in arbitrary ways [2]. The cloud is 
also prone to data modification and server colluding attacks. In server colluding attack, the adversary can compromise 
storage servers, so that it can modify data files as long as they are internally consistent. To provide secure data storage, 
the data needs to be encrypted. However, the data is often modified and this dynamic property needs to be taken into 
account while designing efficient secure storage techniques. In paper [9], Zhao provides privacy preserving 
authenticated access control in cloud. However, the authors take a centralized approach where a single key distribution 
center (KDC) distributes secret keys and attributes to all users. Unfortunately, a single KDC is not only a single point of 
failure but difficult to maintain because of the large number of users that are supported in a cloud environment. Thus, 
emphasis should be given on that clouds should take a decentralized approach while distributing secret keys and 
attributes to users. In paper [17], Yang  proposed a decentralized approach, their technique does not authenticate users, 
who want to remain anonymous while accessing the cloud. In an another paper [10], Ruj   proposed a distributed access 
control mechanism in clouds. However, the scheme did not provide user authentication. The other drawback was that a 
user can create and store a file and other users can only read the file. Write access was not permitted to users other than 
the creator. In the proposed system, a decentralized architecture is proposed meaning that there can be several KDCs 
for key management. The main aim of paper is to design a scheme for distributed access control of data stored in cloud 
so that only authorized users with valid attributes can access them. 

3.PROPOSED SYSTEM 
Following assumptions are made in the proposed system: 
 Users can have either read or write or both accesses to a file stored in the cloud. 
 All communications between users/clouds are secured by secure shell protocol, SSH. 
 The cloud is honest-but-curious, which means that the cloud administrators can be interested in viewing user’s 

content, but cannot modify it.  
The proposed privacy preserving authenticated access control scheme uses two protocols ABE and ABS. These 
protocols are explained in Sections 4.1 and 4.2, respectively. In the proposed scheme a user can create a file and store it 
securely in the cloud. The details of the proposed scheme are shown in Figure 1. The detailed description of model is as 
follows: 
 There are three users, a creator, a reader, and writer.  
 Creator Alice receives a token γ from the trustee, who is assumed to be honest. A trustee can be someone like 
 the federal government who manages social insurance numbers etc. On presenting her id (like health/social 
 insurance number), the trustee gives her a token γ.  
 There are multiple KDCs (here 2), which can be scattered. For example, these can be servers in different parts of 

the world. A creator on presenting the token to one or more KDCs receives keys for encryption/decryption and 
signing. In the Figure 1, SKs are secret keys given for decryption, Kx are keys for signing. The message MSG is 
encrypted under the access policy χ.  

 The access policy decides who can access the data stored in the cloud. The creator decides on a claim 
 policy у, to prove her authenticity and signs the message under this claim.  
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Figure 1. Cloud Storage Model 

 The ciphertext C with signature is c, and is sent to the cloud.  
 The cloud verifies the signature and stores the ciphertext C. When a reader wants to read, the cloud sends C. If the 

user has attributes matching with access policy, it can decrypt and get back original message. Write proceeds in the 
same way as file creation.  

 By designating the verification process to the cloud, it relieves the individual users from time consuming 
verifications. 

 When a reader wants to read some data stored in the cloud, it tries to decrypt it using the secret keys it receives 
from the KDCs. If it has enough attributes matching with the access policy, then it decrypts the information stored 
in the cloud. 

4.ALGORITHMS USED 
After surveying the topics related to the proposed scheme, we have found two algorithms i.e. ABE and ABS [19] [20] 
feasible which will be implemented in Java. As the implementation will be done in Java all the object oriented features 
and security will be seen in the implementation. This will make the proposed system more efficient. 
4.1 Attribute Based Encryption (ABE) 
ABE has following steps: 
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4.2 Attribute Based Signature 
ABS has following steps:  
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5. CONCLUSION 
In this paper, a decentralized access control technique with anonymous authentication is proposed, which provides user 
revocation and prevents replay attacks. The files are associated with file access policies, that used to access the files 
placed on the cloud. More security is assured when uploading and downloading of a file to a cloud is performed with 
standard Encryption/Decryption techniques. The cloud does not know the identity of the user who stores information, 
but only verifies the user’s credentials. Key distribution is done in a decentralized way. One limitation is that the cloud 
knows the access policy for each record stored in the cloud. In future, the work can be done to hide the attributes and 
access policy of a user. 
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