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ABSTRACT 
MANET (Mobile Ad-hoc Network) refers to a multi-hop packet based wireless network composed of a set of mobile nodes that can 
communicate and move at the same time , without using any kind of fixed wired infrastructure . MANET’S are actually self 
organizing and adaptive networks that can be formed and deformed on-the-fly without the need of any centralized administration. It 
generally works by broadcasting the information and used air as medium. It’s broadcasting nature and transmission medium also 
help attacker to disrupt network. Many type of attack can be done on such Mobile Ad Hoc Network. Our approach for wormhole 
detection enables the receiver to detect wormhole nodes using unobservable routing .We proposed an efficient method to identify the 
wormhole nodes exists in the routing path and rediscover new routes from the source node to target node . By applying an improved 
hop count based detection checking its one hop neighbors from its neighbor table. Once the wormhole nodes are detected then 
remove the wormhole entries from its neighbor table. 
Keywords: – Wormhole; Malicious : DOS 

1.INTRODUCTION 
The MANETs work without a centralized administration where the nodes communicate with each other on the basis of 
mutual trust. This characteristic makes MANETs more vulnerable to be exploited by an attacker inside the network. 
Wireless links also make the MANETs more susceptible to attacks, which makes it easier for the attacker to go inside 
the network and get access to the ongoing communication. Mobile nodes present within the range of wireless link can 
overhear and even participate in the network. Security in Mobile Ad-hoc Networks (MANETs) is the most important 
concern to achieve its basic functionality without errors. The availability of network services, confidentiality and 
integrity of the data can be achieved by assuring that security issues have been met. MANETs often suffer from security 
attacks because of its features like open medium, changing its topology dynamically, lack of central monitoring and 
management, cooperative algorithms and no clear defense mechanism. These factors have changed the battlefield 
situation for the MANETs against the security threats because of infrastructure less nature. MANETs must have a 
secure way for transmission and communication and this is a quite challenging and vital issue as there are increasing 
threats of attack on the Mobile Networks. In order to provide secure communication and transmission, the engineers 
must understand different types of attacks and their effects on the MANETs. Wormhole attack, Black hole attack, Sybil 
attack, Flooding attack, Routing table overflow attack, Denial of Service (DoS), Selfish node misbehaving, 
Impersonation attack are the kind of attacks that  MANETs can suffer from. MANETs are more open to these kinds of 
attacks because communication is based on mutual trust between the nodes, there is no central point for network 
management, no authorization facility, vigorously changing topology and limited resources.  

2 .WORMHOLE ATTACK 
Wormhole attack is a network attack layer. In a typical wormhole attack at least two colluding nodes in the network are 
located at different places that are not in direct communication range of each other i.e. one near to the source node and 
another near the destination node thus bypassing information from source node to destination node and disrupting 
proper routing. In figure 2.7 M1 and M2 are two colluding nodes. The malicious node M1 takes data near the source 
node then tunnels it to M2 placed near the destination node. Communication of data occurs via path having this low 
latency link all the times due to less number of hops. 
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Figure 2.7: wormhole attack 

Wormhole Attack and Classification Before discussing wormhole attack, first we try to  understand types of attacks in 
Mobile Ad-hoc Networks. There are several ways to classify wormhole attacks. Here we divide wormhole attacks into 2 
categories: hidden attacks & exposed attacks, depending on whether wormhole nodes put their identity into packets’ 
headers when tunneling & replaying packets . 
 

 
2.1Hidden Attacks 
Before a node forwards a packet, it must update the packet by putting their identity (MAC address) into the packet’s 
header to allow receivers know where the packet directly comes from. However, in hidden attacks, wormhole nodes do 
not update packets’ headers as they should so other nodes do not realize the existence of them. a packet P sent by node 
S is overheard by node W1. W1 transmits that packet to node W2 which in turn replay the packet into the network. 
Because W1 & W2 do not change the packet header so D seems to get the packet directly from S. In this way, D& S are 
neighbors although they are out of radio range from each other (fake neighbors). General speaking, in hidden attacks 
nodes within W1’s vicinity are “fake neighbors” of nodes within W2’s vicinity and vice versa. In this kind of attack, a 
path from S to D via wormhole link will be:  

S → A1 → B1 → D 
In the viewpoint of legitimate nodes, there is no existence of W1 & W2 in the path (hidden).  
2.2.Exposed Attacks  
In exposed attacks, wormhole nodes do not modify the content of packets but they include their identities in the packet 
header as legitimate nodes do. Therefore, other nodes are aware of wormhole nodes’ existence but they do not know 
wormhole nodes are malicious. In case of exposed attacks, the path from S to D via wormhole will be: 

S → A1 → W1 → W2 → B1 → D 
2.2.2 In hidden attacks, there are many fake neighbors created by wormhole link but there’s no fake neighbor except 
(W1, W2) in this case. This difference leads to differences in detection mechanisms. Some mechanisms which can do 
well in detecting hidden attacks cannot detect exposed attacks and vice versa. 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org 

Volume 3, Issue 10, October 2014              ISSN 2319 - 4847 
 

Volume 3, Issue 10, October 2014                                                                                     Page 46 

3.VARIOUS WORMHOLE DETECTION METHODS 
Some work has been done to detect wormhole in Ad Hoc networks. Most of them based on the fact that transmission 
time between two wormhole nodes or between two fake neighbors is much longer than that between two real neighbors 
which are close together. Because two wormhole nodes (or two fake neighbors) are far from each other and packets sent 
between two wormhole nodes maybe go through several intermediate nodes so it takes a longer time to transmit a 
packet between two wormhole nodes (or two fake neighbors) than between two real neighbors which are close together. 
By detecting this difference, we can identify wormhole attacks.  
3.1 Packet Leashes 
One of the first proposals for detecting wormhole is packet leashes [3][4]. Every time a node, say A, sends a packet to 
another node, say B, A has to put a time stamp (sending time) (temporal packet leashes) or the location of A and 
sending time (geographical packet leashes) into the packet. Based on this information, B can estimate the distance 
between A & B. If the estimated distance is longer than the possible radio range, B will reject the communication with 
A. These two mechanisms require tightly synchronized clocks (temporal packet leashes) or special hardware for 
location (geographical packet leashes) which is expensive to use widely. Therefore, we can say these two mechanisms 
are impractical with current technology.  
3.2 RTT  
Round Trip Time (RTT) between two nodes [5]. A node, say A, calculates the RTT with another node, say B, by 
sending a message to node B requiring an immediate reply from B. The RTT between A and B is the time between A’s 
sending the request message and receiving the reply message from B. In this mechanism each node (called N) will 
calculate the RTT between N and all N’s neighbors. Because the RTT between two fake neighbors is higher than that 
between two real neighbors so by comparing these RTTs between A and A’s neighbors, node A can identify which 
neighbors are fake neighbors and which neighbors are real neighbors. This mechanism do not require any special 
hardware and easy to implement but it cannot detect exposed attacks because no fake neighbor is created in exposed 
attacks.  
3.3 Delphi  
Another mechanism called Delphi (Delay Per Hop Indicator), proposed by Hon Sun Chiu and King-Shan Lui [6], is 
able to detect both hidden and exposed wormhole attacks. In this mechanism, they try to find every available disjoint 
path between a sender and a receiver. Then, they calculate delay time & length of each path, computing Delay per Hop 
value (average delay time per hop along each path). Delay per Hop values of paths are used to identify wormhole: the 
path containing wormhole link will have greater Delay Per Hop value. This mechanism can detect both kind of 
wormhole but they cannot pinpoint the wormhole location. Moreover, because lengths of paths are changed by every 
node (including wormhole nodes) so wormhole nodes could change the path length in a certain way to make them 
unable to be detected. 
3.4 Sector 
In multi-hop wireless networks, keeping track of node en- counters is a crucial function, to which the research 
community has devoted very little attention so far. This function can be used for the detection of wormhole attacks, to 
se- cure routing protocols based on the history of encounters, and for the detection of cheating attempts (e.g., in 
charging mechanisms).SECTOR can be used to prevent wormhole attacks [8, 9] in ad hoc networks, without requiring 
any clock synchronization or location information; it is therefore a valid alternative to the other solutions already 
proposed to this problem. SECTOR can also help to secure routing protocols in mobile ad hoc networks, which are 
based on the history of encounters; we illustrate this with FRESH [10], the last- encounter protocol that enables an 
efficient route discovery for large- scale ad hoc networks. 
3.4 Neighbor Number Test 
There are several other approaches which do not use transmission time to detect wormhole. In [10], the author 
proposed two statistical approaches to detect wormhole attack in Wireless Ad Hoc Networks. The first one called 
Neighbor Number Test bases on a simple assumption that a wormhole will increase the number of neighbors of the 
nodes (fake neighbors) in its radius. The base station will get neighborhood information from all sensor nodes, 
computes the hypothetical distribution of the number of neighbors and uses statistical test to decide if there is a 
wormhole or not. The second one called All Distance Test detects wormhole by computing the distribution of the length 
of the shortest paths between all pairs of nodes. In these two algorithms, most of the workload is done in the base 
station to save sensor nodes’ resources. However, one of the major drawbacks is that they cannot pinpoint the location 
of wormhole which is necessary for a successful defense. 
3.5 True Link 
True Link developed by Jakob Eriksson in 2006 is a wormhole detection technique [11] that depends on time based 
mechanisms. True Link verifies whether there is a direct link for a node to its adjacent neighbor. Wormhole detection 
using True Link involves 2 phases namely rendezvous and validation. The first phase is performed with firm timing 
factors in which nonce exchange between two nodes takes place. In the second phase, both the nodes authenticate each 
other to prove that they are the originator of corresponding nonce. The major disadvantage is that True Link works 
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only on IEEE 802.11 devices that are backward compatible with a firmware update. A round trip time (RTT) approach 
is emerged to overcome the problems in using additional hardware. The RTT is the time taken for a source node to 
send RREQ and receive RREP from destination. A node must calculate the RTT between itself and its neighboring 
nodes. The malicious nodes have higher RTT value than other nodes. In this way, the source can identify its genuine 
and misbehaving neighbors. This detection technique is efficient only in the case of hidden attacks. 
4.7)  Secure Neighbor Discovery & monitor based system: This is provided by Issa Khalil in 2008 [12] which uses local 
observation schemes to prevent malevolent nodes in the vicinity. The position of each node in the network is traced by 
central authority and it is capable of even isolating the malicious nodes globally. The detection rate of this method 
decreases as the network mobility increases. 
3.6 TTM 
TM –Transmission Time Mechanism [12, 13] to detect wormhole in Wireless Ad Hoc Networks using AODV routing 
protocol by calculating & comparing the Round Trip Time between every two successive nodes along that route during 
route setup protocol. TTM is able to detect both hidden & exposed wormhole attacks, locating the wormhole, requiring 
no special hardware. The performance of TTM is also evaluated by simulation using network simulator The simulation 
shows that the mechanism can detect wormhole attack with 100% accuracy when the wormhole length is large enough. 
Some future work also needs to be done to extend our mechanism to work in other routing protocols such as DSDV and 
DSR. Comparative analysis of various wormhole detection techniques 
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