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ABSTRACT 
In present day to day life, effective data hiding methods are needed due to attack made on data communication. This paper 
presents the technique for the above requirement and also explain effect of audio Steganography with image watermarking in 
video. In this proposed method, secret message in form of audio file is embedded within carrier audio file (.wav). In the 
transmitter end the output will be similar to the carrier with secret message embedded inside. The hacker will be blinded by the 
transmitted signal. At the receiver end the original message can be retrieved without any loss. The entire proposed system is 
simulated and their corresponding waveforms and analyze the results and graphs  prove the effectiveness of this method. 
 Keywords: Security, Secret data transmission, steganography. Digital Image Watermarking, cryptography. 
 
 1. INTRODUCTION 
Steganography, coming from the Greek words stegos, meaning roof or covered and graphia which means writing. It is 
the art and science of hiding the fact that communication is taking place. Using the steganography, we can embed a 
secret message inside a piece of unsuspicious information and send it without anyone knowing of the existence of the 
secret message. Steganography and cryptography are closely related. Cryptography scrambles messages so they cannot 
be understood. Steganography on the other hand, will hide the message so there is no knowledge of the existence of the 
message in the first place. In some situations, sending an encrypted message will arouse suspicion while an invisible 
message will not do so. Both sciences can be combined to produce better protection of the message. 

In this paper, a secret message of text is first encrypted and then it is embedded into a carrier audio in video file. Our 
assumptions are the audio files are strictly in .wav format and Video file is in uncompressed .AVI format. 
 
1.1 Overview  
Cryptography : 
In cryptography, encryption is the process of transforming information referred to as plaintext using an algorithm 
called a cipher to make it to anyone except those possessing special knowledge, usually referred to as a key. The result 
of the process is information in unreadable form referred to as ciphertext. The reverse process, i.e., to make the 
encrypted information readable again, is referred to as decryption  

Steganography : 

The word “Steganography” technically means “covered or hidden writing”. Its ancient origins can be traced back to 
440 BC. In ancient times, messages were hidden on the back of wax writing tables, written on the stomachs of rabbits, 
or tattooed on the scalp of slaves. Invisible ink has been in use for centuries. The majority of today’s steganographic 
systems uses multimedia objects like image, audio, video etc. as cover media because people often transmit digital 
pictures over email and other Internet communication.In modern approach, depending on the nature of cover object, 
steganography can be divided into five types: 
 Image Steganography 
 Audio Steganography 
 Video Steganography 
 Protocol Steganography 

Video Steganography 
Video files are generally a collection of images and sounds, so most of the presented techniques on images and audio 
can be applied to video files too. The great advantages of video are the large amount of data that can be hidden inside 
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and the fact that it is a moving stream of images and sounds. Therefore, any small but otherwise noticeable distortions 
might go by unobserved by humans because of the continuous flow of information. 
Protocol Steganography 
The term protocol steganography refers to the technique of embedding information within messages and network 
control protocols used in network transmission [22]. In the layers of the OSI network model there exist covert channels 
where steganography can be used [23]. An example of where information can be hidden is in the header of a TCP/IP 
packet in some fields that are either optional or are never used.  
Audio Steganography  
In the current internet community, secure data transfer is limited due to its attack made on data communication. So 
more robust methods are chosen so that they ensure secured data transfer. One of the solutions which came to the 
rescue is the audio Steganography. But existing audio steganographic systems have poor interface, very low level 
implementation, difficult to understand. Enhanced Audio Steganography (EAS) is one proposed system which is based 
on audio Steganography and cryptography, ensures secure data transfer between the source and destination. EAS uses 
most powerful encryption algorithm in the first level of security, which is very complex to break. In the second level it 
uses a more powerful modified LSB (Least Significant Bit) Algorithm to encode the message into audio. It performs bit 
level manipulation to encode the message. The basic idea is to provide a good, efficient method for hiding the data from 
hackers and sent to the destination in a safer manner. The quality of sound depends on the size of the audio which the 
user selects and length of the message. Information hiding and secret communication is one of the most interesting and 
fascinating domains. 
Watermarking : 
Digital watermarking is a recent method of protecting digital multimedia data (audio, image and video) against 
unauthorized copying. watermark is intended to be permanently embedded into the digital data so that users can easily 
access it. At the same time, the watermark should no degrade the quality of the digital data. A digital watermark is a 
digital signal or pattern inserted into digital content. The digital content could be a still image, an audio clip, a video 
clip, a text document, or some form of digital data that the creator or owner would like to protect. The main purpose of 
the watermark is to identify who the owner of the digital data is, but it can also identify the intended recipient. 
Aim is that the watermark is embedded in such a way that it is inseparable by the user. The ownership and copyright of 
multimedia files are not usually protected. Digital watermarking has been proposed in recent years as a means of 
protecting multimedia contents from intellectual piracy. This is achieved by modifying the original content, by 
inserting a signature, a proof of ownership.  

  
2. RELATED WORKS  
There are many papers proposed in this audio steganography with most of the papers embed secret audio file in a 
carrier audio file. Some of them used cryptography for additional security. The author are mainly concerned with the 
security of the embedded message. To achieve high robustness and capacity of our steganalysis various methodologies 
have been implemented and verified their approach.  
In [1] kaliappan gopalan proposed a steganalysis in audio file with an encryption key for the embedded secret audio 
file. In [2] M Asad,J Gilani & A Khalid proposed a audio steganography with an encrypted audio file using Advanced 
Encryption Standard(AES). In [3] Mazdak Zaman, Azizah Bt Abdul Manaf, Rabiah Bt Ahmad, Farhang Jaryani, 
Hamed Taherdoost, Akram M. Zeki proposed a genetic algorithm for the embedding secret audio files for achieving 
higher robustness and capacity. In [4] kaliappan gopalan embed the information of secret message in spectral domain 
of a cover audio or image files. In [5] K.B.Raja, C.R.Chowdary, Venugopal K R,& L.M.Patnaik proposed a work on 
image steganography where a LSB embedding is used and then DCT is performed followed by a compression technique 
to provide high security in the hidden data. In [6] Hossein Malekmohamadi and Shahrokh Ghaemmaghami proposed an 
enhancement in image steganalysis of LSB matching by reducing the complexity using gober filter co-officients. In [7] 
R Balagi & G Naveen extended their work towards video steganography by embedding the secret information in some 
particular frames. In [8] Andrew D. Ker derived a mathematical analysis for the steganlysis in last two LSB bits. In [9] 
S.Suma Christal Mary, have proposed new Real time Compressed video secure Steganography (CVSS) algorithm using 
video bit stream. In this, embedding and detection operations are both executed entirely in the compressed. The 
proposed algorithm increases the security because the statistical invisibility of contiguous frames is used to adjust the 
embedding strategy and capacity. In [10] Andreas Westfeld and Gritta Wolf], have described a steganographic system 
which embeds secrete messages into a video stream. 

 
3. SYSTEM MODEL 
This proposed stego machine provides easy way of implementing the methods. The idea behind this design is to provide 
a good, efficient method for hiding the data from hackers and sent to the destination securely. The proposed algorithm, 
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both for encoding and decoding along with application are given in this section. Encoding technique and decoding 
technique is given. 

Steps of  Proposed System 
Data Hiding 
1. Select input AVI video. 
2. Check for uncompressed format of an AVI video. 
3. If input video is uncompressed, extract frames & audio from video. 
4. Select extracted audio wave file & again check for its header. 
Audio steganography 
1. Select Key file for audio file samples selection. 
2. Select data & encrypt it using symmetric key cryptography. 
3. Here we are using DES algorithm, Rijndael algorithm, RC2 algorithm, Triple DES algorithm. 
4. Select Samples of an audio wave file based on the content of key file. 
5. Hide encrypted data into LSB bit position of selected samples. 
6. Assembles audio samples so that result stego audio file will generate. 
7. Save Result stego audio file containing secrete data in an encrypted format. 
8. Add Watermark in the frames of images. 
9. Generated uncompressed AVI video from extracted frames of images. 
10. Add Stego audio into AVI video & thus result AVI video with secrete information is generated. 
11. Stop 

 
Figure 3.1 Data Flow Diagram of Data Hiding 

Data Extraction 
1. Select AVI video & check for its format. 
2. If input video is uncompressed then extract frames & audio from input AVI video. 
3. Check for extracted audio wave file header. 
Audio Steganography 
1. Select proper Key file for audio file samples selection. 
2. Extract secrete encrypted data from input audio file. 
3. Select password & decrypt cipher text using correct symmetric algorithm. 
4. Save Result. 
5. Stop 
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Figure 3.2 Data Flow Diagram of Data Extraction 

 
4. EXPERIMENTAL RESULTS 

 
WE take different samples with different size and frame rate. 

Table 4.1 Different Movies samples with varying the values of available samples and needed samples 

Sr. No. Input Video name 
Size of 

extracted sound 
Samples 
available 

Samples 
needed 

Resultant audio 
sound 

1 movie1 24 MB 12653544 2342 44.4 MB 

2 movie2 2 MB 1315560 233 111 MB 

3 movie3 213 KB 217676 21212 29.1 MB 

4 movie4 37 KB 37434 21212 14.9 MB 

5 movie5 676 KB 692322 22349 138 MB 

 
Table 4.2 Different Movies samples with varying the Key file size and size of secrete data 

Sr. No. 
Input video 

name 
Size of extracted 
sound 

Size of Key 
file 

Size of 
secrete data 

Size of result 
stego audio 

1 movie1 24 MB 4.64 KB 2 KB 24 MB 

2 movie2 2 MB 567 Byes 1 KB 2 MB 

3 movie3 213 KB 4 KB 100 Bytes 213 KB 

4 movie4 37 KB 25.2KB 5 KB 37 Kb 

5 movie5 676 KB 2 KB 3 KB 676 KB 

 

 
Figure 4.1 Size of extracted sound and size of resultant sound 
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 From table 4.2 and figure 4.1 we observe that, 
 We vary the size of key file as well size of secrete data. 
 We get the same audio with same size after hiding the data in that. 
 Size of original extracted sound and size of resultant sound is same. 
 

Table 4.3 watermark size and intensity of input output frames. 

Sr. No. 
Input Video 
name 

Frame 
Size 

Watermark 
Image Size 

Resultant 
Watermark 
fame size 

Intensity 
of Frames 

Intensity of 
resultant 
watermarked 
Frames 

1 movie1 240X200 25X25 240X200 0.57 0.67 

2 movie2 320X240 30X30 320X240 0.67 0.567 

3 movie3 160X120 20X20 160X120 0.72 0.81 

4 movie4 320X240 15X15 320X240 0.32 0.39 

5 movie5 250X250 40X40 320X240 0.56 0.49 
Note : intensity of resultant frame is depend on intensity of watermark 
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Figure 4.2 input frame size and output frame size and size of watermark image 

From table 4.3and figure 4.2 we observe that, 
 We vary the frame size as well as watermark size. 
 After adding the watermark frame size do not change. 
 Intensity of resultant frame after adding the watermark is slightly change. It depends on the intensity of watermark. 
 Size of original extracted sound and size of resultant sound is same. 

 
Table 4.4 Binary bits created by different cryptography algorithms for plaintext. 

Sr. 
No. 

Cryptography 
Algorithm Password 1 Password 2 

Plaintext 
data 
characters 

encrypted data 
characters 

No. of 
binary bits 

1 DES 8 characters 8 characters 14 24 161 

2 rijndael 8 characters 8 characters 14 24 161 

3 Triple DES 8 characters 8 characters 14 24 162 

4 RC2 8 characters 8 characters 14 24 162 
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Figure 4.3 Plain text character with their encrypted data character and no. of binary bits by using different algorithm. 

 
Table 4.5 Detail of input and output video after data hiding 

Sr. 
No. 

Input 
vide 
name 

input video 
size 

extracted 
sound 
size 

frame 
rate 

Size of 
data 

Resultant 
sound size 
after data 
hiding 

Resultant 
Video size 
with 
Watermark 
and data 

Video size 
difference 

1 movie1 44.4 MB 24 MB 30 2 KB 24 MB 44.4 MB NONE 

2 movie2 111 MB 2 MB 25 1 KB 2 MB 111 MB NONE 

3 movie3 29.1 MB 213 KB 20 
100 
Bytes 213 KB 29.1 Mb NONE 

4 movie4 14.9 MB 37 KB 15 5 KB 37 KB 14.9 Mb NONE 

5 movie5 138 MB 676 KB 15 3 KB 676 KB 138 MB NONE 

 

 
Figure 4.4 Detail of input and output video after data hiding 

 
From table 4.5 and figure 4.4 we observe that, 
 We vary the size of data which is to be hided. 
 Size of original sound and resultant stego sound is same after data hiding. 
 Size of original video and resultant stego video is also same. 
 

Table 4.6 Comparison of Proposed LSB with Modified LSB Method 

Method Data Hiding Capacity Data Extraction Flipping Required 

LSB One bit/Sample 100% No 

3rd LSB One bit/Sample 100% Yes 

4th LSB One bit/Sample 100% Yes 

5th  LSB One bit/Sample 100% Yes 

6th  LSB One bit/Sample 100% Yes 
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Table 4.7 Quantization error in different methods 

Quantization error 

Method Error 

LSB -1 to + 1 

3rd LSB -8 to + 8 

4th LSB -16 to + 16 

5th LSB -32 to + 32 

6th LSB -64 to +64 

 

 
Figure 4.5 Original Audio Wave 

 
Figure 4.6 Result Audio’s stego wave 

 
Figure 4.7 Difference Audio Signal 

 
From tables 4.6, 4.7 and figures 4.5, 4.6, 4.7 we observe that, 
 If we use LSB method then data recovery is 100 %. 
 Quantization error is -1 to +1. 
 This error is very small and can’t distinguish by human ear. 
 Since we use LSB substitution Method, we don’t need to use bit flipping. Because -1 to +1 error can be tolerable.  
 

5. CONCLUSION  
The steganography is one of the safest forms of data transmissions in this digital world. In our proposed method, audio 
steganography is enhanced more by means of cryptographic key algorithms. The message signal is transmitted with 
utmost security and can be retrieved without any loss in transmission in this method. Apart from lossless transmission 
this method easily blinds the hackers securing from data piracy. The output waveforms and graphs show that the 
recovered message resembles exactly as that of the transmitted message. Similarly, the carrier and transmitted signal 
resembles the same. These results shows that this method is lesser prone to error while transmission. Hence, this 
method is well suited for digital data transmission through internet and other communication systems. 
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