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ABSTRACT 

This paper gives a brief introduction about cloud computing by giving its definition, characteristics of cloud computing, 
components, types, categorization of cloud services which described Platform as a Service, Infrastructure as a Service and 
Software as a Service. By having a look at this paper, an individual surely will have a clear idea about the basics of cloud 
computing. Cloud computing is an emerging computing paradigm in which resources of the computing infrastructure are 
provided as services of the internet. Cloud computing allows consumers and businesses to use applications without installation 
and access their personal files at any computer with internet access. This paper explores various security methods such as 
Access Control, Telecommunications and Network Security, Information security governance and risk management, 
Application Security, Security Architecture and Design. An RSA system generally belongs to the category of PKCS. RSA 
encryption is one of the public-key methods that have been popular in last decade. In particular, the RSA algorithm is used in 
many applications. Although the security of RSA is beyond doubt, the evolution in computing power has caused a growth in the 
necessary key length. The performance characteristics of RSA are observed by implementing the algorithms for computation. 
In this paper, RSA was implemented through an encryption and decryption procedures over different key sizes. 
Keywords: Cloud Computing, Private Cloud, Public Cloud, Software as a service (or SaaS), Platform as a service (or 
PaaS), Infrastructure as a service (or IaaS). RSA, Pubic Key, Private Key, Encryption, Decryption. 

1. INTRODUCTION 
1.1 Definition 
Cloud computing provides a computer user access to Information Technology (IT) services i.e., applications, servers, 
data storage, without requiring an understanding of the technology or even ownership of the infrastructure. The “cloud” 
is defined as the Internet surrounding every part of our daily lives, similar to the clouds in the sky [1]. However many 
new enterprise related buzzwords have evolved from the original “computing in the cloud” concept; “Software-as-a-
Service”, “Software + Services” which has evolved as a more Microsoft related term, and “social-media” which is a 
cornerstone in social networking and development [2].In today’s economic environment, organizations are focused on 
reducing costs and doing more with less while still trying to remain competitive. This means that IT departments are 
facing greater scrutiny to ensure that they match key business needs and deliver intended results in the most efficient 
and cost-effective manner. To meet these challenges, IT organizations are increasingly moving away from device-
centric views of IT, to one that is focused on applications, information, and people and more towards the new paradigm 
of Cloud Computing [4].  In the first section of the paper we analysis the characteristics of cloud computing and types 
of clouds. In the second section of the paper we analysis the categorization of cloud services. In the third section we are 
discussed security methods of cloud computing. In the fourth section we propose a novel technique “OVERVIEW OF 
RSA CRYPTOSYSTEM”. Finally we present the Conclusion & future works with the references. 

 
Figure 1: Cloud Computing Model 
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1.2 CHARACTERISTICS OF CLOUD COMPUTING KEY CHALLENGES 
The key characteristics of cloud computing includes the following: 
• On-demand self-service— Unilateral provisioning of such computing resources as server time, storage or network 
bandwidth, without requiring human interaction with service providers. 
• Ubiquitous network access— Access to systems ardless of user location or device (PC, mobile phone, tablet, etc.). 
• Resource pooling— Multi-tenancy that enables sharing of pooled resources and costs across a number of users, with 
different physical and virtual resources dynamically assigned and reassigned according to user demand. 
• Rapid elasticity— Quick scale up or scale down of resources through elastic provisioning or the release of 
capabilities in near real time. 
• Pay per use— Capabilities that are charged using a metered, fee-for-service or advertising-based billing model to 
promote optimization of resource use. One pays only for the time when the resource 
is used. 
1.3 TYPES OF CLOUDS 
The various types of clouds are: 
1. Public Cloud: The cloud infrastructure is made available to the general public or a large industry group and owned 
by an organization selling cloud services. The organization using public cloud does not control how those cloud 
services are operated, accessed or secured. 
2. Private Cloud: The cloud infrastructure is operated solely for a single organization. It may be managed by the 
organization or a third party and may exist on or off-premises. While the organization does not need to physically own 
or operate all the assets, the key is that a shared pool of computing resources can be rapidly provisioned, dynamically 
allocated and operated for the benefit of a single organization. 
3. Community Cloud: The cloud infrastructure is shared by several organizations and supports a specific community 
that has shared concerns (e.g., mission, security requirements, policy, or compliance considerations). It may be 
managed by the organizations or a third party and may exist on premises or off-premises. 
4. Hybrid Cloud: The cloud infrastructure is a composition of two or more clouds (private, community, or public) that 
remain unique entities but are bound together by standardized or proprietary technology that enables data and 
application portability (e.g., cloud bursting for load-balancing between clouds). 
 

2. CATEGORIZATION OF CLOUD SERVICES 
Cloud computing into three parts: 
1. Platform as a Service (PaaS):- Cloud computing has evolved to include platforms for building and running custom 
applications, a concept known as Platform-as-a-Service. To develop software, you once had to buy databases, servers, 
networks, and a host of development tools. And then you needed the staff to install, optimize, and maintain it all. With 
PaaS, you can avoid those investments and focus on developing applications instead. Key characteristics of PaaS are 
Services to develop, test, deploy, host and maintain applications in the same integrated development environment, Web 
based user interface creation tools, Multi-tenant architecture, Integration with web services and databases, Support for 
development team collaboration, Utility-grade instrumentation. 
2. Infrastructure as a Service (IaaS):- Infrastructure as a Service (IaaS) is a provision model in which an organization 
outsources the equipment used to support operations, including storage, hardware, servers and networking components. 
The service provider owns the equipment and is responsible for housing, running and maintaining it. Key 
characteristics of IaaS are Utility computing service and billing model, Automation of administrative tasks, dynamic 
scaling, Desktop virtualization, and Policy-based services. 
3. Software as a Service (SaaS):- Software as a service (or SaaS) is a way of delivering applications over the Internet 
as a service. Instead of installing and maintaining software, you simply access it via the Internet, freeing yourself from 
complex software and hardware management. SaaS applications are sometimes called Web-based software, on-demand 
software, or hosted software. Key characteristics of SaaS are Scalability, Multi-tenant efficient, Configurable. 
 

3.   SECURITY METHODS OF CLOUD COMPUTING  
 The various security methods used in the are discussed below. 
3.1 Access Control 
Access controls are “security features that control how users and systems communicate and interact.” When a user is 
prompted for a user ID and password, this is considered an access control. Threats to access control in cloud computing 
include frictionless registration processes, account hijacking, generic authentication attacks, and insecure identity and 
access management. 

3.2 Telecommunications and Network Security 
This domain discusses threats such as exploitation via cloud hacking, denial of service, and manipulation of 
vulnerabilities within a virtual machine, followed by countermeasures to mitigate these threats. Next, attacks and 
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countermeasures on virtual machines vulnerabilities are discussed, followed by generic countermeasures to 
telecommunications and network security in the cloud.  

3.3 Information security governance and risk management 
The focus of analysis within this domain will center on information security policy as well as risk 
management/assessment, both of which are administrative security controls. Fragmented and incomplete security 
guidance of cloud computing implementation might result in exploited vulnerabilities. 
3.4 Application Security 
When dealing with application security, the DoD must consider the three levels of cloud computing, PaaS, SaaS and 
IaaS. This security issues with insecure interfaces, and then specific security issues within each of the three cloud 
levels, followed by countermeasures and recommendations. Exploitation of insecure interfaces and application 
programming interfaces (APIs).  CSA lists insecure or weak interfaces and APIs as a top threat to cloud security. 
Interfaces for access control, encryption, and activity monitoring must encompass secure designs to prevent malicious 
and accidental circumventions of security policy.  
3.5 Security Architecture and Design 
In order to closely monitor resources for unauthorized activities or accesses, cloud customers should verify that proper 
security coding practices are utilized in cloud architecture designs. This summarizes potential problem areas within 
cloud to include: shared technologies, failures in design, and authorization.  

 

4. RSA Algorithm 
RSA is a public key algorithm based on difficulty of prime factorization. Similar to most public keys password features, 
RSA password is block encrypted, but different from block encryption used in a secret key algorithm such as DES (Data 
Encryption Standard) in the sense that a length of a plain text and a key is variable; in other words, a relatively long 
length of a key can be used in consideration of the secure and reliable system, and a relatively short length of a key can 
be used for efficient system. In an RSA algorithm, receiver's public key is used to encrypt messages, and the receiver 
decrypts encrypted messages with its own private key. In an RSA-based signature algorithm, a sender signs messages 
with its own private key, and a receiver verifies the signed message with sender's public key; this is how an 
authentication service is guaranteed through an RSA-based signature algorithm. In many business sectors secure and 
efficient data transfer is essential. To ensure the security to the applications of business, the business sectors use Public 
Key Cryptographic Systems (PKCS). An RSA system generally belongs to the category of PKCS. RSA encryption is 
one of the public-key methods that have been popular in last decade. In particular, the RSA algorithm is used in many 
applications. Although the security of RSA is beyond doubt, the evolution in computing power has caused a growth in 
the necessary key length. The performance characteristics of RSA are observed by implementing the algorithms for 
computation. In this paper, RSA was implemented through an encryption and decryption procedures over different key 
sizes. Because of wide uses of networks during the last decade and growing security requirements in communication, 
public-key cryptosystems have been regarded highly. The concept of public-key cryptography evolved from an attempt 
to attack two of the most difficult problems associated with symmetric encryption [8]. A key distribution under 
symmetric encryption requires either (1) that two communicants already share a key, which somehow has been 
distributed to them; or (2) the use of a key distribution center. The Rivest- Shamir- Adelman (RSA) cryptosystem is a 
well known public-key encryption method that is applied to many systems for encryption and decryption [9]. RSA is 
one of the oldest and most widely used public key cryptographic systems. It was the first algorithm known to be suitable 
for signing as well as encryption, and one of the first great advances in public key cryptography [8]. RSA is still widely 
used in electronic commerce protocols, and is believed to be secure given sufficiently long keys. The RSA method is 
mainly based on integer and factoring as a one way function [8]. Asymmetric cryptography: Unlike the symmetric 
cryptography, asymmetric cryptography uses a pair of keys to encrypt and decrypt message. One of these two keys is 
known as public key as it is distributed to others and the other is called private key which is kept secret [11]. Normally 
public key is used to encrypt any message which can only be decrypted by the corresponding private key. There are 
essential properties that must be satisfied by the asymmetric cryptography [12].  
(i) The key generation process should be computationally efficient.  
(ii) Sender should be able to compute the cipher text by using the public key of the receiver for any message. 
(iii) The receiver should be able to decrypt the cipher easily to plain text by using his own private key. 
(iv) It is impossible or at least impractical to compute the private key from the corresponding public key. 
(v) It is computationally infeasible to compute the plain text form the public key and cipher text. RSA is the most 
widely used asymmetric encryption system or a public key encryption standard, the private key is kept secret but the 
public key is revealed to everybody in RSA [8].  
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Figure 2: Public Key Encryption Scheme 
 
4.1 OVERVIEW OF RSA CRYPTOSYSTEM 
A public-key encryption scheme has six ingredients Figure 2: 
• Plaintext: This is the readable message or data that is fed into the algorithm as input. 
• Encryption algorithm: The encryption algorithm performs various transformations on the plaintext. 
• Public and private keys: This is a pair of keys that have been selected so that if one is used for encryption, the other 
is used for decryption. The exact transformations performed by the algorithm depend on the public or private key that is 
provided as input. 
• Ciphertext: This is the scrambled message produced as output. It depends on the plaintext and the key. For a given 
message, two different keys will produce two different cipher texts. 
• Decryption algorithm: This algorithm accepts the ciphertext and the matching key and produces the original 
plaintext. In RSA, the plaintext and the cipher text are considered as integers between 0 and n-1, where n is the 
modulus. The typical size of n is 1024 bits. However, the recommended length of n is 2048 bits as 640 bits key is no 
more secure by now [8]. The RSA algorithm is comprised of three sub algorithms that are described below:  
 
4.1.1 Key Generation Algorithm 
RSA public and private key pair can be generated by the following procedure. Choose two random prime numbers p 
and q such that the bit length of p is approximately equal to the bit length of q. 
The key set is generated by using the following algorithm: 
1. Select two large prime numbers p and q such that p q. 
2. Compute modulus n = p*q 
3. Compute (n) such that (n) = (p–1)* (q–1). 
4. Choose a random integer e satisfying 1<e < (n) and gcd (e, (n)) =1 
5. Compute the integer d, such that e*d = 1 mod (n). (n, e) is the public key, and (n, d) is the private Key 
• n is known as the modulus. 
• e is known as the public exponent or encryption exponent or just the exponent. 
• d is known as the secret exponent or decryption exponent. 
 
4.1.2 Encryption 
Encryption refers to algorithmic schemes that encode plain text into non-readable form or cipher text, providing 
privacy. Encryption is done by using the following steps: 
1. Obtain the recipient's public key (n, e). 
2. Represent the plaintext message as a positive integer m. 
3. Compute the cipher text c = me mod n. 
4. Send the cipher text c to receiver. 
 
4.1.3 Decryption 
Decryption refers to algorithmic schemes that decode cipher text or non-readable text into readable form or pain text. 
Message is decrypted by using the following steps: 
1. Receiver uses his own private key (n, d) to compute m = cd mod n. 
2. Extracts the plaintext from the integer representative m. 

5. CONCLUSION AND FUTURE SCOPE 
Cloud computing is changing the way IT departments buy IT. Businesses have a range of paths to the cloud, including 
infrastructure, platforms and applications that are available from cloud providers as online services. Many people may 
be confused by the range of offerings and the terminology used to describe them and will be unsure of the risk and 
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benefits. Future scope should be in RSA cryptography to comparison of another cryptography algorithm such 
symmetric and asymmetric. Develop another algorithm merge two algorithm which provide more security. The security 
architecture and design domain dissected several important areas: establishing isolation management within shared 
technologies; designing architectures for meeting customer demands for service and availability; and certifying and 
accrediting systems before use, while leveraging federal solutions. The application security domain addressed 
exploitation and countermeasures to protect insecure interfaces. It provided methods on increasing security for PaaS, 
SaaS, and IaaS in the realm of message communication, information handling, key management, SDLC, tools and 
services, metrics, economics, and inter-host communication. This paper presents the implementation of RSA through 
an encryption and decryption procedures, which are readily available for commercial use. Experiments were conducted 
on different text sizes. The results obtained in encryption and decryptions of RSA were given in seconds. 
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