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ABSTRACT 

Cryptography is a technique to make information unreadable for unauthorized users. Today, building a secure channel is one of 

the most challenging areas for research in communication systems. Many forms of public key cryptography are available, but it 

requires more complex techniques and needs more computational power. This paper aims at implementation of cryptography 

using neural networks that will alleviate these problems. Neural network and cryptography together can make a great help in field 

of networks security. The key formed by neural network is in the form of weights and neuronal functions which is difficult to 

break. Here, text data would be use as an input data for cryptography so that data become unreadable for attackers and remains 

secure from them. Two neural networks are required to be used here, one for encryption process and another for decryption 

process. 
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1. INTRODUCTION 

The objective of this paper is applying Neural Networks in Cryptography. While applying Neural Network to any 

application there are chances of overloading the system with computation time. Therefore, Neural Networks design will 

be attempted with optimal network design configuration. The design will comprise of minimum number of weights and 

neuron components leading to suitability of network for cryptography with fast encryption and decryption process. 

Secured channel for communication is always the demand of communication networks, so that the communication 

between users remains secure from attackers. Today, Network Security is most challenging task for communication. 

Cryptography is a method of making the information unreadable for unauthorized users. The goal of cryptography is to 

make it impossible to take a cipher and reproduce the original plain text without the corresponding key. With good 

cryptography, messages are encrypted in such a way that brute force attacks against the algorithm or the key are all but 

impossible [1]. 

Good cryptography gets its security by using incredibly long keys and using encryption algorithms that are resistant to 

other form attack [1]. Many forms of public key cryptography are available, but it requires huge time consumption, 

complexity, large computational power [2], [3]. This problem can be overcome by using neural network. In addition to 

this, the key formed by neural network is in the form of weights and neuronal function which is difficult to break. Neural 

network and cryptography together can make a great help in field of network security [4]. The neural net application 

represents a way of the next development in good cryptography [1], [3]. This paper deals with the application of neural 

networks in cryptography. Here, input data which is a text is made unreadable for attackers and remains secure from 

them. For cryptography application, two multilayer perceptron neural networks (MLP NN) are used. One Neural Network 

is used for encryption process and another for decryption process. For designing Neural Network, MATLAB software 

has been used [5]-[7]. 

2. NEURAL NETWORK 

An Artificial Neural Network (ANN) [8] is a massively connected structure of Artificial Neurons that has a natural 

tendency for strong experiential knowledge and making it available for use. Neural Networks are Data Dependent and are 

suited for non linear applications. An Artificial Neural Network is mans crude way of trying to simulate the brain 

electronically by using Hardware or Software. There are two aspects. One is knowledge Acquisition through learning and 

another is knowledge is stored in weights i.e. coefficients. These are two aspects in which Artificial Neural Network 

resembles the brain. By using Artificial Neural Network it is possible to developed powerful mathematical algorithms, 

which mimic the human brain’s ability to learn. Artificial Neural Network is used when first principle equations of system 

cannot easily be developed. Artificial Neural Networks are used for Non-linear Regression, Clustering and Classification. 
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It has a capability to learn from examples. For designing Neural Network data-collection phase must be carefully planned 

to ensure that data should be sufficient and it should capture the fundamental principles at work and data should be free 

as far as possible from noise. There are many features of Neural Networks. Neural Network is intrinsically capable of 

recognizing a complex pattern and modeling non-linear system [9]. It also gives fast response due to a high degree of 

structural parallelism. 

3. CRYPTOGRAPHY 

Cryptography is the science of writing in secret code. The goal of cryptography is to achieve the integrity, 

confidentiality and authenticity of all the information resources. There are three types of cryptography - secret key or 

symmetric cryptography, public key or asymmetric cryptography and hash function [10]-[12]. In all cases, the initial 

unencrypted data is referred to as plain text (P) which is the original message. It is encrypted into cipher text (C), which 

will in turn be decrypted into usable plaintext [1], [5] by using key(K). 

 

C = Encrypt (K, P).                                       (1) 

P = Decrypt (K, C).                                       (2) 

4. METHODOLOGY 

Multilayer Perceptron Neural Networks [13] are used. MLP NN is as shown in Figure 1. These were adapted by using 

backpropagation [13]. 
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Figure 1 Multilayer Perceptron Neural Network 

 

Usually a fully connected variant is used, so that each neuron from the n-th layer is connected to all neurons in the 

(n+1)-th layer, but there are no connections between neurons of the same layer. A subset of input units has no input 

connections from other input units; their states are fixed by the problem. Another subset of units is designated as output 

units; their states are considered the result of the computation. Units that are neither input nor output are called as hidden 

units [1]. A simple Artificial Neuron is as shown in Figure 2. 

Basic computational unit is called as a neuron. It receives the inputs x1, x2, x3, ……, xn which are associated with 

weights w1, w2, w3, ……… , wn. This unit computes: 

 

yi = f(𝛴j(wijxj))                                       (3) 

 

Where, wij refers to the weights from unit j to unit i and function f is unit’s activation function [1], [2]. 

Backpropogation algorithm usually uses a logistic sigmoid activation function as follows: 
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f(t) = 1/(1+e
-t
)                                       (4) 

 

Where, -∞ < t < ∞ 
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Figure 2 Simple Artificial Neuron 

 

Backpropagation algorithm belongs to a group of “gradient descent methods”.  Backpropogation algorithm searches 

for the global minimum of the weight landscape by descending downhill in the most precipitous direction. The initial 

position is set at random selecting the weights of the network from some range. Backpropagation using a fully connected 

neural network is not a deterministic algorithm. The basic backpropagation algorithm can be summed up in the following 

equation (the delta rule) for the change to the weight wji from node i to node j: 

 

𝜟wji = η×𝛿j×yi                                       (5) 

 

That means weight change (𝜟wji) is equal to the multiplication of learning rate (η), local gradient (𝛿j) and input signal to 

node j (yi). 

Where, the local gradient 𝛿j is defined as follows: 

 If node j is an output node, then 

 

𝛿j = 𝜑’(𝜐j)×ej                                       (6) 

 

Where, ej is error signal, 𝜑’() is the logistic function, 𝜐j is the total input to node j (i.e. 𝛴iwjiyi ), ej is the error signal for 

node j (i.e. difference between desired output, actual output) 

 If node j is a hidden node, then  

 

𝛿j = 𝜑’(𝜐j) & Sigmak𝛿kwkj                                       (7) 

 

Where, Sigmak𝛿kwkj is the weighted sum of the 𝛿’s computed for the nodes in the next hidden or output layer that are 

connected to node j and k ranges over those nodes for which wkj is non-zero (i.e. nodes k that actually have connections 

from node j). The 𝛿k values have already been computed as they are in the output layer (or a layer closer to the output 

layer than node j) [1].  

5. DESIGN OF OPTIMAL MLPNN 

Neural networks are used as an encryption and decryption algorithm in cryptography [1], [5], [14]. The block diagram 

is as shown in Figure 3.  

Parameters of both neural networks were then included into cryptography keys (i.e. Secret keys). Topology of each 

neural network is based on their training sets [1]. 
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Figure 3 Block of Cryptography by using ANN 

 

As an example of the encryption process, the encryption is performed on input string of digits where each digit is 

developed using 6-bits and also 6-bit output has to be produced after the encryption process (refer to Table 1).  

Table 1: Training sets with plain digits and corresponding cipher text 

THE PLAIN TEXT 
THE CIPHER 

TEXT 

Character 

ASCII 

code 

(DEC) 

The chain of 

bits 

The chain of 

bits 

0 48 110000 111111 

1 49 110001 110010 

2 50 110010 101100 

3 51 110011 111010 

4 52 110100 101010 

5 53 110101 100011 

6 54 110110 111000 

7 55 110111 000111 

8 56 111000 010101 

9 57 111001 110011 

 

Thus, both encryption and decryption systems were designed using MLP NN as follows: 

 6 bit input to single hidden layer MLP NN.  

 6 bit output from the single hidden layer MLP NN.   

 There is no predetermined number of units in the hidden layer.  

Both networks were trained on binary representations of symbols (i.e. digits). In each training set, chains of numbers of 

the plain digits are equivalent to binary values of their ASCII code and the cipher text is a random chain of 6 bits [1]. 

The security for all encryption and decryption systems is based on a secret key. Simple systems use a single key for 

both encryption and decryption (i.e. symmetric cryptography). The robust systems use two keys (one for encryption and 

another one for decryption i.e. asymmetric encryption). If we use the neural network as encryption and also decryption 

algorithm, their keys have adapted neural networks parameters; which are their topologies (architecture) and their 

configurations (weight values on connections in the given order) [1]. 

Generally, for single hidden layer MLP NN each key is written as follow: 

[Input, Hidden, Output, Weights coming from the input units, Weights coming from the hidden units] 

Where, 

 Input is the number of binary inputs to MLP NN. 

 Hidden is the number of neurons in the hidden layer. 

 Output is the number of binary output from MLP NN. 

 Weights coming from the input units are weight values coming from the input to hidden units in a predefined 

order. 

 Weights coming from the hidden units are weight values coming from the hidden units to output units in a 

predefined order. 

Encryption 

by using 

ANN 

Decryption 

by using 

ANN 
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Parameter values of encrypting MLP NN in our experimental study are the following: 

 Input layer consists of 6 bit binary input. 

 Output layer consists of 6 bit binary output, used to define the encrypted output message. 

 Fully connected networks. 

 A sigmoid activates function. 

In this model, a 6-bit plain text is entered and a 6-bit cipher text is the output. 

For example, if we want to send the following message of some digits: 

   "258025001253456" 

Encryption process is as follows: 

The plain text is coded into the chain: 

(110010110101111000110000110010110101110000110000110001110010110101110011110100110101110110)  

Now, break it down into blocks (N=6), thus: 

110010 110101 111000 110000 110010 110101 110000 110000 110001 110010 110101 110011 110100 110101 

110110 

The corresponding cipher text is the following: 

(101100100011010101111111101100100011111111111111110010101100100011111010101010100011111000)  

The encrypted data will then be transmitted to the recipient. 

After training the MLP NN for maximum 100 epochs (three times each with number of hidden neurons from 2 to 20) 

for the given data sets using MATLAB the plot of average mean square error (mse) verses number of neurons and plot of 

average accuracy verses number of neurons are obtained as shown in Figure 4 and Figure 5 respectively. 

It is required to get minimum mse and maximum accuracy. When number of hidden neurons is 5, then both minimum 

error and maximum accuracy are achieved as per Figure 4 and Figure 5. Therefore, optimal configuration for the 

encryption MLP NN is 5 sigmoidal neurons in the hidden layer with 6 bit inputs and 6 bit outputs. Similarly, MLP NN 

for the decryption process could be designed. 

 

 
 

Figure 4 Plot of Average mse verses number of neurons 

 

 
 

Figure 5 Plot of Average accuracy verses number of neurons 

6. CONCLUSION 

Next development in robust cryptography is represented by neural network application. Optimal neural network with 

minimum number of neurons is designed to get minimum error and maximum accuracy for cryptography application. The 

limitations of this type of system are few, but potentially significant. This is effectively a secret-key system, with the key 

being the weights and architecture of the network. With the weights and the architecture, breaking the encryption 

becomes trivial. However, both the weights and the architecture are needed for encryption and decryption. Knowing only 

one or the other is not enough to break it. The advantages to this system are that it appears to be exceedingly difficult to 
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break without knowledge of the methodology behind it, as shown above. In addition, it is tolerant to noise. Most 

messages cannot be altered by even one bit in a standard encryption scheme. 

References  

[1] Michal Janosek, Eva Volna, Martin Kotyrba, Vaclav Kocian, “Cryptography based on Neural Network” 

Proceedings 26th European Conference on Modeling and Simulation, Year 2012.  

         www.scs-europe.net/conf/ecms  

[2] Nitin Shukla and Abhinav Tiwari, “An Empirical Investigation of Using ANN Based N-State Sequential Machine 

and Chaotic Neural Network in the Field of Cryptography”, Global Journal of Computer Science and Technology 

Neural & Artificial Intelligence, Volume 12 Issue 10 Version 1.0, pp. 17-26, Year 2012. 

[3] T. Godhavari, N. R. Alainelu and R. Soundararajan, “Cryptography Using Neural Network”, IEEE Indicon 2005 

Conference, Chennai, India, pp. 258-261, 11-13 Dec. 2005. 

[4] Meghdad Ashtiyani, Soroor Behbahani, Saeed Asadi, Parmida Moradi Birgani, “Transmitting Encrypted Data by 

Wavelet Transform and Neural Network”, 2007 IEEE International Symposium on Signal Processing and 

Information Technology, pp. 385-389, Year 2007. 

[5] Chuang, Chien Pen, Huang,Tin Ying, Yeh, Li Chi, “Encryption and Decryption with Space Transformation for Bi-

directional Association”, 2008 IEEE/IFIP International Conference on Embedded and Ubiquitous Computing, PP. 

121-126, Year 2008. 

[6] Rathi Kannan Munukur, Vignesh Gnanam, “Neural Network Based Decryption for Random Encryption 

Algorithms”, ASID’09 Proceedings of the third international conference on Anti-Counterfeiting, Security and 

Identification in communication, pp. 603-605, 20-22 August 2009. 

[7] Howard Demuth, Mark Beale, “Neural Network Toolbox, version4”, The MathWorks, Year 2012. 

[8] Jacek M. Zurada, “Introduction to Artificial Neural Systems”, Jaico Publication House, tenth edition, Year 2006. 

[9] Nadir N. Charniya, “Design of Near-Optimal Classifier Using Multi-Layer Perceptron Neural Networks for 

Intelligent Sensors”, International Journal of Modeling and Optimization, Vol. 3, No. 1, pp. 56-60, February 2013. 

[10] M. Arvandi, S. Wu and A. Sadeghian, “On the Use of Recurrent Neural Networks to Design Symmetric Ciphers”, 

IEEE Computational Intelligence Magazine, pp. 42-53, May 2008. 

[11] Behrouz A. Forouzan, “Cryptography and Network Security”, Tata McGraw-Hill, Special Indian Edition 2007. 

[12] Neena Godbole, “Information System Security”, Wiley India Private Limited Publication, first edition 2009. 

[13] Dr S V Dudul, Fellow, “Classification of Radar Returns from the Ionosphere using RBF Neural Network”, IE(I) 

Journal-ET, Vol. 88,  pp. 26-33, July 2007. 

[14] J. K. Mandal, Arindam Sarkar, “An Adaptive Neural Network Guided Secret Key based Encryption through 

Recursive Positional Modulo-2 Substitution for Online Wireless Communication (ANNRPMS)”, IEEE-

International Conference on Recent Trends in Information Technology, pp. 107-112, June 3-5, 2011. 

 

AUTHORS 

 
Sneha B. Lonkar was born on September 16, 1989. She received the Bachelor of Engineering degree in Electronics 

and Telecommunication from Parshvanath College of Engineering, Mumbai, India, in 2011. Currently, she is 

pursuing the Master of Engineering degree in Electronics and Telecommunication from Vivekanand Education 

Society’s Institute of Technology, Mumbai, India. 

 

 

  

 
Nadir N. Charniya was born on September 30, 1966. He received the Master of Engineering degree in electronics 

from Victoria Jubilee Technical Institute, Mumbai, India, in 1995 and the Ph.D. degree in design of intelligent 

sensors using a neural network approach from Sant Gadge Baba Amravati University, Amravati, India, in 2010. 

He has about 24 years of teaching experience. He is currently working as a Professor, Department of Electronics 

and Telecommunications Engineering, VES Institute of Technology, Chembur, Mumbai, India. He has papers 

published in refereed international journals and international conference proceedings. He has chaired various 

conferences and delivered expert talk on signal processing techniques and their applications at various engineering 

colleges. His areas of interest include intelligent sensors and systems, neuro-computing techniques, signal processing, and their 

applications. Dr. Charniya is a member of the Institute of Electronics and Telecommunication Engineers, the Indian Society for 

Technology in Education, India, International Association of Computer Science and Information Technology. He is recipient of 

various research and laboratory development grants from AICTE, New Delhi and Universities. He has been invited to work as a 

reviewer for papers submitted to the IEEE transactions and Elsevier international journals in relation to his field of interest. A project 

on robotics guided by him received the First Prize and the “Maharashtra State Engineering Design Award” from the ISTE, India. His 

Ph.D. work on intelligent sensors received the First Prize under Post P.G. category in the Maharashtra State Interuniversity Research 

Project Exhibition “AVISHKAR—2008”. 


	PointTmp

