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ABSTRACT 

Cloud is a pool of computing resources such as servers, application development platforms, storage devices, load balancers and 

virtual machines that are shared among cloud users. It is obvious that cloud computing has enormous benefits for the corporate 

sector since it helps to diminish the capital expenditures in term of buying, installing and maintaining computational resources. 

Despite having benefits the major constraint is security. Till today, lot of efforts has been made to improve security in cloud 

computing but still cloud computing (especially public cloud) is insecure. The purpose of this study is to bridge the technical 

deficiency gap between the cloud security measures and existing security threats. This research will include the study of top 9 

threats to cloud computing security and vulnerabilities of it and introduce countermeasures to those security breaches. In this 

paper, Decoy technology with user behavior profiling as a solution is also proposed for detecting data theft attack in cloud. 

 

Keywords: Decoy, vulnerabilities, profiling 

1. INTRODUCTION 

Cloud Computing appears as a computational paradigm as well as distribution architecture and its main objective is to 

provide secure, quick, convenient data storage and net computing service, with all computing resources visualized as 

services and delivered over the Internet. The cloud enhances collaboration, agility, scalability, availability, ability to 

adapt to fluctuations according to demand, accelerate development work, and provides potential for cost reduction 

through optimized and efficient computing. 

Cloud computing has several constraints which are barrier in cloud deployment. The major constraint is security. 

Cloud security issues and the risks of cloud computing are not well understood today and are one of the biggest barriers 

to adoption of these services. 

 

2. TOP 9 THREATS TO CLOUD COMPUTING SECURITY 

2.1 Data breach 

"A data breach is a security incident in which sensitive, protected or confidential data is copied, transmitted, viewed, 

stolen or used by an individual unauthorized to do so." Data breaches may involve financial information such as credit 

card or bank details, personal health information (PHI), personally identifiable information (PII), trade secrets of 

corporations or intellectual property. 

Vulnerabilities 

1. Loss of Personally identifiable information (PII) 

A cloud user has to provide sensitive personal information (e.g. name, home address, credit card number, phone number, 

driver's license number, date of birth etc) while requesting services from the cloud. This leaves a trail of Personally 

Identifiable Information (PII) that can be used to uniquely identify, contact, or locate a single person, which if not 

properly protected may be exploited and abused. 

2. Loss of Encryption keys 

This includes disclosure of secret keys (SSL, file encryption, customer private keys, etc) or passwords to malicious 

parties, loss or corruption of those keys, or their unauthorized use for authentication and non-repudiation (digital 

signature). If key is lost, encrypted data will become unreadable that is the user will not be able to read his data. 
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3. Brute Force attack 

A brute force attack is a technique used to break passwords. This is done using dictionaries and software programs, which 

can test hundreds of thousands of password combinations per second, and crack passwords within minutes, taking 

advantage of the processing power of cloud computing. 

Controls 

Controls for loss of PII 

1. PRIME 

Privacy and Identity Management for Europe (PRIME) [19] provides privacy-preserving authentication using a Trusted 

Third Party, named IdP. 

2. Windows CardSpace 

Windows CardSpace [20] treats every digital identity as a security token, which consists of a set of claims (such as a 

username, a full name, address, SSN, etc). The tokens prove to Service Provider that the claims belong to the user 

presenting them. 

3. Open ID 

Open ID [21] is a decentralized authentication protocol that helps cloud users in managing their multiple digital 

identities with a greater control over sharing their PIIs.  

But these systems require a trusted third party and do not work on an untrusted host. If Trusted Third Party is 

compromised, all the identifying information of the users is also compromised. 

 Approaches without using trusted third party 

1. Active Bundle Scheme 

It has a self integrity check to find if the data is tampered. If the integrity is compromised, it will destroy the data itself by 

doing apoptosis or evaporation to protect it from falling into wrong hands. But it is prone to other attacks [2] 

2. Predicates over encrypted data to authenticate without disclosing unencrypted identity data [2]. 

3. Multi-party computing to be independent of a trusted third party [2]. 

Other controls 

1. Fragmentation-redundancy-scattering technique 

In this technique, first sensitive data is broken into insignificant fragments, so any fragment does not have any significant 

information by itself. Then, fragments are scattered in a redundant fashion across different sites of the distributed system. 

2. Digital signatures 

Digital signature with RSA algorithm is used to secure data while data is being transferred over the Internet [15]. 

3. Homomorphic encryption 

Using this technique, it is possible to process encrypted data like plaintext one without revealing the actual plaintext. It is 

mainly used for doing calculations on the data [13]. 

4. Encryption  

Encryption techniques such as AES (Advanced Encryption Standard) can be been used for long time to secure sensitive 

data. Also, SSL technology can be used to protect data while it is in transit [15]. 

 

2.2 Data Loss 

Data loss is the second leading threat of 2013 as many attackers that gain access to information will delete the data. 

Vulnerabilities  

1. Loss of Encryption keys 

If the secret keys (SSL, file encryption, customer private keys, etc) or passwords are disclosed to malicious user then he 

can intentionally delete data stored on the cloud. If the backup is not available then the user might lose his data 

permanently. 

2. Cloud service termination  

The risk of cloud service providers going out of business. Enterprise-level cloud storage provider Nirvanix has 

unexpectedly announced that it is shutting down effective September 30 2013 due to lack of fund to continue operating. 

It‟s a nightmare scenario for users and resellers of the cloud service-they have less than two weeks to find alternate 

storage space and relocate existing data to new servers. Nirvanix told their users that if they are not able to migrate their 

data within two weeks then their data will be lost.  

3. Hardware or Software failure 

Hardware or Software failure can lead to data loss [9].Cloud storage service Swissdisk suffers catastrophic failure. 

4. Natural Disaster 

Floods, hurricanes and earthquakes demonstrate the problem of regional risks. If your data backups are not outside your 

region you are at risk.  

5. Human Error 

Sometimes cloud service provider can accidentally delete files which can lead to data loss if back up is not available. 

http://www.infoworld.com/t/data-security/amazon-ec2-enables-brute-force-attacks-the-cheap-447
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Controls 

1. Business Continuity Planning 

In case of natural calamities or unknown source of problems – Make   sure to have the BCP established which is 

validated by Small and medium enterprises.  

2. Local and / or distributed backup  

A stronger "backup," obviously, would be housed in a separate location, so that a power-failure or flood or earthquake or 

other disruption at the main site would not disrupt the backup. 

2.3 Account or Traffic Hijacking Service  

The attacker gains access to user‟s credential, such that the user‟s data will be manipulated, eavesdropping occurs, returns 

falsified information, and clients will be redirected to illegitimate sites.   

Vulnerabilities  

1. Session Hijacking 

Session hijacking attack [7] is only possible if https is not used at all or only during the login process. The main problem 

with this attack is that especially if a cloud email service is affected, the attacker might get to know several other 

passwords and personal information. 

2. SQL Injections [17] 

Hackers exploit the vulnerabilities of web servers and inject a malicious code in order to bypass login and gain 

unauthorized access to backend databases. If successful, hackers can manipulate the contents of the databases, retrieve 

confidential data, remotely execute system commands, or even take control of the web server for further criminal 

activities.  

3. Cross-site scripting 

It occurs when a cloud application sends a page containing user supplied data to the browser without validation, filtering, 

or escaping. Hackers inject malicious scripts, such as JavaScript, VBScript, ActiveX, HTML, and Flash, into a 

vulnerable dynamic web page to execute the scripts on victim‟s web browser. Afterwards the attack could conduct illegal 

activities. 

4. Man in the middle attack 

If secure socket layer (SSL) is not properly configured, then any attacker is able to access the data exchange between two 

parties. In Cloud, an attacker is able to access the data communication among data centers. 

5. Wrapping attack Problem 

This attack occurs between the web browser and the server by altering the Simple Object Access Protocol (SOAP) 

messages for two persons, the user and the attacker. When using XML signatures for authentication or integrity, the most 

well known attack is XML Signature Element Wrapping. 

6. Malware injection attack 

In this attack, an adversary attempts to inject malicious service or code, which appears as one of the valid instance 

services running in the cloud. If the attacker is successful, then the cloud service will suffer from eavesdropping [8]. 

7. Social Engineering attack 

By heavily relying on human interactions, victim is tricked into disclosing valuable information such as password. 

8. Phishing attack 

Phishing attacks are well known for manipulating a web link and redirecting a user to a false link to get sensitive data. In 

Cloud, it may be possible that an attacker use the cloud service to host a phishing attack site to hijack accounts and 

services of other users in the Cloud. 

Controls 

Controls for SQL injection 

1. Parameterized Queries 

2. Validate input 

3. Stored Procedures 

Controls for Cross site scripting 

1. Use Hash Algorithms 

2. Strong isolation between VMs  

3. Use SSL connection 

Controls for insecure authentication 

1. 2-Factor Authentication (2FA) 

2. Zero-knowledge proof (ZN) 

It is a two-party based protocol used in the cryptography community in order to allow one party (prover) to prove his 

knowledge of some secret data (i.e. credential) to the verifier party without disclosing the exact value of that secret data. 

Controls for Man in the middle attack 

Proper SSL configuration and data communication tests between authorized parties  
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Controls for wrapping attack 

Security can be increased during the message passing from the web server to a web browser by using the SOAP message. 

Specifically, as the signature value is appended, we can add a redundant bit (STAMP bit) with the SOAP header [8]. 

Controls for malware injection attack 

It can be prevented by using File Allocation Table (FAT) system architecture. From the FAT table, the instance (code or 

application) that a customer is going to run can be recognized in advance. By comparing the instance with previous ones 

that had already been executed from the customer‟s machine, the validity and integrity of the new instance can therefore 

be determined [8]. 

Controls for Social Engineering Attack 

TraceSecurity has released a cloud-based tool that simulates social engineering to help protect customers from phishing 

schemes and other threats. 

 

2.4  Insecure Interfaces and API’s 

Cloud computing providers expose a set of software interfaces or APIs that customers use to manage and interact with 

cloud services. Provisioning, management, orchestration, and monitoring are all performed using these interfaces. The 

security and availability of general cloud services is dependent upon the security of these basic APIs.  

Vulnerabilities 

Malicious or unidentified access, API dependencies, limited monitoring/logging capabilities, inflexible access controls, 

anonymous access, reusable tokens/passwords and improper authorizations. 

Controls 

1. Ensure strong authentication and access control are implemented in concert with encrypted transmission 

2. Analyze the security model of the API 

3. Two stage access control mechanism implemented at the API level using the Role Based Access Control Model 

(RBAC) [4]. 

 

2.5 Denial-of-service 

Denial-of-service attacks are attacks meant to prevent users of a cloud service from being able to access their data or their 

applications. By forcing the victim cloud service to consume inordinate amounts of finite system resources such as 

processor power, memory, disk space or network bandwidth, the attacker causes an intolerable system slowdown and 

leaves all of the legitimate service users confused and angry as to why the service isn‟t responding. 

Vulnerabilities 

1. Zombie attack [10] 

Through Internet, an attacker tries to flood the victim by sending requests from innocent hosts in the network. These 

types of hosts are called zombies. In the Cloud, the requests for Virtual Machines (VMs) are accessible by each user 

through the Internet. An attacker can flood the large number of requests via zombies. Such an attack interrupts the 

expected behavior of Cloud affecting availability of Cloud services. 

2. HX-DOS attack           

It is combination of HTTP and XML messages that are intentionally sent to flood and destroy the communication channel 

of the cloud service provider [3]. 

Detection of DDOS 

1. DIDS (Distributed Intrusion Detection System) [23] 

Signature based, open source network analyzer, snort is proposed to generate logs. 

2. Hidden Markova Model  

SQL server 2005 is used to collect all the details of all the clients and check the browsing behavior of the users by hidden 

Markova Model [24]. If Anomaly is detected then it denies the access of the users. 

3. Entropy  

Entropy [25] is a measure of randomness. Each incoming request sessions„s entropy is calculated and is compared to 

predefined value in a system if greater deviation is found then user request of that session is declared as anomalous. 

4. Semantic rule based approach [28] 

It is used to detect anomaly in cloud application layer. A deterministic finite automaton is used to represent different 

malicious characteristics. 

5. Dempster Shafer Theory [29] 

It is applied to detect DDOS threat in cloud environment. It is an approach for combining evidence in attack conditions.  

Prevention of DDOS 

1. Confidence based filtering method [26] 

http://www.tracesecurity.com/
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This method is used to prevent DDOS at transport and network layer of cloud environment. A correlation patterns are 

used to calculate CBF value of incoming packet. 

2.  Neural Network back propagation algorithm  

Cloud trace back application is used to trace back the DDOS source and another module cloud protector which makes use 

of neural network back propagation algorithm [30] to train and filter attack traffic. 

3. Cloud Filter 

The cloud defender [27] implements five filters which checks for malicious messages.  

4.  Service Oriented Architecture based Trace Back mechanism 

The main objective of the SBTA [31] is to identify and Trace-back the main source of DDOS attack.  
 

2.6  Malicious insiders 

A malicious insider threat to an organization is a current or former employee, contractor, or other business partner who 

has or had authorized access to an organization's network, system, or data and intentionally exceeded or misused that 

access in a manner that negatively affected the confidentiality, integrity, or availability of the organization's information 

or information systems. 

Vulnerabilities 

1. Rogue Administrator [12] 

An attack often posited by this insider is theft of sensitive information, resulting in loss of data confidentiality and/or 

integrity. The insider described by this threat may be motivated financially, a common motivator for theft of intellectual 

property or fraud. 

2. Exploit Weaknesses Introduced by Use of the Cloud [12] 

Insider within the organization exploits vulnerabilities exposed by the use of cloud services to gain unauthorized access 

to organization systems and/or data. This may be malicious or accidental. 

3. Using the Cloud to Conduct Nefarious Activity [12] 

A third type of cloud-related insider is one who uses cloud services to carry out an attack on his own employer. 

4. Lack of transparency in management process 

Due to lack of transparency in Cloud provider‟s process and procedure, insiders often have the privilege. Insider 

activities are often bypassed by a firewall or Intrusion Detection system (IDS) assuming it to be a legal activity. However, 

a trusted insider may turn into an adversary. 

Controls 

1. Enforce strict supply chain management and conduct a comprehensive supplier assessment. 

2. Specify human resource requirements as part of legal contracts and require transparency into overall information 

security and management practices, as well as compliance reporting. 

3. Determine security breach notification processes.  

4. Access should be granted on need to know basis.  

 

2.7  Abuse of cloud services 

Cloud computing‟s greatest benefit is that it allows even small organizations access to vast amounts of computing power. 

It might take attacker years to crack an encryption key using his own limited hardware, but using an array of cloud 

servers, he might be able to crack it in minutes. The easiness and the anonymity of registrations on the cloud have 

encouraged attackers to conduct their malicious activities. 

Vulnerabilities 

1. Use of cloud computing for criminal activities 

New cloud computing accounts may be created with stolen credentials and credit card details, thereby reducing the cost 

to the offenders, as well as anonymising the offender and creating further difficulties in tracking down the source of the 

attack, particularly when jurisdictions are crossed. Accounting systems running in the cloud may be attractive for money 

laundering and terrorism financing activities. 

2. Illegal activity by cloud service provider 

Loss of access to data has also occurred when cloud service providers themselves have allegedly engaged in illegal 

behavior. In one case, the cloud service provider‟s services were stopped due to police action [16]. 

Controls 

1. Stricter initial registration and validation processes 

2.  Enhanced credit card fraud monitoring and coordination 

3.  User‟s network traffic should be monitored comprehensively. 

4. Use of micropayments with a decentralized nature and small transaction fees, such as the Bitcoin digital currency 

[14]. 
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2.8 Insufficient Due Diligence 

Without complete understanding of the CSP environment, applications or services being pushed to the cloud, and 

operational responsibilities such as incident response, encryption, and security monitoring, organizations are taking on 

unknown levels of risk in ways they may not even comprehend, but that are a far departure from their current risks. 

Vulnerabilities 

1. Insufficient skills and knowledge 

Advanced equipments comprising of software and hardware tools might be good sources for managing cloud of an 

organization or migrating it, but lack of knowledge about them and insufficient skill set for their implementation and 

installation may prove all the efforts of cloud providers in vain. 

Controls 

1. Comprehensive process model to rate the security of systems and processes  

2. The first step is to know your business requirements, the type of cloud service you‟ll be using and your risk tolerance 

levels.  

3. Another thing that enterprises can do is to follow the record of self-assessed security practices of IaaS, SaaS and 

PaaS vendors, maintained by Cloud Security Alliance (CSA).  

 

2.9 Shared Technology Vulnerabilities 

Cloud service providers deliver their services in a scalable way by sharing infrastructure, platforms, and applications. 

Shared infrastructure is how IaaS vendors deliver their services in a highly scalable fashion. However, sometimes 

underlying components are not properly designed to offer strong isolation capabilities for a multi-tenant deployment.  

Vulnerabilities 

1. VM Hopping 

This attack happens by getting the access and control the virtual machine of the victim through the intruder virtual 

machine that is running on the same host where the victim‟s virtual machine is located. Therefore the intruder can 

monitor, control, manipulate flow of traffic and the attacker can change the file by altering the configuration file and it 

interrupt the ongoing communication. 

2. VM Escape 

VM escape is hypervisor-related vulnerability that enables a guest-level VM to attack its host. Under this vulnerability an 

attacker runs code on a VM that allows an OS running within it to break out and interact directly with the hypervisor. It 

allows the attacker to access the host OS and all other VMs running on that particular host.  

3. Rootkit in Hypervisor 

Virtual machine-based rootkit can instantiate a “rogue” hypervisor beneath the original one, which takes control over the 

resources and communication channels, allowing malicious users to install unauthorized code into the system.  

4. Cross-VM side-channel attack [6] 

Side channel attacks are staged by creating virtual machines on the same physical machine where a victim virtual 

machine resides, and then extracting or inferring sensitive information by exploiting shared CPU and memory caches or 

by examining control signals and traffic patterns. 

Controls 

Controls for VM hopping 

Strong compartmentalization is required to ensure that users do not interfere with other tenants running on the same cloud 

provider.  

 Controls for VM Escape 

1. HyperSafe 

It is an approach that provides hypervisor control-flow integrity. HyperSafe‟s [15] goal is to protect type I hypervisors 

using two techniques: non-bypassable memory lockdown and restricted pointed indexing.  

2. Trusted cloud computing platform 

TCCP [15] enables providers to offer closed box execution environments, and allows users to determine if the 

environment is secure before launching their VMs. The TCCP adds two fundamental elements: trusted virtual machine 

monitor (TVMM) and trusted coordinator (TC).  

3.  Trusted virtual datacenter 

It insures isolation and integrity in cloud environment [15]. 

Controls for rootkits in hypervisor 

Monitoring through Intrusion Detection System/Intrusion Prevention System and by implementing firewall. 
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3. SOLUTION PROPOSED 

Data theft attacks are amplified if the attacker is a malicious insider. Insider attacks can be performed by malicious 

employees at the providers or users site. Existing data protection mechanisms such as encryption have failed in 

preventing data theft attacks, especially those perpetrated by an insider to the cloud provider. Much research in Cloud 

computing security has focused on ways of preventing unauthorized and illegitimate access to data by developing 

sophisticated access control and encryption mechanisms. However these mechanisms have not been able to prevent data 

compromise. 

The proposed mechanism facilitates security features to data and allows for detection of invalid access and thereby its 

prevention to enable valid distribution of data. To overcome data theft attack, decoy technology integrated with user 

behavior profiling is proposed to secure data stored in cloud. 

Decoy Technology is creation of bogus, "decoy" information placed in the cloud along with otherwise true information 

to hide what is true from what is bogus. Decoy documents confuse and confound an inside attacker so that they do not 

know what is real and what is not, and they are designed to generate alerts whenever they are touched by an attacker. A 

legitimate user's private information is better protected if there are a large collection of decoys available to confuse an 

attacker. To identify decoy documents Hmac mechanism will be used. The decoy documents carry a keyed-Hash 

Message Authentication Code (HMAC), which is hidden in the header section of the document. The HMAC is computed 

over the file‟s contents using a key unique to each user. When a decoy document is loaded into memory, we can verify 

whether the document is a decoy document by computing a HMAC based on all the contents of that document. Then, 

compare it with HMAC embedded within the document. If the two HMACs match, the document is deemed a decoy and 

an alert is issued.  

User profiling is a well known technique that can be applied here to model how, when, and how much a user accesses 

their information in the Cloud. Such „normal user‟ behavior can be continuously checked to determine whether abnormal 

access to a user‟s information is occurring. 

System Architecture 

1. User Authentication 

The user is facilitated here to authenticate and thus, ensure that only valid users can access the application.  

2. User Behavior Analysis 

Rule based algorithm will be used for user behavior analysis. A set of valid access rules will also be defined by the admin 

for identification of invalid users. It will identify operation executed by user. System will track user behavior profile 

consisting of the following parameters: 

1. Username, login password specified during authentication 

2. user key specified during document access which is the unique key given to the user during registration 

3. Keywords search operations executed for document access which will be executed during file search process. 

4. Type of document selected for access( valid or decoy ) 

3. Attack Detection 

Classify profile as valid or invalid based on the above parameters using the following analyzed mathematical operation: 

P(2)=count(invalid operations of each type)/count(operations of each type). 

 If the value P(2) is above a threshold parameter then the profile is categorized as invalid and the user is redirected to the 

decoy module. 

4. Data Storage and retrieval  

Valid user will able to store and retrieve their data. 

4. CONCLUSION 

The study shows that while people enjoy the benefits that cloud computing brings, security in clouds is a key challenge. 

Much vulnerability in clouds still exists and hackers continue to exploit these security holes. In order to provide better 

quality of service to cloud users, security flaws must be identified. In this research paper, we examined the security 

vulnerabilities in clouds from nine perspectives, included related real world exploits, and introduced countermeasures to 

those security breaches. Decoy technology with user behavior profiling as a solution for data theft attack is proposed 

which will detect invalid user and prevent user‟s sensitive information from being compromise. With the increasing inter-

cloud federation architectures, there will be more complex security and privacy challenges in future. We plan to 

implement the proposed system in future. 
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